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Bupyc (KOMIbIOTEpHBIN, TPOTPAMMHBIiT) - UCTIOTHIEMBbIN IIPOIPAMMHBIN KO WITH
MHTEPIPETUPYEeMbIi HAOOp MHCTPYKIUH, 00J1a1at0MKii CBOWCTBAMH HECAHKIIMOHUPOBAHHOT'O
pacrpocTpaHeHHs U camoBocpon3BeieHus. Co3laHHbIe TyOIuKaThl KOMIIBIOTEPHOTO BHpYca He
BCErJia COBIAIAI0T C OPUTHHAIOM, HO COXPAHSIOT CIIOCOOHOCTH K JallbHEeHIemMy
pacrpoCTpaHEHHUIO U CAMOBOCIIPOU3BEICHHUIO.

BpenonocHast mporpamma - nporpamma, npeHa3HadeHHas s OCYIIEeCTBICHUS
HECaHKLIMOHUPOBAHHOTO JIOCTYIAa U (MITH) BO3ACHCTBIS Ha IIEPCOHANIBHBIC TAHHBIC UIIH PECYPCHI
MH(GOPMALMOHHOM CUCTEMBI IEPCOHANIBHBIX JAHHBIX.

BcenomorarenbHble TEXHUYECKHE CPEJCTBA U CUCTEMBI - TEXHUYECKHUE CPEACTBA U CUCTEMBI, HE
IpeIHa3HaYeHHbIE AJIs epeadn, oOpaboTKU M XpaHEHUs NEPCOHANIbHBIX JIaHHBIX,
yCTaHaBJIMBAaEMbI€ COBMECTHO C TEXHUYECKHUMH CPEACTBAMU U CUCTEMAMH, MpeIHa3HAYECHHBIMU
JUIsl 00pabOTKU MEPCOHANBHBIX JaHHBIX, UM B IIOMEIIEHUSX, B KOTOPbIX YCTaHOBJIEHBI
MH(OPMAaLMOHHbIE CUCTEMbI IEPCOHAJIBHBIX JIaHHBIX.

JlocTym B OlepalMoHHYI0 cpey KomibloTepa (MHGOpMAIIMOHHON CUCTEMBI TIEPCOHATBHBIX
JIAHHBIX) - IOJIy4YSHUE BOSMOKHOCTH 3aITyCKa Ha BBIMOJIHEHHE IITATHBIX KOMaH I, (pyHKIHiA,
NPOLEAYp ONEPAIIMOHHON CHCTEMbI (YHHUYTOKEHHS, KOTMPOBAHUS, IEPEMELICHUS U T.11.),
UCTIOJHAEMBIX (DaiijIOB MPUKIIAJHBIX POTPAMM.

Joctyn k MHGOpMALIUH - BO3MOXXHOCTb OJIY4YEeHUsI HHPOPMALIUU U €€ UCIIOIB30BaHMUS.
3aKkialouHOe YCTPONCTBO - 3JIEMEHT CPECTBA CheMa HH(POPMALIUU, CKPBITHO BHEAPSEMbIi
(3aKyIapIBaeMBblii T BHOCHMBIiT) B MECTa BO3MOXHOI'O CheMa MH(popMaIuu (B TOM 4UCIie B
OTpaXk/ieHNEe, KOHCTPYKLIUIO, 000pYyA0BaHUE, IPEAMETHI HHTEPhEepa, TPAHCHIOPTHBIE CPEJCTBA, a
TaK)Ke B TEXHUYECKHE CPEICTBA M CUCTEMbI 00pabOTKH HHPOPMALIHH).

Samuimaemas wHGoOpMaIus - “HPOPMaIUsl, SBIISIOMIASACS TPEAMETOM COOCTBEHHOCTH U
Mo/AJIeXKalas 3aluTe B COOTBETCTBUU ¢ TPEOOBAaHUSAMH MPABOBBIX TOKYMEHTOB HUITU
TpeOOBaHUSAMHU, YCTAHABIMBAEMBIMU COOCTBEHHUKOM MH(OPMAIIUH.

Wnentudukanus - IpUCBOEHHE CyObeKTaM U 00bEKTaM J0CTyma uaeHTHduKaTopa u (i)
CpaBHEHHE MPEIBSIBIIEMOT0 HACHTH(PHUKATOPA C IEPEUYHEM ITPUCBOCHHBIX HIEHTH()HUKATOPOB.
WMHpopMaTUBHBINA CUTHAI - SJIEKTPHYECKUE CUTHAJIBI, aKYCTUYECKHE, AIIEKTPOMArHuTHbIE U
apyrue pusnyeckue mois, Mo mapamMmerpam KOTOPhIX MOXKET OBITh pacKpbiTa KOH(UACHIIMATbHAS
uHdopMmanus (mepcoHabHbIE JaHHBIE), 0OpadaThiBaeMasi B ”HPOPMAIIMOHHOW CUCTEME
NEPCOHAIBHBIX JAHHBIX.

HNudopmannonHas cucrema nepcoHaabHbIX JAHHBIX - 3TO HHPOPMALMOHHAs CUCTEMA,
IpeJCTaBiIsAroNas cOO0H COBOKYITHOCTb EPCOHANIBHBIX JAaHHBIX, COJAEPKAIIMXCS B 0a3e JaHHBIX,
a Taxke MHPOPMALMOHHBIX TEXHOJIOTUI U TEXHUUECKUX CPECTB, O3BOISIFOIIUX OCYILECTBIISATh
00pabOTKy TaKuX EPCOHATBHBIX JAHHBIX C UCIOJIb30BAHUEM CPEJICTB AaBTOMATU3ALUU UK Oe3
UCIIOJIb30BAaHUS TAKUX CPEJICTB.

NudopManmoHHbIe TEXHOJIOTHH - IPOIIECCHI, METOIBI TIOMCKA, COOpa, XpaHeHUs, 00pabOTKH,
MIPEIOCTABIICHUS, PACTIPOCTPAHEHUS HH(OPMALIMU U CTIOCOOBI OCYIIECTBIIEHUS TAKUX MTPOLIECCOB
U METO/IOB.

HcTouHuk yrpo3sl 6€30macHoCTH HH(GOpMaLUH - CyOBEKT AOCTYIA, MaTepUaIbHbI OOBEKT WIIN
(du3nyuecKoe SIBICHUE, SBIISIIOIINECS IPUUYNHON BOSHUKHOBEHHUS YIPO3bl O€3011aCHOCTH
UH(pOpMAIIHH.

KonTponupyemas 30Ha - 3T0 IPOCTPAHCTBO, B KOTOPOM UCKJIOUEHO HEKOHTPOJIUPYEMOE
npeObIBaHUE COTPYAHUKOB U IMIOCETUTEIICH onlepaTopa U MOCTOPOHHHUX TPAHCIIOPTHBIX,
TEXHUYECKUX U MHBIX MAaTePUAIBHBIX CPEJICTB.

KoHdpuneH11aabHOCTh MEPCOHATBHBIX JAHHBIX - 00513aTEILHOE JJIs1 COOIIOACHUS ONEePaTOpOM
WM UHBIM MOJIYYUBIIMM JOCTYI K MEPCOHAIBHBIM JaHHBIM JIMLIOM TpeOOBaHUE HE JAOMYCKaTh UX



pacripocTpaHeHust 6e3 corjacus CyObeKTa MepCOHANBHBIX JAaHHBIX WM HAJIMYUS HHOTO
3aKOHHOTO OCHOBAHMSI.

MexceTeBoii 3KpaH - JOKaJIbHOE (0THOKOMIIOHEHTHOE) WK (PYHKIIMOHATBHO-PACIIPE/ICIIEHHOE
nporpaMmmHoe (IporpaMMHO-aINIapaTHOE) CPEICTBO (KOMIUIEKC), pean3ylomiee KOHTPOIIb 3a
uHpopMaIrel, nocTynaromeil B ”HOOPMALMOHHYIO CUCTEMY TTIEPCOHAIILHBIX JaHHBIX U (HJIN)
BBIXOASIICH 13 NH(POPMAITIOHHOW CHCTEMBI.

HapymmTens 6e301macHOCTH MePCOHANBHBIX JaHHBIX - (PU3MYECKOE JIUIO, CITyYaifHO WIIN
IpeHaMEPEHHO COBEPIIAIOIIEe ICHCTBYS, CIICACTBIEM KOTOPBIX SIBJICTCS HAPYIICHHUE
0€301acHOCTH EPCOHATBHBIX JAHHBIX IPU UX 00pabOTKe TEXHUYECKUMH CPEJCTBAMH B
MH(POPMAIMOHHBIX CHCTEMAaX IMePCOHATBLHBIX JTAHHBIX.

HenexnapupoBaHHbIE BO3MOKHOCTH - (DYyHKIIMOHATBHBIE BO3MOKHOCTH CPEIICTB
BBIUMCIIUTEIBHON TEXHUKH, HE OMMCAHHBIC WJIM HE COOTBETCTBYIOIINE OMMCAHHBIM B
JOKYMEHTAIUH, TP UCTIOJIH30BaHUHU KOTOPBIX BO3MOYKHO HapyIlIeHNEe KOH(PHICHIINATHHOCTH,
JOCTYITHOCTH HMJTH LIEJIOCTHOCTH 00pabaThiBaeMoil HH(OpMAaIHH.

HecaHKIIMOHMPOBAHHBIHA JOCTYN (HECAHKIIMOHUPOBAHHBIC ICHCTBHS) - JOCTYI K HH(OpMALUH
WK JIeiicTBUS ¢ MHGOpMAaLIME, OCYILECTBIsIEMbIEC C HAPYIICHUEM YCTAaHOBJICHHBIX TpaB U (WJIH)
IpaBuJI I0CTyNa K MH(GOPMAIIMU UK JEUCTBUI ¢ Hel ¢ MPUMEHEHUEM LITATHBIX CPEJICTB
MH(POPMALIMOHHOM CUCTEMBI UM CPEJCTB, aHAJIOTUYHBIX UM IO CBOUM (PYHKLIMOHATIBHOMY
npeHa3HAYCHUIO U TEXHHYECKUM XapaKTePUCTHKAM.

Hocurens nadopmanmu - GpU3NUECKOE JHUIIO WM MaTePHATIbHBIA 00BEKT, B TOM YHUCIIE
¢du3nyeckoe mose, B KOTOPOM HH(POPMAIIHS HAXOJUT CBOE OTPAKEHUE B BUI€ CUMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PEUICHUH 1 MPOIECCOB, KOJMYECTBEHHBIX XapaKTEPUCTHK
(U3HYECKUX BETUYHUH.

O0paboTKa MepCOHANTbHBIX JaHHBIX - JEUCTBHs (OTIepaliu) C MEPCOHATBHBIMH JTAHHBIMH,
BKJIFOUasi cOOp, CHCTEeMATH3AIMI0, HAKOIUICHHE, XpaHeHUE, yToYHeHUe (0OHOBIICHHE,
U3MEHEHHE), NCTI0Ib30BaHKE, pacpocTpaHeHue (B TOM YKCIe repeaady), 00e3TnuuBanume,
OJOKMPOBAaHKE, YHUUTOKECHHUE TIEPCOHAIBHBIX TAaHHBIX.

Omneparop - rocy1apcTBEHHBIH OpraH, MyHUIIUIAIbHBIN OpraH, IOpUINIecKoe Win (hru3ndeckoe
JIMILIO, OPTaHU3YIOLIHME U (MJIN) OCYIIECTBIISIONINE 00pabOTKY IEPCOHANIBHBIX JIaHHBIX, a TAKKE
OTIpeNIeNIAIONINE LIETH U CoAepKaHue 00pabOTKH NMEPCOHATbHBIX TaHHBIX.

[TepexBar (nH(OpManMK) - HEIPaBOMEPHOE MOTydeHHE HH(POPMALIMK C HCIIOTb30BAHHEM
TEXHUYECKOTO CPEJICTBA, OCYILECTBISAIONIET0 OOHApYKEHHUE, IPUEM U 00paboTKy
UH()OPMATHBHBIX CUTHAJIOB.

[lepconanbHbIe qaHHBIE - II00ast HHQOPMALUS, OTHOCSILASICS K ONPEACICHHOMY HITH
OIpe/ieNIIeMOMY Ha OCHOBAHUH Takol MHpOpManuu $pusrndeckoMy nuny (CyObexTy
IIEPCOHANBHBIX JJAHHBIX), B TOM YHCIIE ero (GaMHIIMsi, UM, OTYECTBO, JaTa U MECTO POXKIICHUS,
azpec, ceMelHOoe, CONMAIbHOE, UMYIIECTBEHHOE MOJIOKEHHE, 00pa3oBaHue, Mpodeccusi, T0XO0IH,
npyras uHdopmarus.

[ToGouHBIE PTIEKTPOMAarHUTHBIC U3TYUEHHS M HABOJIKH - AJIIEKTPOMArHUTHBIE H3ITyICHUS
TEXHUYECKUX CPEICTB 00pabOTKU 3aluiiaeMoi HHPOopMaIiK, BOSHUKAIOIIKE KaK T0O0YHOE
SIBJICHHE Y BHI3BAHHBIC AIICKTPUICCKUMHU CUTHAJIAMH, TEHCTBYIOIMMHE B UX JIEKTPUUECKUX
MarHUTHBIX HETSX, a TAKXKe JIEKTPOMarHUTHbIE HABOJKH ATUX CUTHAJIOB HA TOKOIIPOBOISIINE
JMHUH, KOHCTPYKIIMU U IIETIH TTUTAHUSI.

[onk3oBaTens MHGOPMAIIMOHHON CHUCTEMBI IIEPCOHAIBHBIX JAaHHBIX - JIUIIO, YYaCTBYIOIIEE B
(YHKIMOHUPOBAHUH HH(OPMAIIMOHHON CHCTEMBbI MEPCOHAIBHBIX JJAHHBIX HJIM HCIIOJIB3YIOIIee
pe3ynbTaThl ee (PYHKIIMOHUPOBAHMUS.

[IpaBuia pasrpaHudeHHs JOCTYIA - COBOKYITHOCTb IPaBHJI, PErJIaMEHTHPYIOIIUX ITpaBa JOCTYIIa
CyOBEKTOB J0CTyna K 00BEKTaM JIOCTYIIA.



- IlporpammMHas 3aKiaKa - CKppITHO BHECEHHBIN B POrpaMMHOE o0ecriedeHne (pyHKIIMOHATbHbIH
00BEKT, KOTOPBIN MIPH OTMPEENIEHHBIX YCIOBHIX CIOCOOCH 00€CIIeYnTh HECAHKIIMOHUPOBAHHOE
porpaMMHOe Bo3zeicTBre. [IporpamMmmHas 3akiiajka MOXKeT ObITh peali30BaHa B BUIC
BPEIOHOCHOHN MPOTrpamMMbl WIH MIPOTPAMMHOTO KOJIA.

- TIporpammHoe (MporpaMMHO-MaTeMaTHYECKOE) BO3CUCTBHE - HECAHKIIHOHHUPOBAHHOEC
BO3/ICIICTBHIE HA PeCypChl aBTOMAaTU3UPOBAHHON MHPOPMAITMOHHOM CUCTEMBI, OCYIIECTBIISIEMOE C
MCIIOJIb30BAaHUEM BPEIOHOCHBIX IPOrPaMM.

- Pecypc undopmManinoHHON CUCTEMBI - IMEHOBAHHBII 3JIEMEHT CHCTEMHOTO, TPUKIATHOTO MU
amnmapaTHoro ooecredeHus: GyHKIIMOHUPOBAHUS HH(DOPMAIIMOHHON CHCTEMBI.

- CpeacTBa BRIYUCIUTEIBPHON TEXHUKU - COBOKYITHOCTh IIPOTPAMMHBIX H TEXHHUYECKUX JICMEHTOB
cucTteM 00pabOTKU JaHHBIX, CHOCOOHBIX (DYHKIIMOHHPOBATH CAMOCTOSITEIHFHO WU B COCTaBe
JPYTUX CHCTEM.

- CyObekT poctymna (CyOBbeKT) - JIMIO WM TPOIIECC, CHCTBUSA KOTOPOTO PEriIaMEHTHPYIOTCS
NpaBUIAMH Pa3TPaHUYCHUS JOCTYIIA.

- Texuuueckue cpeacTBa MHGOPMAITMOHHON CHCTEMBI TIEPCOHAIBHBIX JJAHHBIX - CPEJICTBA
BBIYHCIUTEIILHON TEXHUKH, HHPOPMAITMOHHO-BBIYMCIUTENbHBIC KOMITJICKCHI U CETH, CPEICTBA U
CHCTEMBI IIepeauu, mprueMa u 00pabOTKH MEPCOHATBHBIX TaHHBIX (CPEICTBA U CHCTEMBI
3BYKO3aIIMCH, 3BYKOYCHUJICHHUS], 3BYKOBOCIIPOU3BEICHUS, IEPETOBOPHBIE U TE€JIEBU3MOHHbIE
YCTPOICTBA, CPEICTBA U3TOTOBJICHHUS, TUPAKUPOBAHUS JOKYMEHTOB U APYTrUe TEXHUUECKHE
cpezacTBa 00pabOTKK peueBoit, rpaguyeckoil, BUACO- ¥ OYKBEHHO-IIU(BPOBON HHPOPMAIIUH),
pOrpaMMHBIe CpeicTBa (ONepalMOHHBIE CUCTEMbI, CHCTEMbI YIIpaBJIeHHs 0a3aMH JTaHHBIX U
T.11.), CPEJICTBA 3aIIUThl HH()OPMAIIUH.

- Texuuueckuii KaHaJd yTeYKH HHPOPMAIHH - COBOKYITHOCTh HOCHTeIIsl HH(opMaluu (cpencTa
00paboTKH), PU3HUECKON CPeIbl pacpoCTpaHeH s HH(YOPMATHBHOTO CUTHAIA U CPEJICTB,
KOTOpPBIMU OOBIBAETCS 3aluiiaeMasi uHGopMaius.

- Yrpo3bl 6€301MacHOCTH MEPCOHABHBIX JAHHBIX - COBOKYITHOCTD YCIIOBHH M (JaKTOPOB,
CO3/IAI0NINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCIIE CIIy4aifHOTO, JOCTYIa K
NEePCOHAIBHBIM JJAHHBIM, PE3YJIbTaTOM KOTOPOTO MOXKET CTaTh YHUUTOXKEHHE, H3MEHEHHUE,
OJ0KMpOBaHKE, KOMUPOBAHKE, PACIIPOCTPAHEHHE NEPCOHATBHBIX TaHHBIX, a TAKKE HHBIX
HECaHKIMOHUPOBAHHBIX NEHCTBUN NIPU X 00paboTKe B MH(POPMAIIMOHHON cucTemMe
MEPCOHATBHBIX JJAaHHBIX.

-  YHUYTOXEHHE MEePCOHATBHBIX JaHHBIX - IEHCTBUS, B pE3yabTaTe KOTOPHIX HEBO3ZMOKHO
BOCCTaHOBUTH COJIEPKAHUE MEPCOHATBHBIX TaHHBIX B MH(GOPMAIIMOHHON cHCcTeMe TIepCOHATBHBIX
JAHHBIX UK B PE3YJIbTaTe KOTOPHIX YHUUTOXKAIOTCS MaTepUaIbHbIE HOCUTENN MEPCOHATBHBIX
JTAHHBIX.

- Vreuka (3amuiaeMoi) HHPOPMAIIUHU 110 TEXHUYSCKUM KaHaJaM - HEKOHTPOJIHPYEMOe
pacnpocTpaneHre nHGopMaIyi OT HOCUTENS 3antuiaeMoil nHpopManuu yepe3 GUu3nIecKyro
Cpemy /10 TEXHUYECKOTO CPEJICTBA, OCYIICCTRIISIFOIIETO TIepexBaT HH(pOpMAaITHH.

- Vs3BUMOCTS - HeKasl ciabocTh, KOTOPYIO MOYKHO HUCTIONB30BATH JIISl HAPYIICHHS CHCTEMBI FITH
cozieprkatieiicst B Hell nH(popMaluu.

- IlemocTHOCTH MH(POPMALINH - COCTOSIHUE UH(OPMAIINH, TIPU KOTOPOM OTCYTCTBYET JIF000€E ee
U3MEHEHHE JIN00 U3MEHEHUE OCYIIECTBISIETCS] TOJIBKO MPEIHAMEPEHHO CyObhEeKTaMu, MMEIOIIUMH
Ha HETO MPaBo.

2. O01IMe 0JI0KEHUS

Hacrosimas «Mopens yrpo3 6€30macHOCTH MepCOHANBHBIX JaHHBIX IIPU UX 00paboTKe B
UH(QOPMAIIMOHHBIX CHCTEMAaX MEPCOHANBHBIX JaHHBIX' ' (nanee - Moens yrpo3) CoaepKHUT
CHCTEMaTU3MPOBAHHBIN NlepedeHb YIpo3 0€30MacHOCTH MEPCOHANIBHBIX JaHHBIX MPU UX 00paboTKe B



WH()OPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAaHHBIX. DTH YTPO3bl 00YCIOBICHBI IPEIHAMEPEHHBIMU

WM HETIPETHAMEPEHHBIMU NeHCTBUAMU (DU3UUECKUX JIUI], TEHCTBUSMU 3aPYOIKHBIX CIEIICIYKO HIIN

opraHu3zaiuii (B TOM YHCJIe TEPPOPUCTHUECKHX), & TAKIKE KPUMUHAIBHBIX TPYIITHPOBOK, CO3AAFONIUX

ycioBus (IPEANOChUIKK) ISl HapyleHUs 0e30macHoCTH nepcoHanbhbix naHHbiX ([1/]H), koTopoe

BEJIET K yIIiepOy ’KHU3HEHHO BaKHBIX HHTEPECOB JINYHOCTH, 00IIIECTBA U TOCYAapCTBA.

Mogenb yrpo3 COAEpKUT eIMHbIe UCXOHBIE JaHHBIE 10 YIpo3aM 0e301MacHOCTH MEePCOHATbHBIX

JIAHHBIX, 00pabaThIBACMbIX B HH(POPMAIIMOHHBIX CHCTEMax MepcoHanbHbIX qaHHbIX (MCIT/IH),

CBSA3aHHBIM:

- ¢ nepexsBaroM (cbeMoM) [T/IH MO TEXHUYECKUM KaHAJIaM C [EbI0 HX KOTIMPOBAHUS HITH
HEMPaBOMEPHOTO PACPOCTPAHCHHUS;

- C HECAHKIMOHHUPOBAHHBIM, B TOM 4HCJe ciaydaitHbiM, goctynoM B UCIT/IH ¢ nienpio n3mMeHeHus,
KOIIMPOBAHHUsI, HEIIPaBOMEPHOT0 pacrpocTpaneHus [1J[H Wi aecTpyKTUBHBIX BO3IEHCTBHI HA
anemenThl MCII/IH 1 o6pabaTtsiBaeMbix B HUX [I/IH ¢ ucnonb3oBaHMEM IPOrpaMMHBIX U
MIPOTPaMMHO-AMIIAPATHBIX CPEJICTB C IEeNBI0 YHUUTOXKEHUS Win OnokupoBanus [1/1H.

Mogenp yrpo3 sBISE€TCS METOAUYECKUM JOKYMEHTOM M MPEIHA3HAYEHA JIJIsl TOCYIapCTBEHHBIX U

MYHHUIUTIATBHBIX OPTaHOB, OpUANYeCKHUX U (MK) (U3HUYECKHX JUI] (aee - OrnepaTopos),

OpraHm3yrIuX U (KIIH) OCYIIECTBIAIONINX 00paboTKy I1/]H, a Takke OnpeAesSIOUX eI U

conepxanue oopadbotku I1/1H, 3aka3unkoB u pazpadotunkoB UCII/Ix u ux noacucrem. C

npuMeHeHneM MoJenu yrpo3 pematoTcs Ce1yoLue 3a/1a4uu:

- pa3paboTKa 4acTHBIX MoJienel yrpo3 6ezonacHoctu [1/]n B konkpetnbix UCII/IH ¢ yueTom ux
Ha3HAYEeHUs, YCIOBUN U 0COOEHHOCTEH (HYHKIIMOHUPOBAHMS,

- anaymms 3amunieHHocty MCIIT/IH ot yrpo3 6e3onacHoctu [1J1H B X0/1€ OpraHu3anyy U BBITTOJHSHHS
pabot o obecnieyeHuto 6ezonacuoctu [1/1H;

- pa3paboTtka cucremsl 3anuThl [1/]H, obecnieunBaromnieit HeHTpaTU3aKio MpearnoJaraeéMbpix yrpos ¢
WCII0JIh30BAaHUEM METOI0B U cIoc000B 3amuThl [1/1H, TpeycMOTPEHHBIX 711 COOTBETCTBYIOIIETO
kimacca UCIIH;

- TPOBEJCHHUE MEPONPHUATUI, HAIPABJICHHBIX HA MPEIOTBPAILEHNE HECAHKIIMOHUPOBAHHOTO JTOCTYIIA
k [1/T1 u (vm) nepeaayn uX JUIaM, He UIMEIOIIUM IIpaBa J0CTyIa K Takod HH(opMaluy;

- HeJoIylleHue Bo3aeicTBus Ha TexHuueckue cpenactsa MCII/IH, B pe3ynbTare KOTOPOro MOXET
OBITh HapyLIECHO UX (YHKIHMOHHPOBAHUE,

- KOHTPOJb 00eCTeYeHNs YPOBHSI 3aIIUIIIEHHOCTH MEPCOHATBHBIX TAaHHBIX.

B Moaenu yrpo3 gano o6o6mienHoe onucanue UCII/{H kak 00BEKTOB 3aIUThI, BO3MOYKHBIX

UCTOYHUKOB YIpO3bl O€30MACHOCTH TIepCOHANBbHBIX JaHHBIX (Y BII/IH), OCHOBHBIX KJIAaCCOB

ysazsumoctedt UCII/IH, BO3MOXKHBIX BUJIOB JECTPYKTUBHBIX Bo3aeicTBUi Ha [1][H, a Tak:ke OCHOBHBIX

CIoco0OB UX pean3ali.

Yrpo3ssl 6ezonacHoctH [1/]H, o6padaTeiBacmbix B UCII[IH, conepkamuecs B HacTosmeld Moaenu

YIPO3, MOTYT YTOUYHSTHCS U JOTIOJHATHCS 110 MEPE BBISIBJICHUS! HOBBIX UCTOYHHUKOB YIpO3, Pa3BUTHSA

crioco6oB u cpenctB peanuzanuu Y BI1Ia B UCIT/H.

3. Knaccudukanus yrpo3 6€30I1aCHOCTH IEPCOHANBHBIX JaHHBIX

CocraB u coaepxanue YBII/IH onpenensieTcs COBOKYTHOCTBIO YCIOBUM U (PaKTOPOB, CO3/IAIOLINX
ONACHOCTh HECAHKIIMOHMPOBAHHOIO, B TOM YHCJIE CllydailHoro, nocryna K [1/1H.

COBOKYITHOCTh TaKUX YCJIOBHI U (akTOpoB Gopmupyercs ¢ yuerom xapakrepuctuk UCIIH, cBoiicTB
cpensl (IyTH) pacnpocTpaHeHuss HHOOPMATUBHBIX CUTHAJIOB, COJCPIKAIINX 3aIIUIIAEMYFO
nH(OPMAIKIO, 1 BO3MOKHOCTEH HCTOYHHKOB YTIPO3HI.

K xapakrepuctukam UCII/IH, oOycrnoBnuBatonmm Bo3HuKHOBeHHE Y BIT/IH, MOXHO OTHEeCTH
KaTeropuio u oobeM obpadatsiBaemMbix B UCII/IH nepcoHanbHbIX AaHHBIX, cTpyKTypy MCII/IH,
Hanmmuue noakmodeHnit UCIT/IH k ceTsiM cBsI3u 00IIEro Moab30BaHUS U (MITH) CETAM



MEXTYHApOIHOTO HH(POPMAIIMOHHOTO 0OMEHa, XapaKTePUCTHKHU MOCUCTeMBbI Oe3omacHocTH [1/1H,
obpabarsiBaembix B UCIIJIH, pexxuMbl 00pabOTKH MEPCOHATIBHBIX TaHHBIX, PEKUMBI pa3rpaHUUYCHUS
npas pocryna noas3zoBateneid UCII/IH, MecTOHaX0KI€HUE U YCIOBUS Pa3MEIEHNs TEXHUYECKUX
cpencts UCII/H.

WNudopmanronnsie cucteMsl [1/1H npeacTaBisioT co00i COBOKYMHOCTh MH(POPMAITMOHHBIX U

IIPOrpaMMHO-AINAPATHBIX 3JIEMEHTOB, a TAaKXKe HHPOPMALMOHHBIX TEXHOJIOTUH, TPUMEHAEMBIX IIPH

obpabotke I1/1H.

OcnoBHbIMU d51eMeHTamMu UCII/H sBistoTcs:

- IEepCOHAJbHbIE JaHHbIE, CoepKalecs B 6a3ax JaHHBIX, KAK COBOKYITHOCTh HH(POPMALIUU U €€
Hocurene, ucnoJibzyemoix B UCIT/IH;

- uH(}OpMalMOHHBIE TEXHOJIOTUH, IPUMEHseMbIe TpH 00padoTtke [1/1H;

- TEXHHYECKHE CPEJICTBA, OCYIIeCTRIstone 00padotky I[1/]H (cpeacTBa BHIYMCIUTEIBHOM TEXHUKH,
MH(OPMAaLMOHHO-BBIUNCIUTEIbHbIE KOMIUIEKCHI M CETH, CPEJCTBA U CUCTEMBI IIEpejauu, prueMa u
o0Opabotku I1/1H, cpencTBa 1 CUCTEMBI 3BYKO3aIHCH, 3BYKOYCHIICHHS, 3BYKOBOCIIPOU3BEACHUS,
[IEPETOBOPHBIE U TENIEBU3MOHHBIE YCTPOUCTBA, CPEACTBA U3TOTOBIICHUS, THPAKUPOBAHUS
JOKYMEHTOB M JIpyrie TEXHUYECKHEe CpeicTBa 00pabOTKU pedeBoi, rpaduueckoi, BU1eo- 1
OykBeHHO-1IH]poBoit nHpopmanun) (nanee - rexuuueckue cpeacrsa UCI/In);

- TIporpamMMHBbIe cpescTBa (OmepalMOHHbIE CUCTEMBI, CUCTEMBI YIIPaBIeHUs 0a3aMH JaHHBIX U T.IL.);

- CpeAcTBa 3allUThl HHPOPMALUY,

BCIIOMOTaTeNbHble TeXHUYeckue cpenctsa u cuctemsl (BTCC) - TexHHYECKHE CPENICTBA U CHCTEMBI,

UX KOMMYHHKAIIMH, He ITpeHa3HaueHHbIe 1t 00padoTku I1/IH, HO pa3MeleHHbIe B TOMELEHUIX

(masnee - ciy)xeOHbIE TOMELICHHS), B KOTOPBIX pacnoioxkeHbl UCII/IH, uX TeXHHYECKUE CPeICTBa

(pa3iaMyHOrO poja TeaepOHHbIE CPEACTBA U CUCTEMBI, CPEICTBA BEIUUCIUTEIBHON TEXHUKH, CPECTBA

Y CHCTEMBbI TIepelauyl IaHHbIX B CUCTEME PAJAUOCBA3H, CPEJICTBA U CUCTEMbI OXPaHHOW U TIOXKapHOI

CUTHAJIM3aLlUH, CPEACTBA U CUCTEMbI OMOBEIICHHSI U CUTHAIN3aLMU, KOHTPOJIbHO-U3MEpUTENIbHAs

anmapaTypa, CpeICTBa U CUCTEMbl KOHAULIMOHUPOBAHUS, CPEACTBA U CUCTEMBI IPOBOAHOMN

pPazvoOTPaHCISALMOHHON CETH U MpUeMa porpaMM pajuoBellaHus U TEJIEBUJIEHUS, CPEACTBa

ANICKTPOHHON OPI'TEXHUKH, CPEICTBA U CHCTEMBI AIICKTPOYACOPHUKAIIHH).

CaoiicTBa cpepl (IyTH) pacnpocTpaHeHHus HHOOPMATUBHBIX CUTHAJIOB, COJIEPIKAIIHNX 3aIUIIAEMYTO

UH(OPMAIINIO, XapaKTEPU3YIOTCs BUJIOM (pU3NYeCcKOl cpeabl, B KOTopoil pactipoctpanstores [1/1H, u

OIPEAEIAIOTCS IIPU OLIEHKE BO3MOKHOCTH peanu3auuu Y bII/IH.

Bo3mosknoctu uctounnkoB YBIT/[H 00yciioBiI€HBI COBOKYITHOCTBIO CIIOCOO0B

HECaHKIIMOHMPOBAHHOTO U (WJK) cirydaiiHoro goctyna K [1/IH, B pe3ynbTare KOTOPOro BO3MOXKHO

HapyleHUue KOHOUICHINAIBHOCTH (KOIMPOBaHKE, HEITPAaBOMEPHOE PACIIPOCTPAHEHHE), [IETIOCTHOCTH

(YHUUTOXKEHHE, U3MEHeHue) u goctynHocTH (Onokuposanue) [1/1H.

VYrpo3za 6e3onmacHoctu [1/1H peanusyetcs B pe3ynbTaTe oOpazoBaHus KaHana peanusanuu Y bIT1x

MEK/1y HICTOYHUKOM yrpo3bl U HocuteneM (nctounnkom) I1/1H, 4To co3maer ycnoBus 1uisl HApyIICHUS

oesomacHocTH [1/]H (HECAaHKIIMOHUPOBAHHBIN HITH CIIydallHBIN TOCTYI).

OcHOBHBIMU 5IeMeHTaMM KaHana peanusanuu Y BIIJ[H sBnstorcs:

- ucrouHuk YBIIJIH - cyObekT, MaTepuanbHblil OOBEKT UK (PU3NYECKOE SBJICHUE, CO3JAI0IINE
VYBI1/H;

- cpena (mytb) pactnpoctpanenus [1/{H uiau Bo3eiicTBHI, B KOTOPOit (hu3ndeckoe moiie, CUrHal,
JTaHHbIE WJIM IIPOrPaMMBbl MOTYT paclpOCTPaHAThCSA U BO3JEMCTBOBATDH HA 3alllMILAEMbl€ CBOIICTBA
(KOH(UICHIIUATBHOCTD, IEJIOCTHOCTbD, JOCTYIHOCTH) [1]1H;

- Hocurens [1JIH - puzndeckoe MU0 UK MaTepUAIbHBIN O0BEKT, B TOM Yucie (U3NIECKOE T10JIe, B
koTopoM I1/IH HaxoAsT CBOE OTpakeHHUE B BUJE CUMBOJIOB, 00pa30B, CUI'HAJIOB, TEXHUUYECKHX
pEeLlIeHHI U MPOLIECCOB, KOJNUYECTBEHHBIX XapaKTePUCTUK (PU3NUECKUX BETHUUH.



Hocwurenu I1/In Moryt coxepxkarh HHGOPMAIUIO, IPEACTABICHHYIO B CIEAYIONUX BHJIAX:

akyctuueckas (peuesas) undopmariust (PU), coneprxaniasicst HEMOCPEACTBEHHO B MTPOU3HOCUMOM
peun nonb3oarens UCII/Ix npu ocymectBiaennn M QpyHkuuu rojgocosoro Beoja [1/In 8 UCIx
1160 BocnpousBoauMas akyctudeckumu cpeacrsamu UCITIH (ecnu Takue dyHKIMM
HpeyCMOTPEHbI TeXHOJIoTHel 00padoTku [1/1H), a TakxKe coaepKaascs B IEKTPOMArHUTHBIX
HOJISAIX U 3JIEKTPUUECKUX CUTHAJIAX, KOTOPbIE BOHUKAIOT 3a CUET NTPeoOpa3oBaHnil aKyCTUUECKON
nHpopMmaiuu;

BuioBas nHGopmanus (BU), npencrapineHHas B BUIE TEKCTa U U300PaXKCHUH Pa3InIHBIX
YCTPONCTB 0TOOpaXeHHsI THPOPMALIUHU CPEICTB BBIYUCIUTEIBHON TEXHUKN, HH()OPMAIIHOHHO-
BBIYUCIIUTEIIbHBIX KOMIUIEKCOB, TEXHUYECKUX CPEICTB 00pabOoTKH rpadiIecKoi, BUIEO- U
OykBeHHO-1TU(pOoBOM nHPOopManyu, Bxoasmux B coctaB UCII/IH;

urdopmarwms, oopadarsiBaemas (rupkynupyromas) B UCII/IH, B BUe JMEKTPHUYESCKHUX,
AJIEKTPOMArHUTHBIX, ONTUYECKUX CUTHAJIOB;

uHpopmanus, oopadarsiBaemas B ICII/IH, mpencraBneHHas B Buae Out, 6aiT, (hailioB u qpyrux
JIOTUYECKUX CTPYKTYP.

B nensax ¢popmupoBanus cucremaruzupoBanHoro nepeuds YBII/Ix npu ux o6padorke B UCITIH u
pa3paboTKe Ha UX OCHOBE YaCTHBIX MOJEJIel MpUMEHHUTENbHO K KOHKpeTHOMY Buty UCII/IH yrpo3sl
KJIaCCU(UIUPYIOTCS B COOTBETCTBUH CO CIIEIYIOLUTUMH ITPU3HAKAMHU:

no BuAy 3amuiaemoii ot YBII/{n undopmarun, cogepxarueii [1/1H;

0 BUJAaM BO3MO>KHBIX UICTOYHHUKOB Y BII/IH;

no tunty UCII/IH, Ha koTopble HanpaBieHa peanu3anus Y bIT/H;

o crioco0y peanu3anuu Y bI1/1H;

10 BH/Iy HapyIIIaeMOTo CBOMCTBA HH(pOpManuu (BUAY HECAHKIIMOHUPOBAHHBIX JICHCTBUH,
ocymiecTBisieMbix ¢ [1/]H);

10 UCIIOJIb3YEMOH YSI3BUMOCTH;

1o 00BEKTY BO3/ICUCTBHSI.

[To Buaam BO3MOKHBIX HCTOUYHUKOB Y BII/IH BBIIENSAIOTCS CAeAyOIME KIACChl yrpo3:

YIPO3bl, CBA3aHHBIE C IPEIHAMEPEHHBIMU UJIM HEIIPEIHAMEPEHHBIMU JEHCTBUAMM JIUL, UMEIOIINX
noctyn k MCII/IH, Bxirouas nosbs3oBareneit UCIIJIH, peanu3yomux yrpo3bl HEIOCPEACTBEHHO B
WCI1/I1 (BHYTpEHHUIT HAPYIIIHUTEIB);

YIpo3bl, CBSI3aHHBIE C IPEAHAMEPEHHBIMU WIIM HENPEJHAMEPEHHBIMU JIEHCTBUSAMMU JIULL, HE
umeromux gocryna k MCII/IH, peanu3yronmx yrpo3bl U3 BHEIIHUX CETEeH CBSA3U 00IIEro
NOJIb30BaHMS M (MIIH) ceTel MeXTyHapOAHOTO HHPOPMAIIHOHHOTO OOMeHa (BHEIIHUI
HAPYIINTEIb).

KpOMC TOr'0, YIpoO3bl MOI'YT BOBHUKATDL B PE3YJIbTATC BHCAPCHU A AIlllaPpATHBIX 3aKJIaI0K U

BPEIOHOCHBIX MTPOTPAMM.
ITo Tumy UCII/IH, Ha koTOpbIe HanpaByieHa peanu3auus Y BII/IH, BeIAEHAIOTCS Cleayonue KIIacChl

yrpo3:

yrpo3sl 6e3onacHocTH [1/]H, o6pabaTsiBacmbix B UCII/IH Ha 6a3e aBTOHOMHOTO
aBTOMATU3UPOBAaHHOTO paboyero mMecta (APM);

yrpo3sl 6e3onacHocTu [1/IH, o6pabaTteiBaembix B UCII/IH Ha 6a3e APM, moaKIIFO4eHHOTO K CETH
o01iero moJyik30BaHus (K CETH MEKIYHAPOAHOTO HH(GOPMAIIMOHHOTO OOMEHA);

yrpo3sl 6e3omacHoctH [1J]H, oOpabateiBaeMbix B UCII/IH Ha 6a3e ToKambHBIX HHPOPMAITMOHHBIX
cucTeM 0e3 MOJKITIOYECHUS K CeTH OOIIEero Mojb30BaHus (K CETH MEXITyHApOIHOTO
UH()OPMAIIMOHHOTO OOMEHA);

yrpo3bl 6ezonacHoctu [1/1H, oOpabaTsiBaembix B LCII/IH Ha 6a3e okalbHBIX HHOOPMAITMOHHBIX
CHCTEM C MOJKIIOYCHUEM K CETH OOIIETO MOJIb30BaHUs (K CETH MEXIYHAPOIHOTO
UHGOPMALIMOHHOTO 0OMEHa);



yrpo3sl 6e3omacHoctu [1/1H, o6padateiBaembix B ICII/IH Ha Ga3e pacnpeneneHHbIX
UH()OPMAIIMOHHBIX CHCTEM 0€3 MOIKITFOYCHHUS K CeTH OO0ILEero Mojib3oBaHus (K ceTH
MEKYHapOAHOTO HHPOPMAIIMOHHOTO OOMEHA);

yrpo3sl 6e3omnacHocTu [1/1H, oOpabarsiBaembix B MICII/IH Ha 6a3e pacnpeneneHHbIX
UH()OPMAIIMOHHBIX CUCTEM C MOJKITIOUCHUEM K CETH OOLIETro MoJb30BaHus (K ceTH
MEX/IyHAPOAHOrO HH(POPMALMOHHOTO OOMEHa).

ITo cnoco6am peanuzariuu Y BII/[H BBIACTAIOTCS ClIenyIONMe KIACcChl yrpo3:

yrpo3sl, cBszannbie ¢ HCJI x IT/1H (B TOM 4rciie yrpo3bl BHEAPEHHUS BPEIOHOCHBIX ITPOTPaAMM);
yrpo3sl yreuku [1/lH no TexHuyeckum KaHajlaM yTeuku uH$opManuy,
yrpo3sl cnenuanbHbiX Bo3aeicTeui Ha UCII/IH.

ITo BHTy HECAaHKIIMOHUPOBAHHBIX JAEUCTBUH, ocyliecTBiIsseMbIX ¢ I1/IH, BbIAEnArOTCS cienyroniue
KJIaCCBI yIpo3!

yrpo3bl, MPUBOSINKE K HAPYIICHUIO KoHpuaeHnansHocT! [1/]H (KomupoBaHuto Win
HECAHKIIMOHUPOBAHHOMY PACIIPOCTPAHCHHIO), TIPU PeaTU3aIlMH KOTOPBIX HE OCYIIECTBIISICTCS
HEMOCPEJACTBEHHOTO BO3CHCTBYSI HA COJIep:KaHne HHPOpMAITIH;

YIpO3bl, TPUBOJIAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM UHMCJIE CIIy4alHOMY, BO3JIEHCTBHIO Ha
cojiepkanue MHGOPMAIUH, B pe3ylbTaTe KOTOPOTO OocyIecTBIseTcs n3MmeHnenue [1/{x v ux
YHUYTOKEHUE;

Yrpo3bl, MPUBOSAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHKCJIE CIy4ailHOMY, BO3JIEHCTBHUIO HA
MporpaMMHBIE UJIH MporpamMMHo-anmapaTHsie anemeHTsl UCII/IH, B pe3ynbTaTe KOTOPOro
ocymiecTisercs onmokupoBanue [1]1H.

[To ucnonb3yeMoil yI3BUMOCTHU BBIJIEISIFOTCS CIIEAYIOUINE KJIACChI YTPO3:

YIPO3Bl, PEATU3YyEMBIE C UCIIOIb30BAHUEM YA3BUMOCTH cucTeMHOro [10;

YTPO3bl, pealin3yeMbI€ C UCIIOJIb30BaHUEM YA3BUMOCTH IpuKiagHoro 110;

yrpo3bl, BO3HUKAIOIINE B PE3Y/IbTATE UCIIOJIb30BaHUS YA3BUMOCTH, BbI3BAHHON HannyueMm B AC
arnmapaTHOM 3aKJIAJIKH;

YTPO3bl, pealIn3yeMbIE C UCIIOJIB30BAaHUEM YA3BUMOCTEN ITPOTOKOJIOB CETEBOTO B3aUMOICUCTBUS U
KAaHAJIOB IIepeaYy JaHHBIX;

YIpO3bl, BOZHHUKAIOILINE B PE3YJIbTATE UCIIOIb30BAHNS YA3BUMOCTH, BEI3BAHHOW HEIOCTATKAMMU
opranuzaruu T3U ot HC/;

yIpO3bl, peaan3yeMble C UCIOJIb30BaHUEM YSI3BUMOCTEH, 00YCIOBINBAIOIINX HATTMYUE
TEXHUYECKUX KaHAJIOB YTEUKH UH(OpMAIIHH;

YIPO3Bbl, pEAIM3yEMbIE C HUCIIONIb30BaHuEM ya3BuMocteit C3MU.

ITo O6’b€KTy BO3JICHCTBUS BBIJICISIOTCS CclIeayrolure KJIacChl yrpo3.

yrpo3bl 6e3onacHocTH [1/]H, 0OpabaTeiBacMbix Ha APM;

yrpo3bl 6e3omacHoctu [1/1H, 00pabaThiBaeMbBIX B BBIICICHHBIX CpEACTBaX 00paboTKH (IpUHTEpaX,
BBIHECCHHBIX MOHUTOPAX, BUCOMPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BEACHUS U T.11.);

yrpo3bl 6e3omacHocTH [1/1H, mepegaBaeMbIX MO CETSIM CBSI3H,

YTPO3bI IPUKIIAHBIM IIPOrpaMMaM, ¢ IMOMOIIBIO KOTOPBIX oOpabateiBatores [1/1H;

yrpo3sl cucteMHoMy 10, obecnieunBatomemy pynknuonuposanue UCI/IH.

Peanusauus onnol n3 YBII/IH nepeyncieHHsbIX KI1acCOB WIM UX COBOKYITHOCTH MOXKET IPUBECTH K

CJIeIYIOIIUM TUIIAM MOCIEACTBUM it cyobekToB [1][H:

3HAYUTEJIbHBIM HETaTUBHBIM MOCIEACTBUAM ISl CyObekTOB [1/1H;
HETaTUBHBIM TOCIEICTBUAM 1is1 cyOBekToB I1/1H;

HC3HAYUTCIbHBIM HCTATUBHBIM ITOCICACTBUAM JJIsA CY6’BCKTOB HﬂH



Yrpo3bl yreuku [1/]H M0 TEXHUYECKUM KaHajaM OJHO3HAYHO OIHUCBIBAKOTCS XapaKTEPUCTUKAMU
UCTOYHUKA HHPOpMaIHH, cpe/ibl (TyTH) pacIpoCTpaHSHUS U MPUEMHUKA HH(POPMATUBHOTO CHTHAJIA,
TO €CTh ONPEIEISIOTCS XapaKTepUCTUKAaMU TEXHUYECKOTO KaHaya yreuku [1J[H.

Yrpo3bl, cBsi3aHHbIC ¢ HecaHKITMOHUpoBaHHbIM noctynoM (HCJI) (manee - yrpo3st HCJI B UCI1/IH),
MPEJICTABIISIOTCS B BUAE COBOKYITHOCTH 00OOIIEHHBIX KJIACCOB BO3MOKHBIX HCTOUHUKOB yrpo3 HC/I,
ySI3BUMOCTEH mporpaMMHoro u anmnapatHoro obecneuenus UCII/IH, cnoco6oB peannzanuu yrpos,
00BbEKTOB BO3/IeiicTBUS (HOCHTENEH 3amuiiaeMoi nHGOPMAIHH, TUPEKTOPHUEB, KATAIOTOB, (aiiioB ¢
ITIn wim camux [1/1H) 1 BO3MOKHBIX IECTPYKTUBHBIX JIeiCTBHIA. Takoe mpeacTaBieHUe OMMChIBAETCS
cienyromieit (opMaTM30BaHHOHN 3aIUChHIO:

yrpo3a HC/I: = <ucTo4yHHK yrpo3br>, <ys3BUMOCTb IIPOIrPAMMHOIO WJIM anlapaTHOro o0ecrnevyeHus™,
<crmoco0 peanu3anuy yrpo3bl™>, <OOBEKT BO3ACUCTBHI>, <HECAHKIIMOHUPOBAHHBIN JOCTYIT>.

4. Yrpo3sl yTeukd HHGOOPMAIIUU 0 TEXHUYECKUM KaHaJlaM

OCHOBHBIMH 3JICMEHTaMH OTMCAHUS YTPO3 yTeUKH HH(popMaIuu o Texandecknm kananam (TKYH)

SIBJISIFOTCS: MICTOYHUK YIpo3bl, cpeia (MyTh) pacnpocTpaHeHus: MH(OPMAaTHBHOTO CHTHAJIA U HOCUTEb

3anIuIaeMoi HH(OpMaIH.

HcTrouHnkamMu yrpo3 yTeuku HHPOPMAaILHHY 110 TEXHUYECKUM KaHalaM SBISIOTCS (PU3NYECKUe JINIA, He

umeronue pocryna k UCI1/IH, a Takxke 3apyOekHbIE CIICICITYKObI I OpraHU3aluy (B TOM YKCIIe

KOHKYPHPYIOIIUE UK TEPPOPUCTUYCCKHE), KPUMHHAIbHBIE TPYIITUPOBKH, OCYIIECTBIISIOIINE

nepexsar (cheM) HHQOPMALIUH C UCIIOIb30BAaHHEM TEXHHUYECKUX CPEACTB €€ PEerucTpaluy, npuemMa

nuu poTorpadupoBaHHUS.

Cpena pacripoctpaHeHusi HHPOPMATUBHOTO CUTHAJA - 3TO (hU3UUYEecKas cpefa, mo KOTOpou

UH()OPMATUBHBIN CUTHA MOXKET PaclpoOCTPAHATHCSA M IPUHUMATHCS (PErUCTPUPOBATHCS)

npueMHUKOM. Cpefia pacrpoCTpaHEeHHsI MOXKET ObITh KaK OJTHOPOAHOM (HAarpuMep, TOIbKO

BO3/YIIHO#), TaK ¥ HEOAHOPOIHOM 3a CUET IMepexo/ia CUrHaja U3 OJHOU Cpe/Ibl B APYTyio (HampuMmep,

B pe3yJIbTaTe aKyCTOAICKTPUUSCKUX UM BUOPOAKYCTHYECKHUX MpeoOpa3oBaHuii).

Hocurenewm I11n sBasiercst monb3oBatens MCII/IH, ocymecTBsttonuii rosocoBoii BBoa [1/]H B

NCTIn, akyctuueckas cuctema UCIIJIH, BocipousBomsmas [1/1H, a Takke TeXHUYECKHUE CPEACTBA

NCTITJn u BTCC, co3naromue pu3rdeckue moisi, B KOTOPHIX HH(POpMAIIHs HAXOIUT CBOE OTPAKCHUE

B BUJIE CUMBOJIOB, 00pa30B, CUTHAJIIOB, TEXHUYECKHUX PEIICHUH U MPOIECCOB, KOJTHMYECTBEHHBIX

XapaKTEePUCTUK (PU3NICCKHUX BEITHUUH.

[Tpu o6padotke I1/1n B UCII/IH 3a cuet peanu3aiyy TEXHHUECKUX KaHAJIOB YTEUKH HHPOpPMALUU

BO3MO’KHO BO3HHMKHOBeHUe caenyromux Y bII/Ix:

- YIpo3 yTeUKH aKyCTU4ecKoi (pedeBoii) nHpOpMaIHy,;

- yrpo3 yTe4KH BHAOBON HHPOPMAIHH;

- yrpo3 yTeuku HHPOPMAIUH 110 KaHaTaM MOO0YHBIX JIEKTPOMArHUTHBIX MU3TYY€HUN U HABOJIOK
(TISMUH).

4.1. Yrpo3bl yTEUKH aKyCcTHUECKOH (peueBoit) nadopmanuu

Bo3HHKHOBEHHE yrpo3 YTEUKH aKyCTHYECKOi (pedeBoit) HHpOpMaLny, coaepiKalieics
HETIOCPEACTBEHHO B MPOU3HOCUMOM peun nonb3oBarens UCIIIH, npu o6padoTtke [1/1x B UCII/IH,
oOycnoyieHo HanuuneM QyHkiui rogocoBoro Brojaa [1/{n B UCIIH wim GyHKIMI BOoCTIpON3BEACHUS
I1/1n akyctnuecknmu cpeacrtsamu MCII/IH.

[TepexBar akycTH4yeckoi (peueBoit) HHGOPMAIIMK B JaHHBIX CIy4asX BO3MOXKEH C UCIOIb30BaHHEM
anmnapaTypsl, PErHCTPUPYIOIICH akycTu4eckue (B BO3AyXe) U BUOpoaKycTH4ecKue (B yIpyrux cpeaax)
BOJIHBI, a TAKXKE JJICKTPOMArHUTHbIC (B TOM YHCJIC ONITHUSCKHE) U3ITYUYCHHS U 3JICKTPUYCCKUEC
CHTHAJIbI, MOJYJTUPOBAHHBIE MHPOPMATUBHBIM aKyCTHUECKUM CUTHAJIOM, BO3HHKAIOIIHE 32 CYET
npeoOpa3oBaHuii B TexHH4YeCKUX cpeacTBax 00padotku [1/1H, BTCC n cTpouTenbHbIX KOHCTPYKIMSIX
Y MH)KEHEPHO-TEXHUYECKUX KOMMYHHUKAIMUSIX IO BO3JEMCTBUEM aKyCTUUYECKHUX BOJIH.



Kpome atoro, nepexBat aKycTHUeCKO# (peueBoii) nH(pOpMaIMU BO3MOXKEH C HCIIOJIb30BaHHEM
CIELUANIbHBIX 3JICKTPOHHBIX YCTPOMCTB CheMa peueBOil MH(pOopMaIK, BHEAPEHHBIX B TEXHUYECKHE
cpencta o6pabdorku [1/1H, BTCC u nmomemnieHus Uin MOJKITIOYSHHBIX K KaHAJIAM CBS3H.

VYrpo3ssl 0ezonacHoctu [1/1H, cBA3aHHBIE C TEpEXBATOM aKyCTHUECKOW MH(POPMALIUU C

HCIOJIb30BaHUEM CHEIHANBHBIX JIEKTPOHHBIX YCTPOMCTB cheMa peueBoi HH(pOpMaIuu

("3aKmamOYHBIX YCTPOUCTB"), ONMPEACISIOTCS B COOTBETCTBUU ¢ HOPMATHBHBIMU JIOKYMEHTAMHU

denepanbHOU CiTy:k0bI 6e30macHOCTH Poccuiickoit deneparuy B yCTAaHOBIICHHOM €10 TTOPSIIKE.

[TepexBart akycTrueckoi (peueBoit) HHGOPMAIIUU MOXKET BECTUCH:

- CTaIHMOHAPHOM ammaparypoi, pa3MelaeMoi B OJU3JIekKAIUX CTPOCHUAX (3MaHUAX) C
HEKOHTPOJIMPYEMBIM IpeObIBAaHUEM MOCTOPOHHUX JIMII;

- NOPTaTMBHOM BO3MMOM aIlapaTypoil, pa3MeaeMon B TPAHCIIOPTHBIX CPEACTBAX,
OCYILIECTBIISIONINX JBUKEHUE BOIU3HU CITy’)KEOHBIX ITOMEUICHUI UK MPU UX TAPKOBKE PSAJIOM C
STUMH NIOMEILIECHUSIMU;

- TOPTaTUBHOW HOCHMOM ammaparypou - GU3N4eCKUMH JIUIAMHU IIPU UX HEKOHTPOIUPYEMOM
npeObIBAaHUH B CITY)KEOHBIX TTOMEUICHUSAX WIN B HETIOCPEACTBEHHOH OJM30CTH OT HUX;

- ABTOHOMHOIl aBTOMaTHYECKO anmapaTypoil, CKphITHO yCTaHAaBIMBaeMON (PU3MUECKUMH JTUIIAMU
HETNOCPEICTBEHHO B CIIY)KEOHBIX IIOMEIICHUSIX WK B HETIOCPEICTBEHHOM OJIM30CTH OT HUX.

4.2. Yrpo3bl YTEeUKH BUAOBOH HHGOpMAIIUU

VYrpo3bl yTeuku BUAOBOM HH(pOpMALUU peann3yroTcs 3a cuer nmpocMotpa I[1J[H ¢ momorsio
onTHYeCKUX (ONMTHKOAIEKTPOHHBIX) CPEJCTB C IKPAHOB JAUCIIEEB U IPYTHX CPEICTB OTOOPaKECHUS
CPE/CTB BBIYUCIUTEIBHON TEXHUKH, HH(POPMALMOHHO-BBIUNCIUTEIBHBIX KOMIUIEKCOB, TEXHUYECKUX
cpencTB 00paboTku rpadudecKoi, BUAeO- U OYKBEHHO-ITU(GPOBOM HH(POpMAIIUU, BXOASIINX B COCTaB
NCIL/In.

Kpome storo, mpocmotp (peructparus) I[1J[H BO3MOXEH ¢ HCIOJIB30BaHHEM CIIEIIHATBHBIX

AIIEKTPOHHBIX YCTPOMCTB CheMa, BHEAPEHHBIX B CIYKEOHBIX TOMEIIEHUAX WU CKPBHITHO

UCIOJIb3YEMbBIX (PU3UYECKUMU JIMIIAMU TIPU MOCELIEHUH UMH CTYKEOHBIX TOMEILEHUH.

VYrpo3sl 6e3onacHocTH [1/1H, CBSA3aHHBIE ¢ UX IEPEXBATOM IIPU UCIOIb30BAHUH CIIEUATbHbIX

ANIEKTPOHHBIX YCTPOUCTB CheMa BHI0BOM HH(popManuu (BUI€03aKIaI0K), ONIPEICIISIOTCS B

COOTBETCTBUH C HOPMAaTUBHBIM JIOKyMeHTaMu DenepanbHoi ciyx0b1 6e30macHocTi Poccuiickoit

®enepaliiy B yCTAaHOBJIEHHOM €10 TOPSIIKE.

Heo0xoauMbIM ycrioBHEM oCyIecTBICHUS mpocMoTpa (peructpauuu) [1/1H sBiasercs Hanu4ue

IPSIMOM BUIMMOCTH MEX]y CpeJCTBOM HalmoaeHus u Hocutenem [1/1H.

ITepexsar I1/IH MOXET BECTUCH:

- CTallMOHAPHOW anmapaTrypoii, pa3MeIaeMoi B OJIH3IIeKaAIUX CTPOCHUSAX (3MaHHSIX) C
HEKOHTPOJIMPYEMBIM PeObIBAHMEM OCTOPOHHUX JIUII;

- IOPTAaTUBHOM BO3MMOU amlmnapaTypou, pa3MeIlaeMoi B TPAaHCIIOPTHBIX CPENCTBAX,
OCYILECTBIISIOLINX IBUKEHHE BOJIM3HU CITyKEOHBIX MTOMEIEHUI WK IPU UX MapKOBKE PAZIOM C
STUMHU NIOMELICHUSMH;

- IOPTATUBHOI HOCHUMOM anmaparypoi - GU3NYeCKUMU JIULAMH TPU UX HEKOHTPOJIUPYEMOM
peObIBaHUH B CITYKEOHBIX MOMEIICHHUX WM B HEMOCPEACTBEHHOM OJIM30CTH OT HUX.

[Mepexsar (mpocmotp) T1[IH MOKET OCYIIECTBIATHCS MOCTOPOHHUMHU JIMIIAMH TTYTEM KX

HETIOCPEICTBEHHOTO HAOIOACHUS B CIIY)KEOHBIX MMOMEIICHHUAX JTUOO0 C PACCTOSHUS MPSMON BUAUMOCTH

u3-3a npenenoB UCII/IH ¢ ucnonb30BaHUEM ONTHYECKUX (OTNTHKOAIEKTPOHHBIX) CPEJICTB.

4.3. YTpo3bl yreuyku HHGOPMALIKK 110 KaHajaM M0OOYHBIX 3IEKTPOMArHUTHBIX M3JYYEHUN M HaBOJIOK

Bosnuknosenue yrpo3ssl [1/1a no kananam [I9MHWH Bo3MOKHO 3a c4eT nepexBaTa TEXHUUECKUMHU
CpelcTBaMu MOOOYHBIX (HE CBS3aHHBIX C MPSIMBbIM (YHKIIMOHAIBbHBIM 3HaueHueM ieMenToB UCI1/IH)
MH(POPMATHUBHBIX 3JICKTPOMATHUTHBIX MOJIEH U AIEKTPHUUECKUX CUTHAJIOB, BO3HUKAIOUINX MPU
obpabotke I1]] Texunueckumu cpenacrsamu MCITIH.



I'eneparus nadopmanmu, cogepxamieit [1/1n u nupkynupyromiei B rexunueckux cpencrsax MCIx B
BUJIC MIEKTPUYECKUX HHPOPMATUBHBIX CUTHAJIOB, 00pabOTKa U Nepeaya yKa3aHHbIX CUTHAJIOB B
AIIEKTPUYECKUX LeTsiX TexHndeckux cpencts MCIIJIH conpoBoxkaaeTcst mo60YHBIMU
3JIEKTPOMArHUTHBIMH U3ITy4EHUSIMHU, KOTOPBIE MOTYT PaclpOCTPAHATHCS 3a MPeJIebl CIy>KeOHbIX
MIOMEILEHNH B 3aBUCUMOCTH OT MOIIHOCTH u3i1ydeHui u pazmepos UCII/IH.

Perucrpamnus IIDMUH ocymiecTBiIsieTcs ¢ 1enbio iepexBara HHPOopMaIuu, MUPKYIHPYIOLIEH B

TEeXHUYECKUX CpelcTBaX, oopadarriBaromux [1/1H (B cpencTBax BHIUMCIUTEILHON TEXHHUKH,

MH(GOPMALMOHHO-BBIYHCIIUTENIBHBIX KOMIIJIEKCAX U CeTAX, CPECTBAX U CUCTEMaX Nepeaayn, pueMa u

oOpabotku I1/IH, B TOM 4nciIe B CPEeACTBAX U CHCTEMAX 3BYKO3alKCH, 3BYKOYCUIICHH,

3BYKOBOCIPOU3BEACHMS, IEPETOBOPHBIX U TEJIEBU3MOHHBIX YCTPOMCTBAX, CPEACTBAX U3TOTOBJICHUS,

TUPaXKUPOBAHUS TJOKYMEHTOB U IPYTUX TEXHUUECKUX CPEICTBAX 00pabOTKH peueBoi, rpaduuecKoi,

BHUJI€0- 1 OYKBEHHO-IIU(PPOBOiT HHPOpMAIIHH).

Jns peructpauuu [I9MUH ucnone3yercs annaparypa B cOCTaBe paAMOIPUEMHBIX YCTPOUCTB U

OKOHEYHBIX YCTPOUCTB BOCCTAHOBJICHHUSI HH(POPMAITUH.

Kpowme 3toro, nepexsat IIDMHUH Bo3M0K€EH ¢ UCNIOIB30BAaHUEM 3JIEKTPOHHBIX YCTPOMCTB IepexBaTa

uH(pOpMAINH, TTOAKIIOYEHHBIX K KaHaJaM CBS3H WIM TEXHHUYECKUM cpencTBaM obpadotku [1/1H.

Perucrpanus [I9MUH moxeT BECTUCH € HCHOIB30BAaHUEM aNlaparypbl CASAYIOUNUX BUIOB!

- CTallMOHAPHOM anmaparypoii, pa3MeIlaeMoi B OJIM3IIeKAIUX CTPOCHUSAX (3TaHHSIX) C
HEKOHTPOJIMPYEMBIM PEObIBAHHMEM IOCTOPOHHUX JIUII;

- IOPTAaTUBHOM BO3MMOU amlmaparypsl, pa3MeIlacMoi B TPAaHCIIOPTHBIX CPEACTBAX,
OCYILECTBIISIOLINX IBUKEHHE BOJIM3HU CITyKEOHBIX MOMEIEHUI NN IPU UX MapKOBKE PAZIOM C
TUMH NIOMELICHUSMH;

- TOPTaTUBHON HOCHMOM ammapaTypoil - GU3N4IeCKUMU JIMIIAaMH B HEMOCPEACTBEHHON OJIM30CTH OT
UCTIdH;

- aBTOHOMHOM aBTOMAaTHM4ECKOW anmaparypoi, CKpbITHO yCTaHaBIUBaeMOW (PU3MYECKUMU JIMLIAMHU B
HernocpeactBeHHou onu3octu ot UCIAH.

Kananer yreuxn nHpopmaryn, 00yciIoBIeHHbIE HABOIKaMH, 00pa3yIOTCs 3a CYET COCTUHUTEIbHBIX

mununit texandeckux cpeacts MCITIn u BTCC u nocTopoHHUX POBOAHUKOB (B TOM YHCIIE LIENeH

AIICKTPOITUTAHUS U 3a3EMIICHHS).

HaBoaku 35mekTpoMarHUTHBIX U3iydyeHuil Texuudeckux cpeacts MCII/IH BO3HUKAIOT IPU U3ITyYEHUH

snemeHTamu TexHuyeckux cpenctB UCIIH nHpOpMaTHBHBIX CUTHATIOB NPU HAJTMYUU €MKOCTHOI,

WHIYKTUBHOU WJIN IaJIbBAaHUYECKOM CBA3EH COENMHUTENbHBIX TUHUIN TexHnueckux cpeacts MCII/IH,

muanit BTCC u mocTopoHHMX TPOBOAHMKOB. B pe3ynbrare Ha ciyyaiiHbeix anTeHHax (nemsix BTCC

WU TOCTOPOHHHX TIPOBOJIHUKAX) HABOIUTCS HHPOPMATHBHBIN CUTHAJL

[Tpoxosx1eHre THPOPMATHUBHBIX CUTHAJIOB B IIETH 3JIEKTPOMMUTAHUSA BO3MOYKHO IPH HATMYUU

€MKOCTHOW, MHIYKTUBHOM MJIM IajibBAaHUYECKON CBSI3U MCTOUHUKA MH(MOPMATUBHBIX CUTHAJIOB B

cocrape Texuuyeckux cpeacts MCII/IH u ueneit nutaHus.

[Tpoxoxaenre nHGOPMATUBHBIX CUTHAJIOB B LIETTH 3a3€MJICHUS 00YCIIOBJICHO HAJTMYHMEM €MKOCTHOM,

WHAYKTUBHOW WJIN TaJIbBAaHUYECKOM CBSI3U UCTOYHHUKA UH(MOPMATUBHBIX CUTHAJIOB B COCTaBE

anmapatypsl TCIIU u nieneit 3a3emneHusl.

s cbeMa MHGpOPMAaLK ¢ TIPOBOIHBIX JIMHUN MOTYT UCIIOIB30BATHC:

- CpelCTBa ChbeMa CUTHAJIOB, COJEpKAIIUX 3aIIUIIAEMYI0 HH(OPMALIHIO, C LIENeH TEXHUUECKUX
cpeacts UCIT/n u BTCC, nuHuii cBsI3u 1 nepenavu JaHHBIX, BRIXOASAIINX 32 MPEeIebl
CITy)KEOHBIX TTOMEIICHNH (IKBUBAJICHTBI CETH, TOKOBBIE TPAHCPOPMATOPBI, IPOOHUKH);

- CpeAcTBa CheMa HAaBEJICHHBIX MH(POPMATUBHBIX CUTHAJIOB C LIENCH AIEKTPOTUTAHUS;

- CpeAcTBa CheMa HaBEJICHHbIX MH(POPMATUBHBIX CUTHAJIOB C LIIMH 3a3€MJICHUS;

- CpeAcTBa CheMa HaBeJICHHbIX MHPOPMATUBHBIX CUTHAJIOB C MPOBOASAIINX HHKEHEPHBIX
KOMMYHUKAaIUH.



J1J1st BOJIOKOHHO-ONTHYECKON CHCTEMBI TIepeauu TaHHBIX YIPO30H YTeUKH HHPOPMAIUH SBIISICTCS
yTeUKa ONTUYECKOTO U3IYYCHHUS, COACPKAIIETO 3alIHIIaeMyr0 HHPOpMAaITHio, ¢ O0KOBOW MTOBEPXHOCTH
OINTHYECKOTO BOJIOKHA.

[TosiBneHre HOBBIX KAHAIOB CBS3H - COTOBOM CBSI3H, MEUPKMHIOBBIX COOOIICHHH, CITyTHUKOBBIX U
OecIpoOBOIHBIX ceTel nepeaaur JaHHbBIX - TPUBEINO K PA3BUTHIO CTICIIUATM3UPOBAHHBIX CUCTEM U
CpEeICTB KOHTPOJIA U TepexBaTta nH(OPMalluK, OpPUEHTUPOBAHHBIX HA UCIIONb3yeMble B HUX
nH(pOpPMaIMOHHBIE TEXHOJIOTHH, B TOM YHCJIE CPE/CTB:

- TmepexBaTra NeHHKUHTOBBIX COOOIICHUI  COTOBOM CBSI3H,

- mepexBaTa MH(GOpMAIUK B KaHAIAX NIEPEIavu JAHHBIX BBIYMCIIUTEIBHBIX CETCH.

5. Yrpo3bl HECAHKIIMOHUPOBAHHOI'0 OCTYNA K MHPOPMAaILIUU

B HHd)ODMaHHOHHOﬁ CUCTEMCE IIEPCOHAJIBHBIX JaHHBIX

VYrpo3st HCJI B UCII/IH ¢ npuMeHeHreM MporpaMMHBIX U TPOrPaMMHO-aIIapaTHbIX CPEICTB
pean3yIOTCs IPU OCYIIECTBIEHUN HECAHKIIMOHUPOBAHHOTO, B TOM YMCJIE€ CIy4ailHOTo, JOCTYIa, B
pe3ylibTaTe KOTOPOTO OCYIECTBISIETCS HApyIIEeHUEe KOHPHICHIMATBHOCTH (KOIIMPOBaHHUE,
HECAaHKIIMOHMPOBAHHOE PACIIPOCTPAHECHHUE), IIEIIOCTHOCTH (YHUUITOXKCHUE, N3MEHEHHE) M JOCTYITHOCTH
(6noxupoBanue) [1/1H, 1 BKITIOUAOT B ceOs:

- yrpo3sl Joctymna (IpPOHMKHOBEHHS) B ONIEPAIIMOHHYIO CPey KOMITBIOTEpPA C UCTIOIB30BaHHEM
IITaTHOTO MPOTPAaMMHOTO oOecrieueHus (CpeCTB ONEePAIIMOHHON CHCTEMBI UITU TTPHKJIATHBIX
nporpamm oOIIero NpUMeHeHMs);

- yrpo3bl CO3AHUsI HEMITATHBIX PEKUMOB PabOThI IPOrPaMMHBIX (IPOrpaMMHO-AIMIAPATHBIX)
CPEZCTB 3a CUET MpPeAHAMEPEHHBIX U3MEHEHHH CITy>K€OHBIX TaHHBIX, UTHOPUPOBAHUS
IPEAYCMOTPEHHBIX B IUTATHBIX YCIOBHIX OTPAHUYEHHUH HA COCTAB U XapaKTEePUCTHKU
obpabaTeiBaeMOii HH(POPMAIIUH, UCKaKeHUs (MOIU(HUKAIIMK) CAMUX JaHHBIX H T.IL.;

- yrpo3bl BHEIPEHHS BPEIOHOCHBIX IPOrpaMM (IIPOrpaMMHO-MaTeMaTHYECKOTO BO3ICHCTBHS).

Kpowme 3T0ro, Bo3M0KHBI KOMOMHUPOBAHHBIE YTPO3bI, IPEICTABIISIOIINE OO0 coueTaHne YKa3aHHBIX

yrpo3. Hanpumep, 3a cyeT BHeIpeHUsI BPEAOHOCHBIX TPOrpaMM MOTYT co3zaBaThes yenoBus 1uist HCJL

B ONEPALMOHHYIO CpPely KOMIIbIOTEPA, B TOM YUCIE IyTeM (POPMUPOBAHUS HETPATUIIUOHHBIX

MH(OPMALMOHHBIX KAHAJIOB JIOCTYyIIA.

VYrpo3ssl goctyna (mpoHUKHOBEHHs) B onepaiinonnyio cpeay MCIT/IH ¢ ucnoib30BaHUEM IITATHOTO

POTrPaMMHOTO 0OecrieueH st pa3AessIFoTCA Ha YTPO3bl HEMOCPEACTBEHHOTO U YIAJIGHHOTO JIOCTYIA.

YTIpo3bl HENOCPEACTBEHHOIO JOCTYIA OCYIIECTBISAIOTCS ¢ UCIOIB30BAaHUEM IIPOTPAMMHBIX U

IPOTpaMMHO-aIapaTHBIX CPEICTB BBOAA/BbIBOJAa KOMIIBIOTEPA. YTPO3bl YAAIEHHOTO JOCTyIa

pEeaM3yIOTCs C UCIIOJIb30BAHUEM NIPOTOKOJIOB CETEBOIO B3aUMOIEHCTBHSL.

OTH yrpo3sl peanusytorcs oTHocuTeabHo MCII/IH kak Ha 6a3e aBTOMaTU3MPOBAHHOIO pabovero

MeCTa, He BKJIFOUYEHHOI'O B CETH CBSA3M OOIIEro Mojb30BaHuUs, TaKk U MpuMeHuTenbHo Ko BceM VCIT/IH,

MMEIOIUM TOAKIIOYEHHE K CETAM CBSA3U OOILEro MOJIb30BaHUS U CETSIM MEKIYHApOIHOTO

nH(pOpMaITMOHHOTO OOMEHA.

Ormucanue yrpo3 noctyna (IpOHMKHOBEHHS) B ONEPALOHHYIO CPEy KOMITBIOTEepa GopMaIbHO MOXKET

OBITH MIPEACTABIICHO CIEAYIOIUM 00pa3oM:

yrpo3a HC/I B UCII/In: = <uctouHuk yrpo3sr>, <ys3sumoctb UCII/In>, <crocob peanuzanuu

yrpo3br>, <OOBEKT BO3ACHCTBUS (IIpOorpaMma, IPOTOKOJI, TAHHBIC U Jp.)>, <IECTPYKTHBHOE

JIeHCTBHE>.

VYTpo3bl CO3/IaHKsI HEMITATHBIX PEKUMOB pabOThI IPOrPAaMMHBIX (IIPOrPaMMHO-AIIAPATHBIX) CPEICTB -

3T0 yrpo3sl 'OTka3a B o0ciyxuBaHuM' . Kak mpaBuiio, JaHHbIE YIPO3bl PACCMaTPUBAOTCS

npuMenutensHo K UCII/IH Ha 6a3e JTOKaIbHBIX U paclpeieIeHHbIX HH(OPMAITMOHHBIX CUCTEM BHE
3aBHCUMOCTH OT MOJKIIOUEHUs] HHPOpMaIimoHHOro oOMeHa. VX peanusanus o0yclioBI€HA TEM, YTO
pu pa3paboTKe CUCTEMHOTO WM MPUKIIAJHOTO MIPOrPaMMHOT0 00ecIieueHus] He YUUThIBAETCS

BO3MO>KHOCTb ITpeTHAMEPEHHBIX JAEHCTBHI O LieeHapaBIeHHOMY U3MEHEHUIO!



- coJiepXaHus CIykeOHO# nH(popMaMy B TaKeTaX COOOIICHHIA, TIepelaBaeMbIX MO CETH;

yCI0BHiT 00pabOTKH JaHHBIX (HAIIPUMEp, MTHOPUPOBAHUE OTPAHUUYCHUN HA [UTUHY TTaKeTa

COO0O0IIeHNs);

- (opMaToOB IpEACTABICHUS JaHHBIX (C HECOOTBETCTBHEM M3MEHEHHBIX (POPMATOB, YCTaHOBICHHBIX
111 00pabOTKHU 10 MPOTOKOJIAM CETEBOTO B3aHMOICHCTRHS);

- TpOrpaMMHOr0 oOecrieueHus: 0OpadOTKH TaHHBIX.

B pesynbTare peanuzanuu yrpo3 "OTkaza B 00CTYKUBaHUH' MPOUCXOHT MEpPEIoHeHUE OyPepoB u

OJIoKMpOBaHKE Mporieayp 00paboTkH, "3amuKiIBanue” mporeayp oopadboTku u "3aBucanue”

KOMIThIOTEPA, OTOPACHIBAHKE ITAKETOB COOOIICHHM 1 1p. Onucanue Takux yrpo3 GopMabHO MOXKET

OBITH MIPECTABIICHO CIEAYIOIUM 00pa3oM:

yrpo3a "Otka3a B 00CcayKuBaHUU'": = <UCTOYHUK Yrpo3bl>, <ys3Bumoctb UCII/In>, <croco6

peanu3anum yrpo3sl>, <00beKT Bo3neicTBus (Hocutenb [1/]H)>, <HEMOCPEACTBCHHBIN pe3yibTaT

peanusaiuu yrpo3sl (nepenoanenue 0ydepa, 610KupoBaHue IpoIeypbl 00paboTKH, "3aluKiInBanue”

00paboTKH U T.I.)>.

VYTpo3bl BHEIPEHUs BPEIOHOCHBIX IIPOrpamMm (IpOrpaMMHO-MAaTEMaTHUECKOTO BO3JICUCTBHS) MOTYT

OBITH MTPEJICTABICHBI CIEAYIOIUM 00pa3oM:

yrpo3a [IMB B UCI1/IH: = <kiacc BpeIOHOCHOH MporpamMMmBbl (C yKa3aHUEM Cpebl OOUTaHuUs)>,

<HCTOYHUK yrpo3bl (HOCUTENb BPEIOHOCHOH MPOTrpaMMBbI)>, <COco0 WHPHUIMPOBAHUA>, <OOBEKT

BO3/ICUCTBUS (3arpy304YHBIN CEKTOP, Baill u T.11.)>, <OIMHCAHUE BOBMOXKHBIX JIECTPYKTUBHBIX

JCUCTBHIF>, <IOMOJHUTENIbHAS HHOpMaIHs 00 yrpo3e (pe3uIeHTHOCTh, CKOPOCTh PACIPOCTPAHCHNUS,

HOIUMOPGHUYHOCTD U JIp.)>.

5.1. O0mias xapakTepuCTHKa UICTOYHUKOB YTPO3 HECAHKIIMOHUPOBAHHOTO JIOCTYIA B

nHGOPMALIMOHHOW CUCTEME MEePCOHATbHBIX TAHHBIX

Ucrounukamu yrpoz HCJI 8 UCIT/IH MoTyT OBITS:

- HapyuUIUTEb,

- HOCHTEIb BPEJIOHOCHO NMPOrpaMMBl;

- anmaparHas 3aKJIaKa.

VYrpo3sl 6ezonacHocTy [1/1H, cBS3aHHBIE ¢ BHEPEHUEM alllapaTHBIX 3aKJIal0K, ONPEAEISIOTCS B

COOTBETCTBUH C HOPMAaTUBHBIMU JTIOKyMeHTaMu DenepanbHoi ciy:x0b1 6e3omacHocT Poccuiickoii

denepalvy B yCTAaHOBIEHHOM €10 HOPSIIKE.

[To HanmMuMIO MMpaBa MOCTOSTHHOTO MJIM PAa30BOro JIOCTYIA B KOHTpoaupyemyto 30ny (K3) UCITJx

HapYIIUTEIN [TOPa3IeISIFOTCS Ha J1Ba TUIA!

- HapymwuTtenu, He uMmeromue nocryna k MCII/IH, peanusyronme yrpo3bl U3 BHEIIHUX CETEH CBSA3H
oO1ero noip30BaHus U (MIIK) ceTeil MeXIyHapoAHOTO HH(POPMALIMOHHOTO 0OMEHa, - BHELITHHE
HapYIINUTENH,

- HapymuTenu, umeroniue aoctyn k MCIIH, Bxiatouas nosb3oBateneit MCII/H, peanu3yroniue
yrpo3sl HenocpeAacTBeHHO B UCII/IH, - BHyTpeHHUE HApYIIUTENH.

BHemHnMu HapymuTeIssMu MOTYT OBITh!

- pa3BeIbIBaTEIbHBIE CIIYKObI TOCYApPCTB,;

- KpUMUHaJIbHbBIE CTPYKTYPBHI;

- KOHKYPEHTHI (KOHKYPHUPYIOIIUE OPraHUu3aIliH1);

- HeIoOpOCOBECTHBIE MAPTHEPHI;

- BHeUHue cyObekThl (pusndeckue uia).

BuemHuii HapymuTeab UMeeT CIEAYOIUEe BO3MOKHOCTH!

- OCYHLIECTBJIATh HECAHKLMOHUPOBAHHBINM JOCTYII K KaHAJIaM CBSI3H, BBIXOISINM 3a IIPEIEbI
CITy>keOHBIX TTOMEIIEHUH,;



- OCYIIECTBISITh HECAHKIIMOHMPOBAHHBII JOCTYI Yepe3 aBTOMATU3UPOBAaHHbBIE paboune MecTa,
HOJKITIOYCHHBIC K CETSIM CBSI3M OOIIETo MOJIb30BaHUS U (MIJIH) CETSIM MEXTyHAPOIHOTO
nH(OPMAIMOHHOTO OOMEHa,

- OCYILIECTBIISITh HECAHKIIMOHUPOBAHHBIN JOCTYI K MHPOPMALIUU C UCHIOIb30BAHUEM CIICIIUATIBHBIX
IIPOrPaMMHBIX BO3JEHCTBHI IOCPEICTBOM IIPOrPaMMHBIX BUPYCOB, BPEIOHOCHBIX IIPOTrpamm,
QITOPUTMUYECKUX WJIHA IPOIPAMMHBIX 3aKJIAJIOK;

- OCYILIECTBJIAITh HECAHKIIMOHUPOBAHHBII JOCTYI Yepe3 371€MEHThl HHPOPMALIMOHHON
urppacrpykrypst UCII/IH, koTOpbIE B IpoLiecce CBOETro KHU3HEHHOTO LUKIIA (MOICpPHHU3AINH,
COIPOBOYK/ICHHUSI, PEMOHTA, YTHJIM3AI[MN) OKAa3bIBAIOTCS 3a MpeeliaMi KOHTPOIHPYEMO 30HHI,

- OCYUIECTBJIATH HECAHKLIMOHUPOBAHHBIN JOCTYI Yepe3 HH(POpMAaIIMOHHBIE CUCTEMBI
B3aMMO/ICHCTBYIOIUX BEJIOMCTB, OpraHu3aluil 1 yupexaeHui npu ux nogxnouenun k UCII/IH.

B03MOXHOCTH BHYTPEHHET0 HApYIIUTENS CYIIECTBEHHBIM 00pa30oM 3aBUCST OT ACHCTBYIOIIUX B

Ipezaesiax KOHTPOJIUPYEMOM 30HbBI PEKUMHBIX U OPTaHU3aLIHOHHO-TEXHUYECKHUX MEP 3aLIUTHI, B TOM

qHcIe Mo JomycKy ¢usudeckux jui K [T/{H 1 KOHTpoITIo mopsiaKa MpoBeAeHUs padoT.

BrayTpeHHue noTeHnuanbHble HApYIUTEIU OAPa3Ies0TCd HA BOCEMb KaTErOpU B 3aBUCHUMOCTH OT

crioco0a JIocTyma 1 nmojiHoMouunit nocrymna K I1J[H.

K nepBoii kaTeropuu OTHOCATCS JIUIA, UMEIOLINE CaHKIIMOHUpoBaHHbIA noctyn k MCIIJIH, HO He

uMmetoue nocryna K IIJ[H. K asToMy Tuny HapymuTeneld OTHOCATCS AOJKHOCTHBIE JINLA,

obecneunBatomue HopManbHoe pyHkunonupoBanue UCIT/IH.

JIno 3ToM Kareropuu MOKer:

- HUMeTb JOCTYN K (pparmMeHTam nHpopmanuu, coaepsxameid I[1[H u pacripoctpanstomeics no
BHYTpeHHMM KaHanam cBsizu UCII/H;

- pacnoaarath GpparmMentamMu uHpopmanuu o Torosgorun UCIT/IH (KOMMyHUKAITHOHHONW YacTH
MOJICETH) M 00 MCIOJIb3YeMbIX KOMMYHHKAIIMOHHBIX TIPOTOKOJIAX U X CEPBUCAX;

- pacrosaratb IMEHaMH M BECTH BBISIBJICHUE MAPOJIEH 3apErUCTPUPOBAHHBIX MOJIb30BATENECH;

- U3MeHATh KoHpurypauuto texuuueckux cpencts MCII/IH, BHOCHTE B HEE MporpaMMHO-
anraparHble 3aKJIaIKA U 00eCTIeYnBaTh CheM MH(pOpMAINH, UCTIONb3YsI HEOCPEICTBEHHOE
NoAKIItoueHue K Texunueckum cpeacrsam UCIT/IH.

Ko BTOpOI1 KaTeropuu oTHOCATCS 3aperucTpupoBanHble nosb3osarenu MCII/H, ocymecTBastonme

orpaHM4eHHBIN goctyn K pecypcam MCII/IH ¢ paGouero mecTa.

JIuno sToii kareropuu:

- o0nagaeT BceMH BO3MOKHOCTSIMHU JIUII IIEPBOM KaTETOPHH;

- 3HAET, 10 MEHBUIEH Mepe, OJHO JIETAIBHOE UMs JOCTYIA;

- oOnamaer BceMH HEOOXOIMMBIME aTpuOyTamu (HampuMmep, naposiem), 00eCeYHBAIOIIUMHI TOCTYIT
K HEKOTOpOMY Mo iMHOxecTBY [1/1H;

- pacnoJiaraet KOH(pUACHINAIBHBIMU IaHHBIMH, K KOTOPBIM UMEET JIOCTYII.

Ero noctyn, ayreHTuduKanys 1 mpasa no A0CTYILy K HEKOTOPOMY MOAMHOKeCTBY [1/IH 10/mKHbBI

PErIaMeHTUPOBATHCS COOTBETCTBYIOLIMMU ITPAaBUJIAMU PA3TPAHUYEHUS TOCTYIA.

K Tpertbeii kareropuu oTHOCSTCS 3aperucTprupoBanHbie noab3oBarenu UCII/IH, ocymecTistonme

ynaneHHsli goctyn K [1J]H mo jgokansHbIM 1 (MJM) pactpeaeieHHbIM HHPOPMAITHOHHBIM CHCTEMAaM.

JInno sToli Kareropuu:

- o0sagaer BceMU BO3MOKHOCTSIMU JIUI] IEPBOI U BTOPOM KaTeropuii;

- pacnonaraet unpopmarmeii o Tonojoruu UCIT/IH Ha 6a3e TokaibHOM U (MiIH) pacipeaeICHHOM
MH(POPMALIMOHHOM CUCTEMBI, Yepe3 KOTOPYIO OCYIIECTBIISETCS IOCTYI, K O COCTaBE TEXHUUECKUX
cpencts UCII/H;

- HMMeeT BO3MOXKHOCTh MPAMOT0 ((PU3MIEeCKOro) NOCTYNa K ()parMEeHTaM TEXHUYECKHX CPEACTB
NCTI/n.



K yeTBepToil kKaTeropun OTHOCATCS 3aperucTpupoBanHble noJsib3oBareny MCIIJIH ¢ noaHoMounsMu

anIMHHUCTparopa oe3onacHoctu cermenta (¢parmenra) MCIIIH.

JIuno >Tol kareropuu:

- o0nagaer BceMH BO3MOXKHOCTSIMHU JIMILL IPEAbLAYIIUX KATErOPUA;

- oOnagaer noiaHOM MH(OpMaIMeld 0 CUCTEMHOM U NMPHUKIJIAIHOM MPOTrPAMMHOM 0OECTIeUeHNH,
ucnojabp3yemoM B cermenTe (pparmente) UCITIH;

- oOnagaer noiaHOH MH(OpMaIMel 0 TEXHUYECKUX CPEACTBAaX U KOHPUIypalluu CETMEHTa
(bparmenTa) UCIT/IH;

- HUMeeT JAOCTYIN K CPeJICTBAM 3alUThl MH(YOPMAIMK U IPOTOKOJIUPOBAHNUS, a TAKKE K OT/ICJIbHBIM
3JIEMEHTaM, KCIojb3yeMbiM B cermenTe (pparmente) UCI/IH;

- HMMeeT JIOCTYI KO BCeM TeXHHUYECKUM cpencTBam cermenTta (pparmenrta) UCII/IH;

- oOsagaer mpaBaMu KOHQUIypUPOBAaHUS U aAMUHUCTPATUBHON HACTPOUKH HEKOTOPOTO
MOIMHOKECTBA TEXHUUYECKHUX cpecTB cermenTa (pparmenra) MCITIH.

K nmsaToi kaTeropuu OTHOCATCS 3apErUCTPUPOBAHHBIE T10JIb30BATENN € IIOJJHOMOYHUSIMU CUCTEMHOTO

apmunucrtparopa UCII/IH.

JIuno sTol kareropuu:

- o0nagaer BceMH BO3MOXKHOCTSIMH JIMIL IPEABLAYIIUX KaTErOPHA;

- oOnagaer noiaHON MH(OpMaIMel 0O CUCTEMHOM U MPHUKJIAAHOM IIPOrpaMMHOM 00ecriedeHu N
NCIIdx;

- oOnagaer monHOM uH(poOpMaLKel o TeXHUYECKUX cpeacTBax u koHpurypamuu MCIIIH;

- HUMeeT JOCTYN KO BCEM TEXHHYECKHUM cpeficTBaM 00paboTku uH(popmaruu u nanHsM UCIT/1H;

- oOnajgaer npaBaMu KOH(UT'YpUPOBAHUS U aIMUHUCTPATUBHON HACTPOMKU TEXHHUUECKUX CPEICTB
NCTI/In.

CucreMHBIA aIMUHUCTPATOP BBINOJHAET KOHQUTYPUPOBAHUE U YIIPaBICHHUE TPOrPAMMHBIM

obecneucareM (I10) u 06opyaOBaHKEM, BKIIIOYast 000pyI0BaHKE, OTBEYAIOIIEE 32 O€30MAaCHOCTh

3alUIIaeMOro 0OBEKTa: CPeCTBA KPUNITOTpapuuecKoi 3aluThl HHPOpMAIIUi, MOHUTOPHUHT A,

peructpauuu, apxusaiuu, 3amutel oT HC/I.

K mecroit kareropun 0THOCATCS 3apETUCTPUPOBAHHBIE [TOJIB30BATEIH C IIOJTHOMOYUSIMHU

aamuHucTtparopa 6ezonacaoctu UCIH.

JIuno sToli kareropuu:

- o0nagaer BCceMH BO3MOXKHOCTSIMH JIMIL MPEABLAYIIUX KaTErOpUA;

- oOnangaer noxHoit undopmarmeii 06 MCII/1H;

- HUMeeT JAOCTYI K CPeJICTBaM 3alUThl UH(OPMAIMK U TPOTOKOIMPOBAHUS U K YACTH KIIFOUEBBIX
snemenToB UCII/IH,

- He MMeeT IIpaB JOCTyNa K KOHQUTIYpUPOBAHUIO TEXHUYECKUX CPEJICTB CETH, 3a UCKIIIOYEHUEM
KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX).

AnMuHuCTpaTOp 6€30MaCHOCTH OTBEUAET 3a COOIIOACHUE MPaBUJI Pa3rpaHUYEHNUs 10CTyMa, 32

reHepaluio KJIYEBbIX 3JIEMEHTOB, CMEHY Maposieid. AAMUHHCTPATOP 0€30MaCHOCTH OCYLIECTBIISIET

ayJUT TEX K€ CPEJICTB 3alIUThl OOBEKTA, YTO U CUCTEMHBIN a]MUHUCTPATOP.

K cenpMoii kateropuu OTHOCSITCS IPOrPAMMHUCTBI-Pa3padOTYMKH (TOCTABIIUKH) TPHKJIATHOTO

IIPOrPaMMHOTr0 00ecreueH s 1 JIMLa, 00ecIeYrBaIOLINE €r0 CONPOBOXKICHUE Ha 3aIUIIIAEMOM

oObeKTe.

JIuno sToli Kareropuu:

- oOnamaer uHpopmanueit 06 anropuT™Max u nporpamMmmax oopadorku uapopmanuu Ha UCIT1H;

- o0nazaer BO3MOXKHOCTSIMU BHECEHHUS OLIMOOK, HEJCKIapUPOBAHHBIX BO3MOXKHOCTEH,
pOTPaMMHBIX 3aKJIaJJ0K, BPEIOHOCHBIX IpoTrpamMM B iporpamMmmHoe obecniedenne MCITIx Ha
CTaJauM ee pa3paboTKH, BHEAPCHUS U COIPOBOXKICHUS,



- MOXeET pacroJiarath Jro0bMu GparmeHTamu uHGopMmaruu o ronoiorun MCII/IH u TexHuueckux
cpeactBax 06padotku u 3amutel [1/1H, o6padarsiBaembix B UCII/IH.

K BoCbMO#1 KaTeropuu OTHOCATCS pa3pabOTUMKH U JIMLA, 00eCIIeUNBAIOIINE TOCTaBKY,

COIPOBOXAECHNUE U PEMOHT TexHUueckux cpencts Ha MCII/In.

JIn1o 3ToM KaTeropuu:.

- o0nagaer BOZBMOXKHOCTSIMU BHECEHHU s 3aKiIaI0K B TexHuueckue cpencta MCII/In Ha craguu ux
pa3paboTKH, BHEAPEHUS U COIIPOBOKICHUS;

- MOXET pacnoJiarath JroobIMu (pparmenTamu uHdopmaru o Tonosioruu MCIIIH 1 TexHHnYecKkux
cpeactBax 00padoTku u 3amuTthl uHGopmaruu B UCII/IH.

VYka3aHHbIE KaTErOpUH HAPYIIUTENEH TOJDKHBI YYUTHIBATHCS MPU OLIEHKE BO3MOXKHOCTEH peanuszanuu

VYBIIH.

Hocurenem Bpe1oOHOCHON MTPOrpaMMbl MOKET OBITh alllIapaTHBIN AIEMEHT KOMIBbIOTEPA WIH

IIpOrpaMMHBII KoHTelHep. Ecin BpegoHOCHas nporpaMma He acCOLMUPYETCs ¢ KaKoH-1100

IIPUKIIAHOM MPOrpaMMOH, TO B KAUECTBE €€ HOCUTEISI pACCMATPUBAIOTCS

- OTYYXJAeMbIi HOCUTEJb, TO €CTh auckeTa, ontrueckuit muck (CD-R, CD-RW), dasmi-namsrs,
OTUYKIAEMbIi BUHYECTEP U T.I1.,

- BCTPOCHHBIC HOCHTENIM HH(POPMAIiH (BHHYECTEPHI, MUKPOCXEMBI OTIEPATHBHOM MaMSTH,
IIPOLIECCOP, MUKPOCXEMBI CHCTEMHOM IIJIaThl, MUKPOCXEMBI YCTPONCTB, BCTPaNBAEMBIX B
CUCTEMHBIH OJIOK, - BUJIeOaanTepa, CeTeBOM MIaThl, 3BYKOBOH IIAThl, MOJIEMa, YCTPOICTB
BBO/Ia/BBIBOJIa MATHUTHBIX JKECTKUX M ONTHYECKUX JUCKOB, OJIOKAa MUTAHUA U T.II., MUKPOCXEMBbI
OPSIMOTO TOCTYIA K MaMSTH, [IIMH Mepeadn JaHHbIX, TTOPTOB BBOIa/BbIBO/IA);

- MHKPOCXEMbI BHEIIHUX YCTPOUCTB (MOHUTOPA, KJIaBUATYPhI, IPHUHTEPA, MOIEMa, CKaHepa U T.I1.).

Ecau BpenonocHas mporpamma acCOMUPYETCs C KAKOW-TH00 MPUKIIAHON MPOTpaMMOH, ¢ daiinamu,

MMEIOLIIMHU OIpeIeIeHHbIE PACIIUPEHUS UJIM UHBIE aTpUOYTHI, C COOOIEHUIMH, TIEpeAaBaEMbIMU 110

CEeTH, TO €€ HOCUTEJSIMU SIBJISIFOTCSL:

- MAaKeThl epeaaBaeMbIX 110 KOMIIBIOTEPHOM CETH COOOIIEHNUH;

- (aiinbl (TEeKCTOBBIC, rpadUuecKre, UCTIOTHICMBIC H T.1I.).

5.2. Obu1as xapakTepUCTUKA YA3BUMOCTEH MH(MOPMAIIMOHHON CUCTEMBI IIEPCOHAIBHBIX JAHHBIX

VY s13BUMOCTh MHGOPMAITMOHHON CHCTEMBI IEPCOHATBHBIX JAHHBIX - HEJOCTATOK HITK ClIa00e MECTO B

CHCTEMHOM HJIH MPUKJIATHOM IPOTrpaMMHOM (TIpOrpaMMHO-aIapaTHoOM) 00eCIeUeHU

aBTOMATU3UPOBAHHOW WH(OPMAIMOHHON CHCTEMBI, KOTOPHIE MOTYT OBITh MCIIOJIb30BAHBI JIJIS

peanu3anuu yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JTaHHBIM.

[TprurHaMy BO3HUKHOBEHUS YSI3BUMOCTEH SBIISIOTCS:

- OmMMOKH NPH MPOCKTUPOBAHUH M Pa3pabOTKE MPOrpaMMHOTO (IPOrpaMMHO-aIIapaTHOTO)
obecrnieueHus;

- TpeJHaMEpEHHBIC JACUCTBUS 10 BHECEHHIO YSI3BUMOCTEH B X0/I€ MPOSKTUPOBAHUS U Pa3padOTKU
nporpaMmMHOTo (IPOrpaMMHO-anmapaTHOro) 00ecneYeHs;

- HeNpaBWIbHBIC HACTPOWKH MPOTPAMMHOTO 00ECTICUeHH S, HEIPABOMEPHOE U3MEHEHUE PEKIMOB
paboTHl yCTPOMCTB U IPOTPaMM,

- HECaHKIMOHUPOBAHHOE BHEJPECHHE U MCIIOJIb30BAHHE HEYYTCHHBIX POTPAMM C MTOCIICTYIOIUM
HEOOOCHOBAHHBIM PAaCXOJ0BaHHEM PECYPCOB (3arpyska mpoIeccopa, 3aXBaT ONMEPATUBHOMN MaMSTH
Y TIAMSTH Ha BHEITHUX HOCUTEIAX);

- BHEJPCHHE BPEJOHOCHBIX ITPOTPAMM, CO3/IAMOIINX YI3BUMOCTH B TIPOTPAMMHOM U TIPOTPAMMHO-
anmapaTHOM 00ECIICUCHHH;

- HECaHKIMOHUPOBAHHBIC HEYMBIIIJICHHBIC JCHCTBUS MOJIb30BATENCH, IPHBOISAIINE K
BO3HUKHOBEHHUIO YSI3BUMOCTEH;

- cOowu B paboTe anmapaTHOro U MPOTrpaMMHOTO obecriedeHus (BbI3BaHHBIC COOSIMU B
AIEKTPONMUTAHUH, BBIXOIOM M3 CTPOSI alapaTHbBIX AJIEMEHTOB B Pe3y/IbTaTe CTAPEHUS U CHIDKEHUS



HAJI)KHOCTH, BHEIIHUMU BO3JICUCTBUSMU AJIEKTPOMATrHUTHBIX MOJIEH TEXHUYECKUX YCTPOMCTB U
p.).
5.3. O06I111ag XapakTEPUCTHUKA YIPO3 HEMOCPEACTBEHHOIO JOCTYIIA B ONEPALIMOHHYIO CPEAY
HHGOPMAIIMOHHON CUCTEMBI IEPCOHAIBHBIX TaHHBIX
YTpo3sl goctyna (MPOHUKHOBEHHS) B ONIEPAIMOHHYIO Cpey KOMITBIOTEPA U HECAHKITUOHUPOBAHHOTO
nocryna K [IJIH cBA3aHbI ¢ JOCTYIIOM:

- K uHbOpMaIMK ¥ KOMaHaM, XpaHsaImuMcs B 6a30Boii cucreme BBoAa/BeiBoa (B1OS) UCII/H, ¢
BO3MO>KHOCTBIO IIEPEXBaTa YIPABICHUS 3arpy3KOi ONEPAllMOHHOM CUCTEMBI U MOJy4YECHUEM IIPaB
JIOBEPEHHOTO MOJIb30BATENIS;

- B ONEPALMOHHYIO CPEY, TO €CTh B cpelly QYHKUMOHUPOBAHUS JIOKATbHON ONEepallMOHHOM
CHUCTEMBI oTzieTbHOr0 TexHuueckoro cpeactsa MCIIIH ¢ BO3MOKHOCTBIO BBITIOTHEHUS
HECaHKIIMOHHPOBAHHOIO JJOCTYIA IyT€M BbI30Ba IITATHBIX IPOTPaMM ONEPALIMIOHHON CHCTEMBI
WIM 3aIyCKa CIEeLHAIbHO pa3pad0TaHHbIX IPOTrpaMM, PEATU3YIOIINX TaKUe NEUCTBUS;

- B cpeny QyHKIIMOHHPOBAHUS PUKIIAJHBIX TPOTPaMM (HAIpUMeEp, K JOKaTbHOW CHCTEME
yIpaBJeHus: 0a3aMH JaHHbBIX);

- HEMOCPEICTBEHHO K MH(pOpMAIMK 1oJib30Batels (K (aiiiaMm, TEKCTOBOH, aynuo- U rpaguyeckoit
UH(OpPMAIIHH, MTOJISIM U 3aIUCIM B DJICKTPOHHBIX 0a3aX JIaHHBIX) U 00YCIOBJICHBI BO3MOKHOCTBIO
HapyILIeHHs ee KOH(PUIEHINATbHOCTH, LIETOCTHOCTU U IOCTYITHOCTH.

OTH yrpo3bl MOTYT OBITH pean30BaHbl B ciiydae noiydenus ¢puzndeckoro gocryna k UCITIx mwnu, o

KpaiiHeil mepe, k cpeactBam BBoja uHpopmaruu B UCIIIH. X MOXHO O0BEINHUTD TIO YCIOBUSIM

pean3alnyy Ha TPU IPYTIIHL.

ITepBas rpymnma BK/ItOYaeT B ceOs yrpo3bl, peaar3yeMble B X0JI€ 3arpy3K1 OIepallMOHHON CUCTEMBI.

OTH yrpo3sl 6e30nacHOCTH MH(OPMaIMK HAIIPABJICHbI HA IIEpeXBaT Maposeil Wik UACHTU(PHUKATOPOB,

MO TU(UKAIHIO TPOrpaMMHOTO obecrieueHus 6a30Boii cucTeMbl BBo1a/BhiBoaa (BIOS), nepexsar

yIpaBieHUs 3arpy3Koi ¢ U3MEHEHHEM He0OX0IMMOM TEXHOJIOTMYECKON HHPOPMAIIUH JIJIs TOJTy4EHUs

HC/] B onepanmonnyto cpeny UCII/In. Yaiie Bcero Takue yrpo3bl pealnus3yroTcsi ¢ HCIOJIb30BaHUEM

OTUYKIaeMbIX HOCUTENEH HH(pOPMALIUK.

Bropas rpynmna - yrpo3ssl, peaiu3yeMble 10cIIe 3arpy3Kyu ONEepalliOHHOM Cpe/ibl HE3aBUCUMO OT TOTO,

Kakasi IpUKJIaJHas IporpaMmMa 3aIycKaeTcsl oab30BaTeNeM. JTH YIpO3bl, KaK IPABUIIO, HAIIPABIICHBI

Ha BBINIOJHEHUE HETIOCPEICTBEHHO HECAHKIIMOHUPOBAHHOTO JocTymna K nH(popmaruu. [Ipu nomydeHun

JIOCTYIIa B ONIEPALIMOHHYIO CPEly HapYLIUTEIb MOKET BOCIIOIb30BATHCS KaK CTaHIapTHBIMU

(GYHKUIMSAME ONEPALMOHHON CUCTEMBI MIIM KaKOH-1100 MPUKIIAAHOM MTPOrpaMMbl OOILEro MoJib30BaHUs

(HanpuMep, CHCTEMBI yIIpaBJeHUs 0a3aMy JaHHbBIX), TaK U CIIEIHAIbHO CO3JaHHBIMU JUISl BBITTOTHEHUS

HECaHKIMOHUPOBAHHOIO JOCTYIa IPOrpaMMaMH, HallpUMep:

- IporpamMMamMiy IpocMOTpa U MOJU(PHUKALMU PEECTPa,;

- IporpamMMaMu IOMCKa TEKCTOB B TEKCTOBBIX (paifjax 1o KJIFOUEBBIM CIOBAaM U KOIIMPOBAHUS;

- CHeUHalIbHBIMU IIPOrpaMMaMH IIPOCMOTpa U KOMIMPOBAHUS 3anucell B 0a3ax JaHHBIX;

- IporpaMMmamu ObICTPOro MpocMoTpa rpapuueckux (aiyioB, UX pelakTUPOBAHUS UITU
KOIIMPOBAHUS;

- mporpamMMamu MOJICPKKH BO3MOXKHOCTEH PeKOH(UTypaluy MporpaMMHO# cpelibl (HacTpOoiKu
WCI1/I1 B nHTEpECax HAPYIIUTEIS) U JP.

Hakonen, TpeThs rpynmna BKIO4YaeT B ce0sl yrpo3bl, peajin3ainsi KOTOPBIX ONpeAeseTcs] TeM, KaKkasl U3

NPUKJIAJHBIX POTPAMM 3aITyCKaeTCsl OJIb30BaTeNeM, WK (HaKTOM 3aIrycKa 000N U3 MPUKIaTHBIX

porpaMM. bosbiias 4acTe TaKuX yrpos3 - 3TO Yrpo3bl BHEAPEHUS BPEIOHOCHBIX IPOrPaMM.

5.4. Obu1as xapakTepUCTUKA YIrpo3 0€30MaCHOCTH NePCOHATbHbIX IAHHBIX,

pEaIN3YEeMbIX C MCII0JIb30BAaHUEM IPOTOKOIOB MEKCETEBOTO B3aMMOICUCTBUS

Ecnu UCIT/Ix peann3oBana Ha 0a3e JIOKAIBHOW WK pacnpeaeaeHHON HH()OPMAIIMOHHON CUCTEMBI, TO
B HEI MOT'YT OBITh pear30BaHbl YIrpo3bl 0€30MaCHOCTH HH(OPMAIMH ITyTEM HUCIIOIb30BAHUS



MIPOTOKOJIOB MEKCETEBOTO B3aumoieicTBus. [Ipu stom mosxer obecnieunBarbest HC/ x I11n nnmn
pean30BBIBATHCS yrpo3a 0TKa3a B o0cyxuBanus. OcoOeHHO onacHbl yrpo3bl, koraa UCIIIx
npezcTaBisieT co0oil pacipeneieHHYI0 HHYOPMAITMOHHYIO CUCTEMY, MOKIIOUEHHYIO K CETSIM OOIIero
NOJIb30BaHMS ¥ (MIIH) CETSM MEXKIYyHapOIHOTO HH(POPMAIIMOHHOTO 0OMeHa. B ee 0CHOBY MOJI0KeHO
CeMb CJIEIYIOIINX MEPBUYHBIX MPU3HAKOB KJIACCU(PUKALIUY.

1. Xapaxtep yrpo3ssl. Ilo 3ToMy npu3HaKy yrpo3bl MOTyT ObITh TaCCUBHbIE U aKTUBHbIE. [laccuBHas

yrpo3a - 3TO yrpo3a, Py pealn3alii KOTOPOU HE OKa3bIBAETCS HEMOCPEACTBEHHOE BIMSIHAE Ha

paboty UCIIJIH, HO MOTYT OBITH HApYIIEHBI YCTAHOBJICHHBIE MPaBHJIa pa3rpaHudeHust goctymna k [1J[xH

WJIM CETEBBIM pecypcaM. [IpuMepom Takux yrpo3 sBiseTcs yrpo3a "AHanu3 ceTeBoro tpaduka’,

HaIpaBJIEHHAs Ha MPOCIYIIMBAaHUE KaHAJIOB CBSA3M U MepexBaT nepegaBaeMoi HH(GopMaIuu.

AKTHBHas yrpo3a - 3TO yrpo3sa, cBsi3aHHas ¢ BozeiictBueM Ha pecypebl UCII/IH, nmpu peanuzanuu

KOTOPOI OKa3bIBAETCS HETMOCPEICTBEHHOE BIHMSIHUE HA paboTy ccTeMbl (M3MEHEHHE KOH(PUTYpALUH,

HapyIlieHHe padoOTOCIIOCOOHOCTH U T.J.), U C HAPYIICHUEM YCTAHOBICHHBIX IPABUII Pa3rpaHUYCHUS

nocryna K [1JIn unu cereBbiM pecypcam. [Ipumepom Takux yrpos ssisgercs yrposa "OTkas B

oOciy>kuBaHuu'"', peanuzyemas kak "mropm TCP-3anpocos”.

2. Llenp peanuzanuu yrpo3ssl. [1o 3ToMy mpu3HaKy yrpo3bl MOTYT ObITh HAlpaBJICHbI HA HApYIIEHUE

KOH(HICHIINATBHOCTH, IIEIOCTHOCTH U JOCTYITHOCTH HH(POPMAaIHH (B TOM YHUCIIE HA HApYIICHUE

pabotocniocobHocTr UCII/IH nim ee 371eMEeHTOB).

3. YcnoBue Havyana OCyLIecTBICHUS Mpoliecca pean3aluy yrposbl. [1o aToMy mpu3HaKy MOXeT

pean30BbIBAaTHCS YIpo3a:

- IO 3aIIpocCy OT 00BEKTa, OTHOCUTENIBHO KOTOPOTO peanau3yeTcs yrposa. B atom cioydae
HapyLIHUTEIb 0XKUIACT MEPeAayr 3anpoca ONpeAeIeHHOTo TUIla, KOTOPBIN U OYyAET yCloBUEM
Hayaja OCYLECTBICHNS HECAHKIIMOHMPOBAHHOTO JOCTYIA;

- [0 HACTYIJICHUIO 05KUJIa€MOTr0 COOBITHS Ha 00BEKTE, OTHOCUTEIFHO KOTOPOT0 peain3yercs
yrpo3a. B a3Tom ciiyyae HapylmuTeNb OCYIIECTBIISIET MOCTOSHHOE HA0IOIEHUE 33 COCTOSIHUEM
oneparuonHoi cucteMbl UCIT/IH 1 pu BO3HUKHOBEHHUH OTIPEICIICHHOTO COOBITHS B 3TOM CUCTEME
HAa4YMHAET HECAaHKIIMOHUPOBAHHBII TOCTYII,

- 0e3ycioBHOE BO3/IeHCTBUE. B 3TOM cityyae Hauano ocylecTBICHHU] HECAaHKIIMOHUPOBAHHOTO
JI0CTyIa 0€3yCIIOBHO M0 OTHOILIEHUIO K LI€IH JIOCTYIA, TO €CTh Yrp0o3a peaau3yeTcsi HEMEIJIEHHO U
0€30THOCUTENHLHO K COCTOSTHUIO CUCTEMBI.

4. Hannuue o6parHoit csizu ¢ MUCIT/IH. [To aToMy npu3HaKy mpouece peaan3aiiy yrpo3bl MOKET

OBbITH ¢ 0OpaTHOM CBs3bI0 U 0€3 00paTHOM CBSI3U. YTPO3a, OCYyLIeCTBIsIeMas IIPU HAIMYUU 00paTHOU

cBa3u ¢ UCIIJIH, xapakTepu3yeTcs TeM, YTO Ha HEKOTOpbIE 3anpocsl, nepenanusie Ha MCII/IH,

HapyLIMUTENI0 TpeOyeTcs NoaydnuTh oTBeT. CrenoBaTenbHo, Mexay Hapymutenem u UCII/In

CylIecTByeT oOpaTHasi CBsI3b, KOTOpast MO3BOJISIET HAPYLIUTENIO a/leKBaTHO pearupoBaTh Ha Bce

n3menenus, npoucxoasmue B UCII/Ja. B otiimune ot yrpos, peanu3yeMbIX MpH HATUYUN 00paTHOM

csi3u ¢ UCIIJIH, mpu peanuzaiyu yrpo3 6e3 oOpaTHOM CBsI3U HE TpeOyeTCsl pearnpoBaTh Ha Kakue-

60 u3menenus, npoucxoasmue B UCIT/IH.

5. Pacnonosxenne Hapymutens otHocuTenbHO UCIT/IH. B cooTBEeTCTBHM € 3TUM MPU3HAKOM yTrpo3a

peanu3yeTcsl Kak BHYTPUCETMEHTHO, TaK U MeXcerMeHTHO. CerMeHT ceTu - (pusnueckoe o0beIMHEHNE

xocToB (TexHuueckux cpeacts MCII/IH min KOMMYHHUKAIMOHHBIX 3JIEMEHTOB, HMEIOIIMX CETEBOM

aznpec). Harmpumep, cerment UCII/IH 00pa3yeT COBOKYITHOCTh XOCTOB, MOIKIFOUECHHBIX K CEPBEPY 1O

cxeme "o0mras muHAa". B ciyyae, Korzna UMeeT MeCTO BHYTPUCEIMEHTHAs! Yrpo3a, HapyIIUTEIb UMEET

dbusnueckuit noctyn k annapatHeiM d1emerTam UCIT/Ia. Ecnu nmeer MecTo MexcerMeHTHas yrpo3a,

TO HapymuTens pacnonaraercs BHe MCII/IH, peanu3ys yrpo3y U3 Apyroi ceTu Win U3 Apyroro

cermenta UCII/H.

6. YpoBeHb ITATOHHOM MOJEIH B3aUMOACHCTBUS OTKPBITHIX cructeM <*> (ISO/OSI), Ha koTOpom

peanusyetcs yrposa. [1o 3ToMy npu3HaKy yrpo3a MOKeT pealn30BbIBaThCS Ha (GU3NUECKOM,



KaHaJIbHOM, CETCBOM, TPAHCIIOPTHOM, CCAHCOBOM, MMPEACTABUTCIBHOM U IPUKIIAAHOM YPOBHEC MOACIIN

ISO/OSI.

<*> Mexaynapoasas Opranusauns no Cranmaprusanuu (1SO) npussina cranmapr SO 7498, onuceiBaroumii B3anmozeiictBue oTkpoIThX cucrem (OSI).

7. CooTHomIeHHne KonnuecTBa HapymuTenei u anemeHToB MCII/IH, OTHOCHUTENHEHO KOTOPBIX
peanusyetcs yrpo3a. [lo sToMy npu3Haky yrpo3a MO>KeT ObITh OTHECEHA K KJIaccy yrpos,
pean3yeMbIX OJHUM HAPYIIUTEIEM OTHOCUTEIIBLHO 0IHOrO TexHuueckoro cpeacrsa UCII/Iu (yrposa
"OIMH K OJHOMY"), Cpa3y OTHOCHTEIBHO HECKOJIBKUX TexHudeckux cpeacts MUCIT{u (yrposa "omaun
KO MHOTMM"") HJTH HECKOJIbKMMH HApPYIIUTEIISIMHU C Pa3HbIX KOMITBIOTEPOB OTHOCHTEIILHO OJHOTO WITH
HecKoIbKuX TexHuueckux cpeacts UCII/Iu (pacnpeaencHHuble Wi KOMOMHUPOBAHHBIC YTPO3bI).

C yueToM npoBe/IeHHOH KiIacCU(pUKALUK MOKHO BBIJIEIUTh CEMb Ha0OJIee YaCTO pealin3yeMbIX B
HACTOSIILEEe BPEMSI yTPO3.

Ota yrpo3a peajan3yercs ¢ HOMOIIBIO CIEIUATILHOM MporpaMMbl-aHau3aTopa naketos (Sniffer),
IepexBaThIBAIOIIEH BCE AKETHI, IEPEIaBAEMBbIE [0 CETMEHTY CETH, U BBIAEISIOUIEH cpean HUX Te, B
KOTOPBIX IEPEAAIOTCS UICHTU(PHUKATOP TIOIB30BATEINS M €T0 Mapoiib. B Xo/e peanu3anuu yrpo3sl
HapyYIIUTEIb U3y4YaeT JJOTUKY padOThI CETH - TO €CTh CTPEMUTCS ITOJIyUYUTh OJTHO3HAaYHOE COOTBETCTBHE
COOBITHI, TPOUCXOSIINX B CUCTEME, M KOMaH]I, IEPEChUIAeMbIX MTPH 3TOM XOCTaMU, B MOMEHT
MOSIBJICHUSI TAaHHBIX COOBITHI. B nanpHei1emM 370 Mo3BOJISET 3I0YMBIIIJIEHHUKY Ha OCHOBE 3a/IaHUS
COOTBETCTBYIOIINUX KOMaH]I OJMyYUTh, HAIPUMED, IPUBHUIICTHPOBAHHBIC TIPaBa HA ICUCTBUS B CUCTEME
WJIM PaCHIMPUTH CBOM MOJTHOMOYHSI B HE, IEPEXBATUTh MOTOK MepeAaBaeMbIX JaHHBIX, KOTOPBIMH
00MEHHBAIOTCS KOMIIOHEHTHI CETEBOM OMEPAIIMOHHON CUCTEMBI, JJISl U3BIICUCHUS KOH(DUICHITHATBLHOM
WK UISHTUDHUKATMOHHON nHpopMaluu (HarpuMep, CTATHUECKHUX MapoJieil mojIb30BaTeen aist
JIOCTYTA K yIaJIeHHBIM XocTaMm 1o npotokoiaM FTP u TELNET, e npemycMarpuBarommm
mudpoBaHue), ee MoAMEHbI, MOAU(DUKAIIUHN U T.II.

2. CKaHMpOBaHUE CETH.

CyiHoCTb mpoliecca peaan3aluy yIpo3bl 3aKI04aeTcs B Iepeaue 3apocoB CETEBBIM CITy:k0am
xoctoB MCII/IH u aHanu3e oTBETOB OT HUX. Llenb - BrIsIBI€HNE UCTIOIB3YEMBIX TPOTOKOJIOB,
JOCTYITHBIX IOPTOB CETEBBIX CITYKO, 3aKOHOB (JOPMUPOBAHUS HACHTU(DUKATOPOB COCTMHEHUH,
OTIpe/ieIeHNe aKTUBHBIX CETEBBIX CEPBUCOB, TOAOOP HICHTU()HUKATOPOB U MAPOJIEH MOJIB30BaATEIEH.
3. Yrpo3a BBISBICHHS MTAPOJIS.

Ilens peanusanuu yrpossl cocTouT B nosmydenun HC/I myrem npeoaoneHus napoabHON 3alUThl.
310yMBILIJIEHHUK MOXKET PeaIM30BbIBaTh YIPO3y C MOMOIIBIO IIEJIOT0 Psijia METOJIOB, TAKUX KaK
pOCTOH nepedop, nepedop ¢ UCIONB30BAaHUEM CIEUATbHBIX CIIOBapeil, ycTaHOBKa BPEIOHOCHON
IporpaMMBl JUTsl TiepexBata mapoJis, moaMeHa qosepenHoro oobekta cetu (IP-spoofing) u nepexsar
naketoB (SNiffing). B ocHOBHOM /ist peanu3aiiiy yrpo3bl HCIOJIb3YIOTCS CIICHHATbHbIC TIPOTPAMMBI,
KOTOpBIE MBITAIOTCS MOJIYYUTH AOCTYI K XOCTY IyTEM MOCJIeI0BaTeIbHOTO Mo0opa naposeii. B
ciy4ae ycrexa, 3JI0yMBIITUICHHUK MOKET CO3/1aTh st ce0s 'mpoxoa” it OyayIiero J0CTyna,
KOTOpPBIN OyJeT NeiicTBOBaTh, 1aXke €CIM Ha XOCTe U3MEHUTH MapoJib JOCTyIa.

4. TlomMeHa TOBEPEHHOTO 0OBEKTA CETH M Tepe/iada 1Mo KaHajlaM CBSI3U COOOIIEHUH OT €r0 UMEHH C
IIPUCBOEHUEM €r0 MpaB JOCTYIA .

Taxkas yrpo3a 3¢ppekTuBHO peanusyercs B cucTemMax, IJie IPUMEHSIOTCS HECTOMKHE arOpUTMbI
UACHTU(PUKAIIMY U ayTeHTU(UKALIUK XOCTOB, MoJsib3oBareneit u T.4. [lox noBepeHHBIM 00BEKTOM
MOHUMAETCS 00BEKT CeTH (KOMIBIOTEP, MEXKCETEBOM IKpaH, MapLIPYTH3aTOP H T.II.), JICTAIbHO
IIOJKJIIOYEHHBIN K CEPBEPY.

MoryT ObITh BBIJIEJICHBI JBE PA3HOBUIHOCTH MPOIECCa peaTu3allii YKa3aHHON yrpO3bl: C
YCTaHOBJICHHEM U 0€3 YCTAaHOBIICHUS BUPTYAILHOTO COCTMHEHUSI.

ITpouecc peanu3anuy ¢ yCTaHOBIEHUEM BUPTYaJIbHOI'O COEAMHEHNS COCTOUT B IPUCBOCHUH IIPAB
JIOBEPEHHOT0 CyOBbEKTa B3aUMO/ICHCTBHSI, YTO [T03BOJIICT HAPYILIUTEIO BECTH C€aHC PabOThI €
00BEKTOM CETH OT UMEHU JIOBEPEHHOTO CyObekTa. Peanu3anus yrpo3sl JaHHOTO THUIIAa TpeOyeT



NPEOJIOJICHUS] CUCTEMbI HICHTU(PHUKALUK U ayTeHTU(UKAIIMK COOOIIeHuH (HanpumMep, artaka Ish-
ciyx0b1 UNIX-xocTa).

[Tponecc peanusaiymu yrpo3sl 6€3 yCTaHOBIEHUS BUPTYaJIbHOTO COEJMHEHUSI MOKET UMETh MECTO B
CeTsIX, OCYILECTBISIONIMX UICHTU(DUKALIUIO TIepe1aBaeMbIX COOOIIEHHUH TOJIBKO [0 CETEBOMY aJipecy
otnpaBuTesns. CylIHOCTh 3aKJII0YAETCs B iepeaade C1yKeOHbIX COOOIMIEHUH OT UMEHU CETEBbBIX
YIPABISIOIIUX YCTPOUCTB (HampuMep, OT UMEHH MapIIPyTH3aTOPOB) 00 H3MEHEHUH MapIIPYTHO-
aZipecHbIX JaHHBIX. [Ipy 3TOM HEOOXOAMMO UMETH B BUAY, UTO €AMHCTBEHHBIMU UACHTU(PUKATOpaAMHU
aboHeHTOB M coeauHenus (mo mpotokoiry TCP) seisrores aBa 32-0uTHBIX apametpa Initial Sequence
Number - ISS (romep nocienoBatensHoctr) U Acknowledgment Number - ACK (Homep
noarepikaeHust). CiienoBaresibHO, i GopMupoBanus JioxHoro TCP-mnakeTa HapyIIUTEIHO
HEOOXOAMMO 3HATh TEKYIIUE UACHTH()UKATOPHI Ui TaHHOTO coeanHenus - 1SSa u ISSh, rre:

ISSa - HekoTopOE YKnCIeHHOE 3HAYCHNE, XapaKTepu3yIollee MOPSIKOBbI HoMep oTmpaisiemoro TCP-
nakera, yctanaBimBaemoro 1T CP-coenHeHUs, HHUIIMUPOBAHHOTO XOCTOM A,

ISSb - HekoTOpOE YKCIIeHHOE 3HAYCHUE, XapaKTepHU3YIOIliee MOPSAKOBBIA HOMep oTipasisemoro T CP-
nakera, yctanaBiuBaemoro 1 CP-coenHeHUs, HHUIIMUPOBAHHOTO XOCTOM B.

3nauenne ACK (Homepa noarepskaeHus ycranoBineHus T CP-coenuueHuns) onpenensercs Kak
3HAYCHUE HOMEPA, MOJIYYCHHOTO OT pecrnonaeHTa ISS (Homep mociie10BaTelIbHOCTH) TUTIOC SAMHUIA
ACKb = 1SSa + 1.

B pe3ynbpTaTe peanusamuu yrpo3sl HapylIuTeIb MOTyJYaeT MpaBa J0CTyMa, YCTAHOBICHHBIE €T0
MOJIb30BATEJIEM ISl IOBEPEHHOTO aboHeHTa, K TexHuyeckomy cpeactsy UCII/Iu - uenu yrpos.

5. HaBs3bIBaHME JI0)KHOTO MapIIpyTa CETH.

Jannas yrpo3a peaiu3yercsi OJHUM U3 JBYX CIIOCOOOB: IMyTeM BHYTPUCEIMEHTHOTO WU
MEKCErMEHTHOTO HaBsI3bIBaHUsI. BO3MOKHOCTH HaBsI3bIBAHUS JIOXKHOTO MapiIpyTa 00yclioBiIeHa
HEJI0CTAaTKaMH, IPUCYIMMH AJITOPUTMaM MaplipyTU3aiu (B YaCTHOCTH, U3-3a MPOOIEMbI
UICHTU(UKAIIMN CETEBBIX YIPABIISIOIINX YCTPOMCTR), B pe3y/IbTaTe Yero MOXKHO TOIAcTh, HAPUMED,
Ha XOCT WM B CETh 3JIOYMBIIINICHHHKA, TJI€ MOYKHO BOWTH B OTIEPAIIMOHHYIO CPEIly TEXHUIECKOTO
cpenctBa B coctaBe MCII/IH. Peanuzaius yrpo3sl OCHOBBIBACTCS HA HECAHKIIMOHUPOBAHHOM
UCII0JIb30BaHUM MpoTokoi0B Mapmpytusanuu (RIP, OSPF, LSP) u ynpaenenus cersio (ICMP,
SNMP) st BHECeHHSI U3MEHEHHIA B MapLIPyTHO-aJpecHbIe Ta0muIbl. [Ipu 3TOM HapymuTeto
HEOOXOIMMO TIOCNIaTh OT UMEHH CETEBOT0 YIPABIIAIONIET0 YCTPOHCTBA (HammpuMep, MapIIpyTu3aTopa)
yIpaBJIsolIee COOOIIEHHE.

6. Buenpenue 10KHOTO 00BEKTA CETH.

Ota yrpo3a OCHOBaHa Ha MCII0JIb30BaHUM HEJIOCTATKOB aITOPUTMOB YAAJICHHOTO NoUcKa. B ciyuae,
ecyy 00BEKTHI CeTH U3HAYAIILHO HE UMEIOT aIpeCHOM MH(OpMaIUH APYT O APYTe, UCTIOIB3YIOTCS
pas3IMYHbBIC MPOTOKOJIBI yaajieHHoro nmowcka (Hanpumep, SAP B cetsx Novell NetWare; ARP, DNS,
WINS B cetsix co crekom mpoTtokosioB TCP/IP), 3akimrouaroniuecs B mepeaaye Mo CETH CHEHUATbHBIX
3aMpOCOB M TOJyYEHUH Ha HUX OTBETOB C HCKOMOM nH(popManuei. [Ipu 3Tom cymecTByer
BO3MO>KHOCTb IepexBaTa HapyIIUTEJIeM MOMCKOBOTO 3aIpoca U BbIAAYU Ha HErO JIOKHOTO OTBETA,
UCTIOJIB30BaHUE KOTOPOTO MPUBEIET K TpeOyeMOMY H3MEHEHHIO MapIIpyTHO-aJpECHBIX JaHHBIX. B
JabHEHIIeM Bech MOTOK HH(OPMAINH, aCCOIIMAPOBAHHBIN ¢ 00BEKTOM-KEPTBOH, OyIET MPOXOIUTH
4yepes3 JIOKHBIH 00BEKT CETH.

7. OTKa3 B 00CITyKUBaHUU.

OTH yrpo3bl OCHOBAaHBI HA HEJJOCTATKaX CETEBOTO MPOrPAaMMHOTO 00eCIeueHH s, €ro YI3BUMOCTSIX,
MO3BOJISAIOMINX HAPYIIUTEIIO CO3/1aBaTh YCIOBHsI, KOTJa ONlepallMOHHAast CUCTEMA OKa3bIBAeTCs HE B
COCTOSTHUU 00pabaThIBaTh MOCTYMAIOIINE TAKETHI.

MoryT OBITH BbIIEJIEHBI HECKOJIBKO Pa3HOBUIHOCTEN TaKUX YTPO3:

a) CKpBITHIN OTKa3 B 00CITy)KMBaHUH, BEI3BAaHHBIN NpuBjedeHueM 4actu pecypcoB MCII/IH Ha
00paboTKy MaKkeToB, EPEIABAEMBIX 3TI0YMBIIINIEHHUKOM CO CHIDKEHHEM MPOMYCKHON CIIOCOOHOCTH
KaHaJIOB CBSI3H, MPOU3BOAUTEIHLHOCTH CETEBBIX YCTPOICTB, HapylIeHHEeM TpeOOBaHUIl KO BpeMeHU



00paboTku 3anpocoB. [Ipumepamu peanuzauu yrpo3 HoJ0OHOT0 poia MOTYT CITYKUTh!
HAaIpaBJICHHBIN MITOPM 3X0-3arpocoB 1o npotokony |ICMP (Ping flooding), mtopm 3anpocoB Ha
ycranonenue TCP-coenunenwuii (SYN-flooding), mropm 3anpocos k FTP-cepepy;

0) sIBHBII OTKa3 B 0OCITy)KUBaHWH, BbI3BaHHBIN ncueprnanueM pecypcos UCII/In mpu o6paboTke
MIAKETOB, MEPEIaBaeMbIX 3JI0YMBIIICHHUKOM (3aHATHE BCEH MOJIOCHI MPOIYCKAHUS KAaHAIOB CBSI3H,
HEepEeoHEHNE Ouepeiel 3apocoB Ha 00CITY)KHBaHKE), IPH KOTOPOM JIeralbHbIC 3aIIPOCHl HE MOTYT
OBITH IIepeaHbl Yepe3 CeTh U3-3a HEJOCTYITHOCTHU CPe/ibl epeayuu JINO0 NOoIy4atoT OTKA3 B
00CITy’)KUBaHUH BBU]Ty IIEPEIIOJIHEHUS OUepeiel 3apoCcoB, IUCKOBOTO MMPOCTPAHCTBA MaMATH U T.[1.
[Ipumepamu yrpo3 JaHHOTO THIIA MOTYT CIYXHUTh MITOPM ImupokoBemarebHbx |CMP-3x0-3ampocos
(Smurf), nanpasaennsiii mropm (SYN-flooding), mropm coobiienuit mouroBomy cepsepy (Spam);
B) SIBHBII OTKa3 B 00CITy)KMBaHUH, BBI3BAHHbBII HAPYIIICHUEM JIOTUYECKON CBSI3HOCTH MEXKILY
texuuueckumu cpeactamu UCIIIH npu nepegade HapymuTeaeM yIpaBIIsIOMUX COOOIEHUN OT
UMCHHU CETEBBIX YCTPONCTB, PUBOISIIMX K N3MECHEHUIO MapIIPYTHO-aJPECHBIX JTAHHBIX (HarpuMep,
ICMP Redirect Host, DNS-flooding) wiu uneHTHUKAIMOHHOM 1 ayTeHTH(HUKAIIMOHHOM
uHpOopManuy,

r) SIBHBII OTKa3 B 00OCITY>KUBaHHH, BEI3BAHHBIN Tepeadeii 3JI0yMBIIIJICHHUKOM ITaKeTOB C
HecTaHAapTHbIME arpubyTtamu (yrpossl tuma ""Land”, "TearDrop", "Bonk", "Nuke", "UDP-bomb™)
WM MMEIOIIUX JJIHMHY, TPEBBIIAIONTYI0 MaKCUMAIILHO JOMYCTHUMBIH pa3mep (yrposa Tuma "Ping
Death"), uro Mo>keT mpuBeCcTH K OO0 CETEBBIX YCTPOUCTB, YIaCTBYIOIIMX B 00pabOTKe 3apoCcoB, MPH
YCJIOBUM HAJIM4Ks OLIMOOK B MPOrpamMmax, peau3yrolX IPOTOKOIbI CETEBOr0 0OMEHa.
Pe3ynpTaTom peanuzanum JaHHOM yrpo3bl MOXKET CTaTh HapylleHHe paboTOCIOCOOHOCTH
COOTBETCTBYIOIICH CIIy>KObI TIpenocTaBienus yaanennoro gocryna k [1/1a 8 UCII/IH, nepenaya ¢
OJIHOTO a/Ipeca TaKOro KOJIMYECTBA 3aIIPOCOB HA MOIKIIOUEHHE K TEXHUYECKOMY CPE/ICTBY B COCTaBE
WCII/IH, kakoe MaKCUMaJIbHO MOKET "BMECTHTh" Tpauk (HarmpaBIeHHBIH "ITOPM 3apOCOB™), 4TO
BJICYET 3a c000i1 MepenosHEHHE 0UEePEIN 3aPOCOB U OTKA3 OJJHON U3 CETEBBIX CIYKO WU MOJIHYIO
OCTaHOBKY KOMIIBIOTEPA M3-3a HEBO3MOKHOCTH CUCTEMbI 3aHUMATbCSl HUYEM JIPYTUM, KPOMeE
00paboTKH 3a1poCoB.

8. Y naneHHbI! 3aIyCK MPUITOKESHUH.

VYrpo3sa 3akitouaercs B cTpeMiieHru 3amycTuTh Ha xocte MCII/IH pasnuuHbie npeaBapuTenbHO
BHEJPEHHBIE BPEJOHOCHBIE IIPOrPaMMBbl: IPOrPAMMBI-3aKJIaIK1, BUPYCHI, 'CETEBBIE IIMHOHBI",
OCHOBHasI 11€J1b KOTOPBIX - HApyIIEHHE KOH(PUACHIUATBLHOCTH, LEIOCTHOCTH, IOCTYITHOCTH
uHGOpMAaILIUY U MTOJHBIA KOHTPOJIb 3a paboToii xocta. Kpome Toro, BO3MOXKEH HECaHKIIMOHUPOBAHHBIN
3aITyCK MPUKJIQJAHBIX POrpaMM MOJIb30BaTeNeH Il HECAHKIIMOHUPOBAHHOTO MOJIyYSHUS
HEO0XOIMMBIX HapYIIUTEIIO JAHHBIX, JUIS 3allyCKa yIPaBIAEMbIX IPUKIAIHON MporpaMMoin
HPOLIECCOB U Ap.

Beiensor Tpu nojkiacca JaHHBIX yrpo3:

1) pacipoctpanenue (Haitios, coaepKaIliX HECAHKIIMOHUPOBAHHBINA HCITOJTHAEMBIN KOJT;

2) yAaJaeHHBIHN 3aIyCK MPHIOKEHUS ITyTeM IeperoaHeHus Oydepa MpuIoKeHH-CEPBEPOB;

3) yialeHHbIH 3aMmyCcK MPHIOKESHHUS ITyTEM HCIIOIb30BaHHS BO3MOKHOCTEH YIAICHHOTO YIIPABICHHUS
CHCTEMOM, IPETOCTABIIIEMBIX CKPBITBIMHU IPOTPAaMMHBIMH H alllIApaTHBIMH 3aKJIaIKaMH JINOO
UCTIOJIb3YEMBIMHU IITATHBIMH CPEJICTBAMH.

Tunosble yrpo3bl IEPBOTO U3 YKa3aHHBIX [TOJKIACCOB OCHOBBIBAIOTCS HA aKTUBU3aLUU
pacripocTpaHsieMbIX (aitioB mpu ciaydaiiHoM oOpamieHnu K HuM. [Ipumepamu Takux (aiaoB MOTyT
CIlyXHTB. (aiiiibl, CoJIepIKallne UCIIOHIEMBbIH KOl B BUJE MaKkpokoMaH (qokymMeHTsl Microsoft
Word, Excel u 1.11.); html-mokymeHTsI, copeprkaliye UCIOJIHIEMbIN KO/ B BHIE dJeMeHTOB ActiveX,
Java-anmuieToB, HHTEpIPETHPYEMBIX CKPUNTOB (HanmpuMmep, TeKCTHI Ha JavaScript); daiinsr,
coJiepKalllie UCIOJIHsAeMble Kobl porpaMMm. [l pacnpocTpaHeHus GailjioB MOTYT UCIIOIb30BaTHCS
CITY>KOBI 3JIEKTPOHHOM MOYTHI, epenayn (aitioB, ceTeBoOi (ailioBO CUCTEMBI.



ITpu yrpo3ax BTOporo nojkiacca UCHoJIb3YyIOTCS HEAOCTAaTKU IPOrpamMM, pealu3ykolX CETEBbIE

CepBHCHI (B YaCTHOCTH, OTCYTCTBHE KOHTPOJIS IepenoiHeHus Oydepa). HacTpoiikoil cHcTeMHBIX

PETUCTPOB MHOTJA YAAETCS MEPEKIIOUNTD IPOLECCOP MOCIIE PEPHIBAHMS, BBI3BAHHOIO

nepernojHeHueM Oydepa, Ha HCIIOJIHEHHE KOJ1a, CoJlep Kallerocs 3a rpanuieit 0ydepa. [Ipumepom

pean3alnny Takol Yrpo3bl MOKET CIYKUTh BHEJAPEHHE MIMPOKO U3BECTHOTO "BUpyca Moppuca".

[Ipu yrpo3ax TpeTbero noakiaacca HapylHTelb UCIIOIb3YET BO3MOKHOCTH YAAJIIEHHOTO YIPaBIeHUs

CHCTEMOM, MPEIOCTABIIIEMbIC CKPBITHIMUA KOMIIOHEHTaMK (Hampumep, "'TPOSTHCKUMHE'' TIporpaMMaMu

tuna Back Orifice, Net Bus) nmu6o mraTHbIMU CpeCTBAMH YIIPABIECHUS U a IMHHHCTPUPOBAHUS

komnbioTepHbIX cereii (Landesk Management Suite, Managewise, Back Orifice u 1.11.). B pe3ynbrare

UX HCIOJIb30BAHMS yIA€TCs TOOUTHCS YIaJI€HHOTO KOHTPOJISI HaJl CTAHLIMEH B CETH.

CxemMaTHu4HO OCHOBHBIE ATAIbI pAOOTHI 3TUX MPOrPAMM BBITJIAIAT CIAEAYIOIIUM 00pa3oM:

-  HMHCTAJUIALHUS B TAMSTH,

- OXHJaHUe 3arpoca C yIIeHHOTO X0CTa, Ha KOTOPOM 3aIyllieHa KINEeHT-IporpaMma, ¥ 0OMeH ¢
Hel COOOIIEHUSIMH O TOTOBHOCTH

- 1epeaaya nepexBaueHHON MHPOPMALMU KIMEHTY WM MPEIOCTABICHNE €My KOHTPOJIS Hal
aTaKyeMbIM KOMITBIOTEPOM.

Bo3moxxHBIEe TOCTEACTBUS OT PEAIU3AINH YTPO3 Pa3TUIHBIX KIIACCOB MPUBEICHBI B TAOIHIIE.

Ta6m/1ua: Bo3MoxHBIE TOCIEICTBUS peam3anuun yrpo3 pa3JIMYHbIX KJIIACCOB

N Twum atakn Bo3MoxHBIC TTOCIENCTBUS
1/
1 Amnanu3 cereBoro Tpaduka HccnenoBanne xapakTepUCTHK ceTeBOro Tpaduka, mepexsaT

NepejaBaeMbIX JAHHBIX, B TOM YHCIIEC HICHTH()UKATOPOB U Mapoeh

MIOJIB30BATENEH
2 CxaHHMpOBaHHE CETU Omnpenenenue MPOTOKOJIOB, JOCTYIHBIX IIOPTOB CETEBBIX  CIYXO,
3aKOHOB (DOPMHUPOBAHUS HUACHTHU()UKATOPOB COCAMHEHUH, aKTUBHBIX

CETEeBBIX CEPBHCOB, UICHTH(UKATOPOB W TapoJieil Moib30BaTelnei

3 "[laponbHas" aTaka BeimosHeHne 1000ro  1eCTPYKTUBHOTO JIEUCTBHS, CBSI3aHHOTO C
MOJTy4YEeHHEM HECaHKIIMOHUPOBAHHOTO JJOCTYIIa
4 ITonMeHa noBepeHHOr0 00BEKTa W3meneHne Tpacchl — MPOXOXIEHHS COOOIICHMH, HECAaHKIIMOHUPOBAH-
cetH HOE M3MEHEHHE MapIIPYTHO-aJIPECHBIX JaHHBIX. HecaHKIIMOHNPOBaHHBIH

JAOCTYII K CCTCBLIM peCypcam, HaBsA3bIBAHWC JIOXKHOM I/IH(l)OpMaHI/II/I

5 HasszpiBanue noxxHoro mapmpyra | HecankunonuposanHoe U3MEHEHUE MapIIPYTHO-aAPECHBIX JAHHBIX,
aHaIM3 ¥ MOAM(UKAIWs NepeNaBaeMbIX JIAHHBIX, HABS3HIBAHUE JIOJKHBIX
COOOIIeHNH

6 Baenpenne noxxHoro oobekrta cetu | [lepexBatr u  mpocmoTp  Tpaduka. HecaHKIMOHUPOBaHHBIN TOCTYII K

CETEBBIM pecypcaM, HaBs3bIBAHHE  JIOKHOH MH(D

7 Otka3 | Yactmunoe ucuepnanne | CHIDKEHHE MPOITYCKHOH CHOCOOHOCTH KaHAJIOB CBSI3H,
B pecypcoB MIPON3BOIUTENBHOCTH CETEBBIX  ycTpoiictB.  CHmkeHue
obcmy TIPOU3BOIUTENBHOCTH CEPBEPHBIX NMPHII0KEHUI
KH- IlonmHoe  ucuepnanue HeBo3MoXHOCTB TIepenayn COOOIIEHNI M3-3a OTCYTCTBHS JOCTyHa K
BaHUU | pecypcoB cpele nepefaud, OTKa3 B YCTaHOBJICHUH coeiuHeHus. OTkas B

[IPEI0CTaBICHUH cepBrca (3JEKTPOHHOM MOYTHI, (haiiIOBOrO | T.1I.)

Hapymenne noru- HeB03MOXKHOCTB Mepeaayn, COOOLICHHUI U3-32 OTCYTCTBUSL KOPPEKTHBIX
94eCKOl CBA3HOCTU MapIIpyTHO-aJPECHbIX JaHHbIX. HEBO3MOXXHOCTH NMOMTyYEHUS yCIyr
MEXAy aTpuOyTamu, BBU/1y HECAaHKIIMOHUPOBAHHOK  MoJu(UKANWK UAESHTU(DHKATOPOB,
JIAHHBIMH, 00BEKTaMHU naposiei u T.1.

Hcnonp30BaHue OIIMOOK HapymeHI/Ie pa60TOCHOCO6HOCTI/I CCTCBBIX

B [IpOrpaMmax yCTpOICTB
8 Vnane |Ilyrem paccbUIKH Hapymenue KOH(UJICHIINATIbHOCTH,
H- (aiinoB, conepXKalMX | IETOCTHOCTH, TOCTYMHOCTH MH(OpMannu

HBIN BHPYCHOE 3apakKeHUE




samyck | [Iyrem mepenomHeHUs
npwio | Oydepa cepBepHOTO
xKe- TIPUIOKECHUS

HUH IIyrem wucnomb3oBauust | CKpBITOE YIpaBICHUE CHCTEMOI
YIAJIEHHOTO yTIPABIICHUS
CUCTEMOM, IIPEAOCTABIISIE
MBIX  CKPBITBIMH
MPOrpaMMHBIMH
3aKJIaJIKaMU 100
MITaTHBIMHU CPEJCTBAMU

[Ipouecc peanuzanuu yrpo3bl B 0011EM CITydyae COCTOUT U3 YETHIPEX ITAIOB:

coopa undopmauy,

BTOp>KeHHs (IPOHUKHOBEHUS B OTIEPAIMOHHYIO CPENY);

OCYIICCTBJICHUA HCCAHKIIMOHMPOBAHHOTO AOCTYIA,

JMKBUJIALUY CJIEZIOB HECAaHKLIIMOHUPOBAHHOIO JJOCTYTIA.
Ha stame c6opa nH(pOpMAaIiK HapyIIUTENsT MOTYT HHTEpecoBaTh pasnmndnbie cBeaenus 006 UCII/IH, B
TOM UHCJIE:
a) O TONOJIOTUH CETH, B KOTOPO# (QYHKIIMOHHPYET chcTeMa. [Ipr 3ToM MOKET McciIe0BaThest 00JacTh
BOKpYT ceTH (Hampumep, HapyIIUTeIsl MOTYT HHTEpECOBaTh aJipeca JOBEPEHHBIX, HO MEHee
3aIIMIIEHHBIX XOCTOB). /Iy ompeneneHus JOCTYMHOCTH X0CTa MOTYT MCIIOJIB30BaThCS IIPOCTEHIITHE
koman el (HanmpumMep, komanaa Ping s noceutku |CMP-3anpocos ECHO REQUEST ¢ oxkunanuem
Ha Hux ICMP-otBeToB ECHO_REPLY). CyI11eCTBYIOT YTHIUTHI, OCYIIECTBIISIONIUE MapaIeIbHOE
OIpe/ielICHNE JOCTYITHOCTH XOCTOB (Takue kak fping), kKoTopbie criocOOHBI TPOCKAHUPOBATH OOJIBIIYIO
00JacTh aipecHOro MPOCTPAHCTBA HA MTPEIMET JOCTYIMHOCTH XOCTOB 33 KOPOTKHHA MIPOMEKYTOK
BpeMeHH. TOMoOr st CETH YacTo ONMPECISIeTCSl HA OCHOBAHUH 'CUeTYMKa y3JI0B" (IMCTaHIIUH MEKITY
xocTtamu). [Ipr 3TOM MOTYT IPUMEHSTHCS TAKUE METOIbI, Kak "Moayssiiuu T TL" u 3amucu MapuipyTa.
Merton "moaynsiuu TTL" peannsoBan mporpammotii traceroute (mas Windows NT - tracert.exe) u
3axirouaeTcs B Moayssinuu nois T TL IP-maketoB. J{ns 3anucu mapiipyra MOTYT MCIIOIb30BaThCS
ICMP-niakeThl, co3aaBaeMble KOMaH 10 Ping.
CO6op uHpOpMaITUU MOXKET OBITH TAKXKE OCHOBAH HA 3aIpOoCax:
- & DNS-cepBepy o criucke 3aperucTpupoBaHHBIX (H, BEPOSTHO, aKTHBHBIX) XOCTOB;
- K MapupyTtu3atopy Ha ocHoBe npotokona RIP 00 n3BecTHbIX Mapuipyrax (MH(pOpMAIUs O
TOIIOJIOTHHU CETH);
- K HEKOPPEKTHO CKOH(UIypHUPOBAHHBIM YCTPONCTBaM, NOJAEpKUBatOUM IipoTokos SNMP
(vH(OpPMAIUS O TOIIOJIOTHH CETH).
Ecnu UCIT/{a HaxoauTes 3a MEKCETEBBIM dKpaHoM (MD), Bo3MoskeH cO0p HH(OpMAIIHH O
koHpurypanuu M3 u o tonosoruu MUCII/{x 3a MD, B TOM uuncie myTeM MOCHUIKH ITAKETOB Ha BCE
HOPTHI BCEX MPEAIOIaraeMbIX XOCTOB BHYTPEHHEH (3aIlUIaeMoi) CeTH;
0) o tume onepanuonnoi cucremsl (OC) B UCII/In. Camblii H3BECTHBIH CIIOCOO OMpEIeICHHS THIIA
OC xocra 0OCHOBaH Ha TOM, uTO paziauuHble TUbl OC Mo-pa3zHOMY peaau3yroT TpeOOBaHUS
cranaaproB RFC k creky TCP/IP. 310 mo3BossieT HAPYIIUTENIO YIAJICHHO HICHTH(GUIIMPOBATH THUIT
OC, ycranoBnenHo# Ha xocte UCII/IH myTemM nochUIKM crienuanbHbIM 00pa3oM c(hopMHUpPOBaHHBIX
3alpOCOB U aHAJIM3a [TOJIyYE€HHBIX OTBETOB.
CyIecTBYIOT ClIeHANIbHBIC CPE/ICTBA, PEATTU3YIONINE JaHHBIe MeTOIbI, B wacTHOocTH, Nmap u QueSO.
MOo3KHO OTMETHUTDH TaKKe Takoi MeTon onpenenenus tuna OC, kak IpocTeNIIui 3apoc Ha
YCTaHOBJICHHE COSIMHEHUS 110 MIPOTOKOIY yraneHHoro nocryma telnet (telnet-coenunenus), B
pe3yibTaTe KOTOPOro 1o "BHEIIHEMY BUAY' OoTBeTa MOKHO onpeaenauts Tiun OC xocra. Hanuuue
OTIPEEIIEHHBIX CEPBUCOB TAK)KE MOKET CIIYKUTh JOTIOJHUTEIbHBIM IPU3HAKOM JUISl ONIPEIEICHUS
tuna OC xocra;



B) 0 QYHKIMOHUPYIOIIMX Ha XOCTax cepBucax. OrpesieseHue CepBUCOB, HCIIOIHAEMbBIX Ha XOCTE,

OCHOBAHO Ha METO/I€ BBIABIICHUS "OTKPBITHIX MOPTOB'', HANIPaBICHHOM Ha cOOp MH(OpPMAIH O

JOCTynHOCTH Xocta. Hanmpumep, s onpenenenus goctynHoctd UDP-nopTa He06X01MMO OTy4UTh

OTKJIMK B OTBET Ha nochlIKy UDP-nakera cooTBETCTBYIOIIEMY MOPTY:

- ecnu B otBeT npunuio coodmenne ICMP PORT UNREACHEBLE, to cooTBeTcTBYIOMIMIA CepBUC
HEIOCTYIIEH,

- €CIIi JaHHOE COOOIIEHUE HE MOCTYITHIIO, TO MOPT "OTKPHIT.

Ha srame BropkeHus ucciaeayeTcs HajJluunue TUIOBBIX YSI3BUMOCTEH B CHCTEMHBIX CEpBHCAX UITU

OMOOK B aIMUHUCTPUPOBAHUHU CUCTEMBI. Y CTIEHIHBIM PE3Yy/IbTaTOM UCHOJIb30BaHUS YI3BUMOCTEN

OOBIYHO SIBJISIETCS MOJTyYEHHE MTPOIIECCOM HAPYIIUTENS IPUBUIICTHPOBAHHOTO PEKUMA BBITIOITHEHUS

(mocTyma K MPUBUICTUPOBAHHOMY PEKUMY BBITIOJIHEHHS KOMaHIHOTO MPOIEccopa), BHECCHUE B

CUCTEMY YUETHOM 3allCU HE3aKOHHOTO M0JIb30BATENsl, MOTydYeHue ¢aiina naposeil uim HapyleHue

paboTOCIIOCOOHOCTH aTaKyeMOTI'0 XOCTa.

OTOT 3Tl Pa3BUTHS YTPO3bI, KaK MpaBuIIo, aBisieTcs MHorodasueiM. K dazam nporecca peanuzanum

YIPO3bI MOTYT OTHOCHUTBCS, HAIIPUMED:

- YCTaHOBJICHHE CBSI3U C XOCTOM, OTHOCUTEIBHO KOTOPOTO pean3yeTcs yrposa;

- BBISIBJICHHE YS3BHUMOCTH,

- BHEJPEHHE BPEJIOHOCHOI MporpaMmbl B MHTEpecax pacIliupeHus Ipas U JIp.

YTpo3bl, peanuszyeMble Ha dTarne BTOPKEHHUsI, MOIPa3AESIOTCS 0 YPOBHSIM CTEKa TPOTOKOJIOB

TCP/IP, mockonbKy (OPMHPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM HITH MTPUKJIATHOM YPOBHE B

3aBHCHMOCTH OT MCIOJIb3yEMOT0 MEXaHU3Ma BTOPXKEHUSI.

K TumnoBsiM yrpo3am, peannzyeMbIM Ha CETEBOM U TPAHCIIOPTHOM YPOBHSIX, OTHOCSITCSI TAKUE KaK:

a) yrposa, HarpaBJieHHas Ha MOJMEHY JIOBEPECHHOTO 00BEKTa;

0) yrposa, HanpaBJicHHasl Ha CO3/[aHUE B CETH JIOKHOTO MapIpyTa;

B) YIpO3bl, HANIPABJICHHBIC HA CO3JIAaHUE JIOKHOTO 00BEKTA C CIOIh30BAHHEM HEJOCTATKOB

JITOPUTMOB YJIQJIEHHOTO TTOWCKA;

r) yrpo3bl Tuna "oTka3 B 00cnyxuBaHuu'"', OCHOBaHHbIC Ha |P-nedparmenTanuy, Ha hopMHupoBaHUN

HekoppekTHbIX ICMP-3ampocos (Hanpumep, ataka "Ping of Death” u "Smurf"), va dpopmupoBanum

HekoppekTHbix TCP-3ampocos (aTaka "Land"), Ha co3nanuu "mropma’ MakeToB ¢ 3apocamu Ha

coenunaenue (ataxu "SYN Flood™) u mp.

K TUnoBBIM yrpo3aM, peajin3yeMbIM Ha MPUKIATHOM YPOBHE, OTHOCSTCS YIpO3bl, HAIlpaBJICHHBIC HA

HECAHKLIMOHUPOBAHHBIN 3aITyCK MPUIIOKEHUH, YTPO3bl, pea3aliisi KOTOPhIX CBsA3aHA C BHEJPEHHEM

MPOrPaMMHBIX 3aKJIaJI0K (TUMA "TPOSHCKUI KOHB'"), C BBISBIICHUEM apoJIeH JI0OCTYIa B CETh WIIH K

OTIPENEIEHHOMY XOCTY H T.[I.

Ecnu peanuzanus yrpo3bl He IPUHECIIa HAPYIIUTEII0 HAUBBICIINX MIPAB JIOCTYIA B CHCTEME,

BO3MOHBI MOMBITKH PaCHIMPEHUS ITUX MPaB A0 MAKCUMAIbHO BOBMOXKHOTO YpOBHs. [[j1s1 3TOrO MOTYT

HCIIO0JIb30BATHCS YA3BUMOCTH HE TOJIBKO CETEBBIX CEPBUCOB, HO U YA3BUMOCTH CHCTEMHOIO

nporpammuoro obecrieuenust xoctoB UCIIaH.

Ha srtane peanu3anuy HeCaHKIIMOHUPOBAHHOTO JIOCTYIIA OCYIIECTBIIIETCSI COOCTBEHHO JIOCTHKCHHE

EJIA PeATH3aliu YTPO3bI:

- HapylmeHHe KOHQUICHIMATLHOCTH (KOMTUPOBaHUE, HEIPABOMEPHOE PacIpPOCTPaHEHHE);

- HapyIICHHE IIeJTOCTHOCTH (YHHUYTOXKECHHUE, U3MCHEHHE);

- HapylIeHHE AOCTYMHOCTH (OJIOKUPOBAHUE).

Ha sTom xe 3Tare, mocie yka3aHHBIX JeHCTBUM, KaK MPaBUIIo, (GOpMUPYETCs TaK Ha3bIBAEMBIi

"yepHbIN BXOA" B BUJIE OJHOTO U3 CEPBHUCOB (JICMOHOB), 00CTY)KHBAIOLIUX HEKOTOPBIN TIOPT U

BBITTOJIHSIOLINX KOMaH/Ibl HapyIuTens. "UepHblil BXO'" OCTaBIsIeTCs B CUCTEME B MHTEpecax

obecrieueHus:



- BO3MOXHOCTH IIOJIy9UTh AOCTYII K XOCTY, JAK€ €CIU aAMUHUCTPATOP YCTPAHUT UCIIOJIb30BAHHYIO
JUISL YCIICITHOM peallu3alii yIpo3sl ySI3BUMOCTb;

- BO3MOYKHOCTH IOJYYHUTb JJOCTYI K XOCTY KaK MOXHO 00Jiee CKPBITHO;

- BO3MOJKHOCTH TOJIyYHTh JIOCTYI K XOCTY OBICTPO (HE MOBTOPSIS 3aHOBO MPOLIECC PeaTU3alUH

yIpO3BI).
"UepHBbIi BXOJ] TO3BOJISICT HAPYIIMTEIIO BHEPUTh B CETh HJIM HA OTIPEJICIICHHBIA XOCT BPEJIOHOCHYIO
mporpammy, HapuMmep, "'ananuzarop maposei” (password sniffer) - mporpammy, BBIAEISIONIYTO
MOJIb30BATEIBCKIE UACHTU(DHUKATOPHI M TAPOJIU M3 CETEBOTO TpaduKa Mpu paboTe MPOTOKOIOB
BbIcokoro ypoBHs (ftp, telnet, rlogin u 1.1.). O6bekTaMu BHEAPEHUS BPEAOHOCHBIX TPOIPAMM MOTYT
OBITH TPOrPaMMbI ayTEHTH(PHUKAIINN U UIACHTH()UKAIIUK, CETEBBIC CEPBHUCHI, PO ONEPAIIHOHHOM
CUCTEMBI, (paitioBasi cuctemMa, OMOTUOTEKH U T.1I.
Haxowerr, Ha 3Tare JIMKBUIAIMA CJICA0B PEATU3aAIUH YTPO3bI OCYIIECTBISCTCS MOMBITKA YHUUTOKEHHUS
CJEeI0B AEUCTBUM HapymuTeld. [Ipu 3ToM yaansroTcs COOTBETCTBYIOLIME 3aIIUCH U3 BCEX BO3ZMOKHBIX
JKYPHAIIOB ayJuTa, B TOM YHCJIE 3amuch 0 GakTe cOopa nHMOopMaIum.

5.5. O0miast xapakTepUCTHKA YIPO3 IPOrpaMMHO-MAaTEMATHUYECKUX BO3ACHCTBUI

IIporpaMMHO-MaTeMaTH4eCKO€E BO3AEHCTBHUE - ATO BO3ACHCTBHE C IOMOIIBIO BPEJOHOCHBIX IPOrpaMM.
IIporpaMMoHi ¢ IOTEHIMAIBHO ONMACHBIMU ITOCIIEACTBUSAMHU UIIU BPEIOHOCHOU POTPaMMOM Ha3bIBAOT
HEKOTOPYIO CaMOCTOSITEIbHYIO IPOTpaMMy (HaOOp MHCTPYKIIHIA), KOTOPasi CIIOCOOHA BHITTOJIHSATh
1000€ HeMyCTOe MOJIMHOKECTBO CIEIYIOINX (YHKIUIA:

- CKpbIBaTh IPU3HAKHU CBOETO MPUCYTCTBUS B MPOTPAMMHOM Cpelie KOMIIbIOTEPA;

- 00nagarh criocoOHOCTHIO K CaMOAYOIMPOBAHHUIO, ACCOIIMUPOBAHUIO Ce0sl C APYTMMH IPOTpaMMaMH
U (MJIM) IEPEeHOCY CBOMX ()ParMeHTOB B MHBIC 00JIACTH OTIEPATUBHOM MM BHEIIHEH MaMSITH;

- paspymarh (MCKaXaTh IPOU3BOJIBHBIM 00pa30M) KOJI POrPaMM B ONEPATUBHOMN MaMSTH;

- BBINOJHATH 0€3 HHUIIMUPOBAHUS CO CTOPOHBI MOJIb30BaTENs (I0JIb30BATEIbCKOM MPOrPaMMBbI B
HITATHOM PEXHMME €€ BBITIOJIHEHHUSI) IECTPYKTUBHBIC PYHKIIMU (KOITMPOBAHKHE, YHUUTOKEHHE,
OJIOKMpPOBAHHUE U T.IL.);

- COXpaHATh pparMeHTbl HHPOPMAIIMU U3 ONIEPaTUBHON NAaMATH B HEKOTOPBIX 001acTSIX BHEIIHEN
HaMSTH MIPSIMOTO JOCTYIA (JOKAIbHBIX WK YIAJICHHBIX);

- HMCKa)kaTh MPOU3BOJIBHBIM 00pa3oM, OJIOKUPOBATH U (M) MOMEHSTH BEIBOJUMBIN BO BHEIIHIOK
NaMsATh WIK B KaHAJ CBSI3W MacCUB MHPOPMAaLUK, 00pa30BaBIIMIiCS B pe3yabTaTe paboTh
MPUKJIAJHBIX IPOTPaMM, WM YK€ HaXOSAIINECS BO BHEIIHEN TaMATH MacCUBBI JaHHBIX.

BpenoHocHBIE TpOrpaMMbl MOTYT OBITH BHECEHBI (BHEIPEHBI) KaK MPEAHAMEPEHHO, TaK U CIIy4aiiHO B

nporpamMmHoe obecnieuenue, ucrnonbzyemoe B MCII/IH, B mporecce ero pa3paboTKu, CONPOBOKACHUS,

Moau(UKAIIUN U HACTpoiiku. KpoMe 3Toro, BpeoHOCHBIE TPOTPaMMbI MOTYT OBITh BHECEHBI B

npouecce skcruryaranuu UCII/IH ¢ BHemIHUX HOCUTENEeH HHPOPMAIMK WIH TIOCPECTBOM CETEBOTO

B3aumojieicTBus Kak B pesynbrare HC/, Tak u cinyuaiino nonb3oBarensmu UCIH.

Hanmnuwe B UCITJIH BpemOHOCHBIX MPOTPaMM MOKET CIIOCOOCTBOBATH BOSHUKHOBEHHUIO CKPBITHIX, B

TOM YHCJIe HETPAIUIIMOHHBIX KaHAJIOB JIOCTYNa K HH(GOPMAIIH, MO3BOJISIIOIINX BCKPHIBATH, 00XOAUTh

WM OJIOKMPOBATh 3aIIMTHBIE MEXaHU3MBI, IPETYCMOTPEHHBIE B CUCTEME, B TOM UHCIIE MAPOIbHYIO U

KpUNTOrpaUUECKyIO 3aLIUTY.

OCHOBHBIMU BUJaMH BPEJOHOCHBIX IPOTPaMM SIBJITIOTCS:

- IpOrpaMMHBIE 3aKIaJKH;

- KJIACCHYECKHE MPOTrpaMMHbIe (KOMITBIOTEPHBIC) BUPYCHI;

- BPEIOHOCHBIC IIPOrPAMMBI, PACIIPOCTPAHSIOLIUECS 10 CETH (CETEBbIC YEPBH);

- Jpyrue BpEIOHOCHBIE POTpaMMBbl, IpeJHa3HadeHHbIe 11 ocyuiecTBieHus HC/I.

K mporpaMMHBIM 3aKJ1aIkaM OTHOCSITCS POTPaMMbl, (PparMeHThI K0J1a, MHCTPYKIMH, (POPMHUPYIOLIHE

HeJleKJIapupOBaHHbIE BO3MOKHOCTH MPOrpaMMHOro obecredyeHusi. BpeqoHocHble mporpaMMbl MOTYT

MepeXoaUTh U3 OJHOIO BUAA B IPYroM, HAIpUMeEp, MporpaMMHasi 3aKj1a/iIka MOKET Cr€HEPUPOBAThH



IIPOTPaMMHBIH BUPYC, KOTOPBIH, B CBOIO OY€pe/lb, IOMaB B YCIOBUS CETH, MOXKET C(HOPMHUPOBATH

CETEBOTO YEPBSI UJIU IPYTI'YI0 BPEAOHOCHYIO IPOrpaMMy, NPEAHA3HAUEHHYIO JUIsl OCYLLECTBICHHUS

HCA.

Kpartkas xapakTepuCcTHKa OCHOBHBIX BPEIOHOCHBIX MPOTPAMM CBOJUTCS K CIIEIYIOIIEMY.

3arpy3o4HbIe BUPYCHI 3aIUCHIBAIOT ce0s1 TMOO0 B 3arpy304HbIil cekTop aucka (hoot-cexrop), oo B

CEKTOp, COJICpIKaIlNii CUCTEMHBI 3arpy3unk BiuHYecTepa (Master Boot Record), mi6o MeHstoT

yKazaTenb Ha akTUBHBIH D0Ot-cexTop. OHM BHEIPSIOTCS B aMATh KOMITBIOTEpA MTPHU 3arpy3Ke ¢

MHQUIMPOBAHHOIO JUCcKa. [Ipu 3TOM CHCTEMHBIH 3arpy3uuK CUUTBIBAET COAEPKUMOE IIEPBOTO

CEKTOPa JUCKA, C KOTOPOTO IPOM3BOIUTCS 3arpy3Ka, MOMEIAeT CYUUTaHHYI0 HH(POPMALIHIO B TAMSITh U

nepenaet Ha Hee (T.e. Ha BUpYC) yrpasieHue. [locie 3TOro HauMHAKOT BBITIOJIHATHCS HHCTPYKIIUH

BHUpYCa, KOTOPBIH, KaK MIPaBUio, yMEHbIIAeT 00beM CBOOOIHOM MaMsATH, KOUPYET B 0OCBOOOAMUBILIEECS

MECTO CBOM KOJT M CYMTBHIBACT C IUCKA CBOE MPOJIOJDKCHUE (€CITH OHO €CTh), epeXBaThIBACT

HeoOXouMbIe BeKTOpa npepbiBanuii (006140 - INT 13H), cunthiBaeT B mamsiTh opuriuHaibHbii DOOt-

CEKTOp U IEPEaeT Ha HEro YIpaBJICHUE.

B nmanbHelimem 3arpy304HbIil BUPYC BEJECT ce0sl TaK ke, KaK (PailIoBBIA: TepexXBaThIBACT OOpaIICHUS

OTIEpPAIIMOHHOM CUCTEMBI K TUCKaM M HHPHUIUPYET UX, B 3aBUCUMOCTH OT HEKOTOPBIX YCIOBHIM

COBEpILACT JeCTPYKTUBHBIC ICHCTBUS, BHI3BIBAET 3BYKOBbIC 3 (EeKThl MK BUA€03()(EKTHI.

OCHOBHBIMU JIECTPYKTUBHBIMH JICHCTBUSMH, BBINOJIHIEMBIMU 3TUMH BUPYCaMH, SIBIISIOTCS:

- YHUYTOXE€HUE MH(OpMAIMK B CEKTOPaxX JUCKET U BUHUECTEPA,

- HCKIIIOYCHHE BO3MOXKHOCTH 3arpy3KH OTEpaI[MOHHO# crcTeMbl (KommbroTep “"3aBucaet");

- HCKaXXEHHUE KOJia 3arpy3uuKa;

- (opMaTHpOBaHUE TUCKET UM JOIMYECKUX TUCKOB BUHUECTEPA;

- 3akpbiTue aocryna kK COM- u LPT-moprawm;

- 3aMeHa CHMBOJIOB IIPH M€YaTH TEKCTOB,;

- TOJIEpTHBaHUS JKpPaHa;

- W3MEHEHHE METKH JIMICKA WM JHCKETHI;

- CO3JaHHe MCeBI0COOMHBIX KITaCTEPOB,;

- CO3/1aHUE 3BYKOBBIX H(WJIM) BU3yallbHBIX 3P dekToB (Harmpumep, majeHue OyKB Ha SKpaHe);

- mopua (ailyioB TaHHBIX,;

- mepe3arpyska KOMIIBIOTEpa,

- BBIBOJ] Ha 3KpaH pa3HOOOpa3HBIX COOOIICHUIA;

-  OTKJIIOYCHHUE NMepuPEPUIHBIX YCTPOUCTB (HapuMep, KIaBUATYypBbI);

- U3MEHEHHE MAJTUTPhI FKPaHa,

- 3aI0JIHEHME HKpaHa MOCTOPOHHUMHU CUMBOJIAMHU MJTH U300pakKeHUAMM,

- IOramleHHe 3KpaHa 1 NepeBOJ B PeXKHUM OKUIAHUS BBOJIA C KJIABUATYPHI;

- mudpoBaHUE CEKTOPOB BUHYECTEPA,;

- BbIOOPOYHOE YHHUTOKEHUE CUMBOJIOB, BBIBOAMMBIX HA SKpaH Ipu Habope ¢ KJIaBUATYypH;

- yMeHbllleHHne 00beMa ONEepaTUBHOM MaMsITH;

- BbI30OB II€YATH COJIEPKUMOTO IKpaHa,

- OnoKMpOBaHUWE 3alMCH HA JTUCK;

- yHu4TOXeHue Tabnuipl pazouenus (Disk Partition Table), mocie aToro koMbroTep MOKHO
3arpy3uTh TOJIBKO C (DIOTIH-IMCKA;

- OJIOKHpOBaHUE 3aITyCKa UCTIOIHSIEMBIX (ailsioB,;

- 0JIOKMpOBaHME JOCTYIA K BUHUECTEPY.

BobIIMHCTBO 3arpy304HBIX BUPYCOB MIE€PE3aNUChIBAIOT ce0s Ha (PIOMMU-TUCKH.

daiinoBble BUPYCHI IIPU CBOEM PAa3MHOXEHHU TEM WJIM MHBIM CIIOCOOOM HCIOJB3YIOT (ailioByro

cUCcTeMy Kakoi-nbo onepanoHHoi cuctemsl. 1o criocoOy 3apaxkeHus ¢aiiioB BUPYCHI A€ATCSA Ha



samertatoriue ("overwriting"), mapasuruueckue ("'parasitic™), kommnanroH-BUpycHI (“'cOmpanion”),
"link"-Bupychl, BUPYCHI-UepBU U BUPYCHI, 3apaxkatomue o0bekTHbie Moayan (OBJ), oubnmorexu
koMrmATopoB (L1B) 1 ncxoaHpie TEKCTHI IpOrpamm.

Meron 3apakenus "overwriting" sBisieTcs HanboJIee MPOCTHIM: BUPYC 3aIIMCHIBAET CBOM KOJI BMECTO
KOJa 3apaXkaeMoro (Qaiina, yHu4TOXas ero coaepxkumoe. EctecTBeHHO, 4TO IpH 3TOM (aiin nepecraer
paboTaTh M HE BOCCTaHABIMBAETCs. Takue BUPYChl OU€Hb ObICTPO OOHAPYKUBAIOT ce0s, TaK KaK
OIEpaLMOHHAs CHCTEMa U MPUIIOKEHUS T0BOJIBHO OBICTPO MEpeCTaroT paboTaTs.

K napasutudeckum oTHOCATCS Bee (pailiioBble BUPYChI, KOTOPbIE NP PACIIPOCTPAHEHUH CBOUX KOIHM
00513aTeJIbHO N3MEHSIOT CoZlepKUMoe (hailyioB, OcTaBiIsAd caMH (DaiisIbl IPH STOM HOJTHOCTBIO WIH
YaCTUYHO paboTOCTIOCOOHBIMU. OCHOBHBIMH THITAMHU TaKHX BUPYCOB SIBJISIFOTCSI BUPYCHI,
3aIMCHIBAIONINECS B HAYAJIO, CEPEANHY WK KOHell (aittoB. OTAEIHHO CIeNyeT OTMETHTD JOBOJHLHO
HE3HAYMTENILHYIO TPYIIY Mapa3uTUYECKUX BUPYCOB, He uMmeronux "touku Bxona" (EPO-Bupychr -
Entry Point Obscuring viruses). K HuM oTHOCSITCSI BUPYCHI, HE 3alTUCHIBAIOIIME KOMaH Iy TIepeaadn
yrpaeienus B 3aroiioBok COM-caiinos (JMP) u He uameHstonume aapec TOYKH CTapTa B 3aroj0BKe
EXE-@aiinos. Takue BUPYyCHI 3aMKUCHIBAIOT KOMAHy ITEPEX0/1a Ha CBOM KOJ B KaKoe-Ti00 MecTo B
cepeauHy (ailia U MOoITydaloT yIpaBieHne He HEMTOCPEICTBEHHO MPH 3aIlyCcKe 3apakeHHOro ¢aiina, a
IIPU BBI30BE MPOIIETYpPhI, COAEPIKaIllel KOl Iiepeiadun yIpaBieHus Ha Teno Bupyca. [Ipuyem
BBITIOJTHATHCS 3Ta MPOLEAYypa MOKET KpaliHe peko (Harmpumep, Ipu BHIBOJE COOOIIEHHS O KaKO-
mubo cnienuduyeckoii onrnOke). B pe3ynbrare BUpyc MOXKET TOATUe ToAbl "craTh'’ BHYTpHU (aiiia u
HPOSBUTH C€0sI TOJIBKO MPH HEKOTOPIX OIPAaHUUYEHHBIX YCIOBUSX.

K kareropuu "KoMIaHboH" OTHOCSTCSI BUPYCBI, HE U3MEHSIOIINE 3apaxaeMble (ailiibl. AIropuT™
paloThI 3TUX BUPYCOB COCTOUT B TOM, YTO JUIs 3apakaeMoro ¢ailia cozgaercs ¢ailn-a1BoiHUK,
IpUYeM IIPU 3aIlyCKe 3apaXeHHOTo (paiia yrpaslieHUEe [0JIy4aeT UMEHHO 3TOT ABOMHUK, TO €CTh
Bupyc. Haubosee pacnpoctpaneHbl KOMITAHBOH-BUPYCHI, HCHOJB3YIomIHe 0cooeHHoCcTh DOS nepriM
BBITIONHATE (aiutel ¢ pacmpenneM .COM, ecnii B 0JHOM KaTasiore MPUCYTCTBYIOT JiBa (aiiia ¢
OJIHUM H TeM e UMEHEM, HO Pa3nYHbIMU pactmpenusmMu umenu - .COM u .EXE. Takue Bupycs
coznarot s EXE-daiinos daiinpl-ClIyTHUKH, UMEIOIIHE TO K€ camoe uMs, HO ¢ pactmperueM .COM,
Hanpumep, st daiima XCOPY.EXE coznaercs daitn XCOPY.COM. Bupyc 3anucsiBaercsi B COM-
¢aiin 1 Hukak He m3menser EXE-daiin. [Tpu 3amycke Takoro ¢aitna DOS nepBbiM 00HapYXUT U
BeIoTHUT COM-aiiin, To ecTh BUpYc, KOTOPHIA 3aTeM 3amycTuT 1 EXE-daiin. Bropyto rpynmy
COCTABJISIIOT BUPYCHI, KOTOPBIE P 3apaKEHUN TIEPEMMEHOBBIBAIOT (Paiil B Kakoe-JIMO0 Ipyroe ums,
3alIOMUHAIOT €ro (IS MOCIEeYIONIEro 3ammycka aiiia-xo3s1uHa) 1 3aIHChIBAlOT CBOH KOJI Ha AUCK TI0
uMeHeM 3apaxaemoro (aiina. Hanpuwmep, daiin XCOPY.EXE nepenmenossiBaercst B XCOPY.EXD, a
Bupyc 3anuceiBaetcs mog uMmeneM XCOPY.EXE. [Ipu 3anycke ympaBieHHE MOTy4YaeT KO BUpyca,
KOTOPBIN 3aTeM 3amyckaeT opuruHaabHbIii XCOPY, xpansmuiics nox umerem XCOPY .EXD.
WHTepeceH TOT GakT, 4YTO JaHHBINA METOJ paboTaeT, MO-BUAUMOMY, BO BCEX ONEPAl]MOHHBIX CUCTEMAX.
B TpeThio Tpymiy BXOAAT Tak HasbiBaeMble "Path-companion™ Bupycel. OHuU THOO0 3aMHCHIBAIOT CBOM
KOJI 10T IMEHEM 3apakaeMoro (aiiia, Ho "Bbimie” Ha OJIMH YPOBEHb B MponuchiBaeMbIX myTsax (DOS,
TaKuM 00pa3oM, EPBbIM OOHAPYKUT | 3aMyCTUT (hailI-BUPYC), MO0 MEepeHOCAT (aii-KepTBy Ha
OJIMH TIO/IKATAJIOT BBIIIE H T.JI.

Bo3MOoxHO cyliecTBOBaHHE U IPYTHX TUIIOB KOMIIAHBOH-BHPYCOB, HCIIOIB3YIONUX HHBIE
OpPUTHHAIBHBIC UJIEU WM OCOOCHHOCTH APYIUX ONEPAUOHHBIX CHUCTEM.

daiinoBsie yepBu (WOIMS) SBIISIOTCS, B HEKOTOPOM CMBICIIE, PA3HOBHIHOCTBIO KOMIIAaHBOH-BUPYCOB,
HO IIPU ATOM HUKOUM 00pa3oM He CBA3BIBAIOT CBOE NMPHUCYTCTBUE C KAKMM-THOO BBITIOIHIEMBIM
daitnom. I1pu pa3MHOKEHHH OHU BCETO JIUIIL KOTIUPYIOT CBOM KOJI B KaKUe-TH00 KaTaloru AUCKOB B
Ha/IeXkKJIe, YTO ITU HOBBIE KOIUH OYAyT KOT/1a-1100 3amyIieHbl mojib3oBaTeneM. MHoraa 3Tu BUpychl
JIAl0T CBOMM KOIMSM "'crielualibHble’ HMeHa, YTOObI MOITOJIKHYTh [10JIb30BaTelsl Ha 3aIlyCK CBOEH
konuu - HarpumMep, INSTALL.EXE unmu WINSTART.BAT. CyiecTByIOT BUPYCHI-UEpBH,
UCTOJIb3YIOLINE JOBOJIBHO HEOOBIYHbIE TPUEMBI, HATIPUMEP, 3aMHCBHIBAIOIINE CBOU KOIIMU B apXUBbI



(ARJ, ZIP u npoune). HekoTopbie BUPYCHI 3alMCHIBAIOT KOMAHTy 3allyCKa 3apaKeHHOTO (aiiia B
BAT-aiinsl. He cienyet myrath ¢aiiioBsle BUPYChI-UYepBU C CETEBBIMU uepBIMU. IlepBbie
UCHOJB3YIOT TOJBKO (hailioBble PYHKIIUU KaKOW-TNO0 ONepalluOHHON CUCTEMBI, BTOPBIE K€ MPU
CBOEM Pa3MHOKEHHUH MOJIb3YIOTCSl CETEBBIMH MPOTOKOJIAMH.

Link-Bupychl, Kak 1 KOMITAHLOH-BUPYCHI, HE U3MEHSIOT (PU3MYECKOTO COACPKUMOTO (DaiiioB, OHAKO

[IpH 3ammycKke 3apakeHHoro ¢aitna "3actaBistor” OC BBHINOIHUTH CBOM KOJ. DTOM LIETTH OHU JI0CTUTAI0OT

Mo uuKaIueit HeoOX0IMMBIX MMoJieH (haliIOBOM CHCTEMBI.

Bupycsl, 3apaxaroniyie OOINOTEKN KOMIUIATOPOB, 0OBEKTHBIE MOJYIIH U UCXOAHBIE TEKCTHI

MporpamM, J0CTaTOYHO SK30THYHBI M TIPAKTHYECKU HE pacpocTpaHeHbl. Bupycsl, 3apaxaromue OBJ-

u LIB-daiinel, 3anuceBatoT B HUX CBO KO B hopMaTe 0OBEKTHOIO MOJTYJIsl MM OMOIUOTEKH.

3apakeHHbBIN (haiii1, TAKUM 00pa30M, HE SBIISICTCS BBITIOIHSAEMBIM U HE CIIOCOOCH Ha JalibHEHIee

pacmpocTpaHeHUe BUpPyca B CBOEM TeKyIleM coctosiHuu. Hocutenem ke ">XuBOro" Bupyca CTAaHOBUTCS

COM- unmu EXE-aiin.

[Tosryuus ympaBnenwue, GpailoBbIii BUPYC COBEPIIACT CIEIYIOIINE OOIIHe NeHCTBHUS:

- TPOBEpSET ONEPATHBHYIO MAMATh HA HATWYHE CBOCH KOUU M UHPUIMPYET MaMATh KOMIIBIOTEPA,
ecJIM KOTIMs BHpYca He HaiiieHa (B ciyyae, €Clii BUPYC SIBISCTCS PE3UCHTHBIM), HIIET
He3apaKeHHbIE (ailibl B TeKyIleM U (M) KOPHEBOM KaTajore IyTeM CKaHUPOBaHUS JiepeBa
KaTaJIoOTOB JIOTHYECKUX JAUCKOB, a 3aTeM 3apaxkaeT 0OHapyXeHHbIe (ailibl,

- BBINOJIHSACT JIOTIOJIHUTEINbHBIE (€CJIM OHU €CTh) QYHKIMH: TECTPYKTUBHBIC JICHCTBUS, TpadHuecKue
WK 3BYKOBBIC (G EKThI U T.1. (IOMOJHUTEIbHBIC GYHKIIHHA PE3UICHTHOTO BUPYCa MOTYT
BBI3bIBAThCS CITYCTSI HEKOTOPOE BpeMs MOCIie aKTUBU3ALMU B 3aBUCUMOCTH OT TEKYILIET'0 BPEMEHH,
KOH(UTYpalliy CUCTEMBbI, BHYyTPEHHUX CUETYMKOB BUPYCa WM APYTUX YCIOBUM, B 3TOM Cllyyae
BHPYC IIPU aKTUBHU3AI[MU 00pabaThIBaeT COCTOSIHUE CUCTEMHBIX YaCOB, YCTAaHABIUBAET CBOU
CUETYHKHU U T.1.);

- BO3BpalllaeT YIpaBJeHUE OCHOBHOM MporpaMme (eciii oHa ecth). [lapa3utudeckie BUPYChl IPU
3TOM JIM0O0 JieyaT (a1, BHIMOIHSIOT €0, a 3aTeM CHOBA 3apa)KaroT, MO0 BOCCTAHABIUBAIOT
nporpammy (Ho He aiin) B ucxomanom Buze (Hanpumep, y COM-mporpaMMbl BOCCTaHABIMBACTCS
HECKOJIBKO IepBbIX 0alT, y EXE-nmporpaMMel BeIuKCIIss€TCS UICTUHHBIN CTapTOBBIN ajpec, y
JpaiiBepa BOCCTAHABJIMBAIOTCS 3HAUCHHUS aJ[PECOB IPOrPAMM CTPATETUHU U IIPEPBIBAHMS).

Heo6xo1umMo 0TMETHUTD, UTO YeM OBICTpee pacpoCTpaHsIeTCs BUPYC, TEM BEpOSITHEE BOSHUKHOBEHHE

SMUJEMHHU ITOTO BUPYCA, YEM MEUICHHEE PAcIpOCTPaHIETCsl BUPYC, TEM CIOXKHEE €ro 0OHaApYKUTh

(ecyn, KOHEYHO K€, ITOT BUPYC Hen3BecTeH). HepesnaeHTHbIE BUPYCHI YaCcTO SBIISIOTCS

"MeJUIEHHBIMH'' - OOJIBIITMHCTBO U3 HUX MPH 3aIyCKe 3apa)kacT OJWH WM ABa-Tpu (aiina u He

yCIIeBaEeT 3aM0JIOHUTh KOMITBIOTED JI0 3allyCKa aHTHBUPYCHOM MPOTrpaMMbl (MK MOSIBIICHHS HOBOM

BEPCUM aHTUBUPYCA, HACTPOCHHOM Ha JaHHbII BUpYc). CyIIeCTBYIOT, KOHEYHO K€, HEPE3UICHTHbIC

"ObICTpBIe" BUPYCHI, KOTOPHIE MPH 3aITyCKE UIYT U 3apakaloT BCE BBIMOIHIEMbIE (hailiibl, O THAKO

TaKye BUPYChl OYEHb 3aMETHBI: IIPU 3aITyCKe Ka)K/I0TO 3apaskeHHOTO (paiiyia KOMIIBIOTEP HEKOTOPOE

(MHOT'/Ia TOCTATOYHO JIOJT0€) BPeMsi aKTHBHO PabOTaeT C BUHYECTEPOM, UTO JIEMACKUPYET BHPYC.

CkopocTh pacripoctpaneHus (MHGHUIIMPOBAHMUS) Y PE3UICHTHBIX BUPYCOB OOBIYHO BBIIIC, YEM Y

HEPE3UACHTHBIX - OHU 3apakaroT (aiyibl MU KaKUX-IM00 oOpalleHusx K HUM. B pesynbraTe Ha 1ucke

OKa3bIBAIOTCS 3apaKCHHBIMH BCE MJIHM ITOYTH BCe (ailiibl, KOTOPHIE IIOCTOSHHO MCIIOJB3YIOTCS B

pabote. CkopocTh pacrpocTpaneHus (MHPHUIUPOBAHUS) PE3UICHTHBIX (DailIoBBIX BUPYCOB,

3apakaronux (Gpanssl TOIBKO IPU MX 3aIIyCKE Ha BHIMIOJIHEHHUE, OYyIET HIDKE, YeM Y BUPYCOB,

3apakaronux (aissl ¥ MPU UX OTKPHITUH, IEPEUMEHOBAHUH, U3MEHEHUH aTpUOyTOB daiina u T.J.

Takum 006pa3oM, OCHOBHBIE JE€CTPYKTHBHBIE ICHCTBHS, BBINOIHsAEMbIE (aiiJIOBBIMH BUPYCAMHU,

CBSI3aHBI C TOpaKeHUEM (aiiiIoB (Yalie UCTIONHIEMBIX WK (aiIoB TaHHBIX), HECAHKIIMOHUPOBAHHBIM

3aITyCKOM Pa3JIMYHBIX KOMaH/ (B TOM 4YHclie, KOMaH (OPMAaTHPOBAHMSI, YHHUYTOXKEHUS, KOTUPOBAHUSI

H T.11.), ©3MCHEHUEM TaOJIHIIbI BEKTOPOB MPEPBIBaHKI M Jp. BMecTe ¢ TeM, MOTYT BBITTOIHSITHCS U



MHOTHE I€CTPYKTUBHBIE IEUCTBUSA, CXOAHbIE C TEMHU, KOTOPBIE YKA3bIBAJIUCH AJIS 3arPy30UHBIX

BHUPYCOB.

MakpoBupycer (Macro Viruses) siBISIOTCS TpOrpaMMaMu Ha si3bIKax (Makpos3bIKax), BCTPOCHHBIX B

HEKOTOPBIE CUCTEMBI 00PaOOTKHU TaHHBIX (TEKCTOBBIC PEAAKTOPHI, ANEKTPOHHBIC TAOIHIBI U T.1.). Jli1s

CBOET0 Pa3MHOXEHHUS TaKH€ BUPYChI UCTIOIb3YIOT BO3MOKHOCTH MAKPOSI3bIKOB U MPU UX MTOMOIIU

MEPEHOCHT ce0sl U3 OJTHOTO 3apaKeHHOTo (aiiaa (I0KyMeHTa Uik TabmuIbl) B apyrue. Hanbosbiinee

pacnpocTpaHeHHe MOJYIHIA MaKpPOBHPYCHI TS TakeTa MpukiaaaHbx mporpamm Microsoft Office.

Jlist cyliecTBOBaHUSI BUPYCOB B KOHKPETHOM crcTeMe (perakTope) HeoOX0[MMO HaTHIne

BCTPOEHHOI'0 B CUCTEMY MAKPOSI3bIKa C BOZMOXKHOCTSIMMU:

1) npuBS3KH IPOTrpaMMbI Ha MAKPOS3bIKEe K KOHKPETHOMY (haiiy;

2) KOIMPOBaHKsI MAKPOTIPOrpaMM M3 OJTHOTO (aiiia B Ipyroi;

3) mosy4eHusl YIpaBJIeHUsT MaKpOIIPOrpaMMoil 0e3 BMEIIaTeIbCTBA MMOJIb30BATENs (aBTOMATHYECKHIE

WU CTaHJIAPTHBIC MAKPOCHI).

JlaHHBIM YCIIOBHUSIM YIOBIIETBOPSIOT MpUKIIaHbIe Tporpammbl Microsoft Word, Excel u Microsoft

Access. Onu coaepxar B cede makposi3siku: Word Basic, Visual Basic for Applications. ITpu stom:

1) MakpomporpaMMbl IPUBSI3aHbI K KOHKPETHOMY (hailily HJIM HaXOIsATCsS BHYTpH (aiina,;

2) MaKpOsI3bIK O3BOJISICT KOTIMPOBAThH (hailyibl MM NIEpeMeIIaTh MaKpOIIPOrPaMMBI B CITy)KEOHBIC

(ailsbl CUCTEMBI U peakTUpyeMble (paibl;

3) npu paboTe ¢ GaiiioM NMpH OTPENIENICHHBIX YCIOBUAX (OTKPBITHE, 3aKPBITHE H T.JI.) BBI3BIBAIOTCS

MaKpomporpamMMsl (€ciii TAKOBBIE €CTh), KOTOPbIE OMPEACICHBI CIEIHATbHBIM 00Pa30M UIIH UMEIOT

CTaHJapTHHIE UMEHA.

JlanHast 0cOOEHHOCTh MaKpOSI3bIKOB MpEAHAa3HAUEHA JIJIsl aBTOMAaTH4YeCKO 00pabOTKU JaHHBIX B

OO0JIBIINX OPTaHU3ALMSIX WK B TJI00ATBHBIX CETSAX U MO3BOJIIET OPraHU30BaTh TaK HAa3bIBAEMBIi

"aBTOMATU3UPOBAHHBIN JOKyMeHT0000poT". C ApYroi CTOPOHBI, BO3MOXKHOCTH MaKpOS3bIKOB TaKUX

CHCTEM I03BOJISIIOT BUPYCY IEPEHOCUTH CBOU KOJ B JIpyrue (pailibl 1 TaKUM 00pa3oM 3apaxarhb UX.

BoJIbIIMHCTBO MAaKPOBUPYCOB aKTHBHBI HE TOJIBKO B MOMEHT OTKPBITHS (3aKpBITHSI) (aiiia, HO 0 TeX

op, MOKa aKTUBEH caM penakTop. OHU coepkaT Bce CBOM (DYHKIIUHU B BHJIE CTAHIAPTHBIX MAaKPOCOB

Word/Excel/Office. CymecTBytoT, 0JJHaKO, BUPYChI, HCIOIB3YIOIIHE MPUEMbI CKPBITHSI CBOETO KOJa U

XpaHsIMe CBOM KOJ B BUJIE HE MaKpocOB. VI3BECTHO Tpu MOJOOHBIX IPUEMA, BCE OHU MCIOIb3YIOT

BO3MOXXHOCTb MaKpOCOB CO3/1aBaTh, PEJAKTUPOBATh U UCIIOJIHATH Apyrue Makpocsl. Kak npasuiio,

N0JI0OHBIC BUPYCHl KIMEIOT HEOOIIBIOH (MHOT/Ia - ITOIMMOP(QHBIN) MaKpOC-3arpy34rK BUpPYCa,

KOTOPBIN BBI3BIBAET BCTPOCHHBIN PEJAKTOP MaKpOCOB, CO3/1a€T HOBBIM MAKpPOC, 3all0OJIHSIET €ro

OCHOBHBIM KOJIOM BHPYCa, BBITIOJHSCT U 3aTe€M, KaK IPaBUIIO, YHUYTOXKAET (4TOOBI CKPBITH CIIE/bI

nprcyTcTBUs Bupyca). OCHOBHOM KO/ TAKMX BUPYCOB IMPHUCYTCTBYET JIMOO B CAMOM MaKpoce BUpyca B

BHUJI€ TEKCTOBBIX CTPOK (MHOT/IA - 3aIM(POBAHHBIX), THOO XPAHUTCS B 00JIACTH TIEPEMEHHBIX

JIOKYMEHTA.

K cereBbIM OTHOCATCSI BUPYCHI, KOTOPBIE 111 CBOETO PACIPOCTPAHEHUSI aKTUBHO MCIOJIb3YIOT

IIPOTOKOJIBI U BO3MOKHOCTH JIOKAJIBHBIX U TJ100abHbIX ceTeil. OCHOBHBIM MPUHIMIIOM PaOOThI

CETEBOT0 BHpYCa ABJSAETCS BO3MOKHOCTh CAMOCTOSITENILHO NIepeiaTh CBOM KOJI Ha yAaJleHHBINH cepBep

unu padouyro ctaniuio. ' T[lomHOIEHHBIE" CETEBBIE BUPYCHI MPU STOM 00JIAAI0T €I11€ ¥ BO3MOKHOCTHIO

3alyCTUTh HA BBIMOJIHEHUE CBOM KOJI Ha YAAJIEHHOM KOMITBIOTEPE WM, IO KpaHEl Mepe,

"MOATOJIKHYTH' TI0JI30BATENS K 3aITyCKY 3apakeHHOTO (haiina.

BpenonocHsiMu porpammamiu, odecrieunBatonmmu ocymiectsienue HCJl, MoryT ObITh:

- TporpaMMbl o00pa U BCKPHITHS ApoJIei;

- IIpOrpamMmbl, pCaIn3yOIIUC YIPO3bI,

- IPOrpaMMbl, IEMOHCTPUPYIOIIHNE UCIIOJIb30BAHUE HEACKIAPUPOBAHHBIX BO3MOKHOCTEN
IpOrpaMMHOTO U MporpaMMHo-anmnapatHoro odecneuernus UCIIH;

- MOPOrpaMMbI-T€HEPATOPbl KOMIIBIOTEPHBIX BUPYCOB;



- TIpOTpaMMbl, JEMOHCTPHUPYIOUINE YI3BUMOCTHU CPEJICTB 3AIIUTHI HHPOPMALIUH H JP.

5.6. O0uias xapakTepucTUKA HETPAIUIIMOHHBIX HH(OOPMALIMOHHBIX KAHAJIOB

HerpaauumonHslii ”HPOPMALIMOHHBINA KaHaJI - 3TO KaHaJl CKPBITHOM nepenadn nH(opMaum ¢
UCIIOJIb30BaHUEM TPAIUIIMOHHBIX KAHAJIOB CBSI3H U CIIELUAIBHBIX IPeo00pa3oBaHMii epeaaBaeMoit

MH(pOpMaLIHY, HE OTHOCALIMXCS K KpUNTOrpaduecKuM.
s hopMupoBaHMs HETPAAUIIMOHHBIX KAHAJIOB MOT'YT MCIOJIB30BAThCS METO/IbI!

- KOMIIBIOTEpHOU cTeranorpaduu,

- OCHOBAaHHBIC HA MAHUITYJIAIHNU Pa3JINYHBIX XapaKTCPUCTUK I/ICH]_IH, KOTOPBIC MOXKHO I10JIy4aTb

CaHKI[HOHHUPOBAHHO (HAIIPUMEDP, BpeMEHH 00pabOTKH Pa3IMYHbIX 3aIPOCOB, 00HEMOB JOCTYITHOM
NaMSTH WIH AOCTYIHBIX JIJISl YTCHUS UACHTH(GUKATOPOB (GaiiiIoB WIIH MPOLIECCOB U T.I1.).

MeTo1pI KOMITBIOTEPHON CTeraHorpaguu npeaHa3HaueHbl sl CKPBITHS (pakTa rnepenadu cooO1eHus

MyTeM BCTPaMBaHUsI CKpPbIBAEMOi HH(POpMAIIUKU BO BHEIIHE 0e300MIHbIC JaHHbIE (TEKCTOBEIE,

rpaduUecKue, ayIuo- WK BUACO(aibl) U BKIIOYAIOT B ceOs ABE IPYIIbI METO0B, OCHOBAHHBIX:

- Ha MCMOJIb30BAaHUH CIIEUAIBHBIX CBOMCTB KOMIIBIOTEPHBIX ()OPMATOB XpaHEHUS U Mepeaadn

NAaHHBIX

- Ha U30BITOYHOCTH ayAHO-, BU3yaTbHOU MM TEKCTOBOW MH(OPMALIUU C TIO3UIIUH

NCUXO(PHU3HOIOTUYECKHX 0COOCHHOCTEN BOCIIPUSTHUS YEIOBEKA.

CpaBHUTeNbHAs XapaKTEPUCTUKA CTETraHOTpahUIECKUX METOI0B
npeoOpazoBaHus HHGOPMAITTH

B HAaUMEHBIINX
3HayYamx ourax

HaMCHBIINEC 3HaYaIue OUTHI

HCXOJIHOI0 curHajia. B kauectBe

nepenaun coodbuenus. Huzkas

YCTOWYMBOCTb K MCKa)KECHUSIM.

Creranorpagu- Kpatkass ~ xapaxrepucTuka Henocratku [Ipeumymecrra
YEeCKUHN METOJT MeToa

Mertoabl COKpBITHS HH)OPMAIINH B ayJHOKOHTEHHEepax

Merton cokpeITUs OcCHOBaH Ha 3allUCH  COOOIIEHNS B Hesricokas CKPBITHOCTb JlocTaTouHo

BBICOKAsl EMKOCTb
KOHTelHepa (10

pa3OuBaeTcst HAa  TIOCIIEAOBATENb
HOCTb CErMEHTOB, COOOILEHUE
BCTpPaMBaeTCs MyTeM MOAN(PHUKAIIN
(a3l TEepBOTO CETMEHTA

KOHTelHepa UCTIONB3yeTcs], Kak | Mcronb3yercs TONbKO 1S 25%)
MPaBUJIO, HECKATHIA ~ ayTUOCHTHA orpezieneHHbIX  (opmaToB
aymodaiiion
Merton COKpBITHS OCHOBaH Ha TeHepalyy NCeB0 Huzkwuii kosddunment CpaBHUTENBHO
Ha OCHOBE CIly4alHOro  IIyMa, SIBIISIFOIIETOCST | MCIIOJIBb30BAHUS BBICOKasI
pacripeneneHus (hyHKIMEH BHEAPIEMOro cooOIieHns, | KOHTeiHepa. CKPBITHOCTh
TIO CIIEKTPY " TTOJIMEIINBAHUH 3HauNTEIbHBIC cooluIieHus
TMIOJIYYEHHOT'0 IIyMa K OCHOBHOMY BBIYHCIUTEIbHBIC
CUT'HATy- KOHTEIHepy B KauecTBe 3aTpaThl
aqIUTUBHOU COCTAaBJIAIOIIEN.
Konupoanue moTokoB MH(pOpMAIN
MyTEM  PaCCESTHUS KOIMPOBaH
HBIX JAHHBIX IIO CIIEKTPY YacTOT
Meton COKpBITHS OcHoOBaH Ha ncnons3oBaHud B | Huskwmii koappunment CpaBHHUTENBHO
Ha OCHOBE Ka4yecTBe LIyMOIIOI00HOT0 UCTIONb30BaHMS BBICOKas
UCTIONb30BaHMs CHI'HaJIacaMoro ayAnOCUrHaa, KOHTeHHepa. CKpPBITHOCTb
9X0-CHUTHaNIa 3aJIep)KaHHOTO HA  pa3IM4HbIe 3Ha4NTEIbHBIE COOOIIeHNSA
nepruoAabl BPEMEHHU B 3aBUCUMOCTHU BBIYUCIIUTCIIBHBIC
OT BHEIIPSIEeMOro COOOLICHUS 3aTpaThl
(" mo3BoHOUHOrO 9Xa")
Mertoz COKpbITHS OcHoBaH Ha (p)akTe  HEYyBCTBUTENb | MaJblil KO3 puIeHT Oo6nanaer
B (ha3e curHaia HOCTH yXa YeloBeKa K UCTIONIb30BaHMS 3HAYUTEITHHO
a0CONIOTHOMY 3HaYEHHIO (ha3bl KOHTelHepa 6osiee BBICOKOM
TapMOHHK. Aynuocuraan CKPBITHOCTEIO,

YeM METOBI
cokpsitust B H3b




MGTOZ[BI COKPBITUA I/IH(I)OpMaHI/II/I B TCKCTOBBIX KOHTCfIHean

Mertoz COKpBITHS OcHOBaH Ha BCTaBKE IPOOEIIOB B Merozpt YYBCTBUTENBHBI K | JlocTaTouHO

Ha OCHOBE KOHIIE  CTPOYEK, IOCIIe 3HAKOB MIEpeHOCY TeKCTa M3 OJTHOTO GomnpIIast

npoOeroB NpeNUHAHUS, MeKIy CJIOBaMH IIpH | opmaTa B JPYTOM. TIPOITyCKHAs
BBIPABHUBAHUH JUTMHBI CTPOK Bo3moxHa motepst  cooOIIeHwSI. CIIOCOOHOCTB

Hesricokas CKPBITHOCTh

Metox COKpBITHS OCHOBaH Ha TOM, YTO TIpaBHiIa OueHb HU3Kasi  TPOITYCKHAS CymectByer

Ha OCHOBE MYHKTYalluk JIOMYyCKAaroT CIOCOOHOCTb. MOTEHIUATIbHAS

CHHTAKCHYECKUX HEO/IHO3HAYHOCTH TIPH CnoxxHOCTb JETCKTUPOBAHUS | BO3MOXKHOCTb

oco0eHHocTER paccTaHOBKE 3HAKOB co001IeHNS nono0path

TeKcTa HpEeNUHAHUA TaKol MeTox.

Metoz coxpeiTus OcHoBaH Ha BctaBke uH(popManuu B | CiioxkeH MpUMEHHUTENbHO K | OfuH U3

Ha OCHOBE TEKCT TPH HOMOIIH PYCCKOMY SI3BIKY B CBSI3H C Haubosee

CHHOHUMOB YepeZ0BaHuUs CIIOB U3 KaKOW-THO0 OonpIIIM  pa3HOOOpazueM HEePCIEKTHBHBIX
TpYyNIbl  CHHOHUMOB OTTEHKOB B Pa3HBIX CHHOHHMMax METO/IOB.

Merton COKpBITHS
Ha OCHOBE
UCTIONIb30BaHMS
omuooK

OcHOBaH Ha MaCKUpPOBKE
MH()OpPMALMOHHBIX OMTOB IO
€CTECTBEHHBIE  OIIMOKH, OTIEYaTKH,
HapyIICHWS NPaBWJ  HAIWCAHUS
COYETaHUH TJIACHBIX M COTJIACHBIX,

Hesricokas
MPOITyCKHAs
CITOCOOHOCTD.
BricTpo BckpEIBaeTCs
TIPU CTATUCTHIECKOM

Becema npoct B
TIPUMEHEHNH.
Bricokas
CKPBITHOCTB TIPH
aHam3e

3aMeHEe KMPWLIMIBI HA aHAJOTHYHbIC | aHann3e YEITOBEKOM
10  BHEIIHEMY BUIY
JATHHCKUE OYKBHI H Jp.
Mertoz COKpBITHS OcHOBaH Ha T€HepaLi TEKCTOBOIO Hesbicokas CKpBITHOCTB
Ha OCHOBE KOHTEHHepac UCHOIb30BaHUEM MPOITyCKHasI omnpezaensercs
TeHEepaIn Habopa mpaBuI MIOCTPOCHUS CIOCOOHOCTB. MEeTOAaMU
KBa3UTEKCTa MIPEUIOKEHUH. Hcnonezyercs beccMbICIEHHOCTD mM(ppoBaHUs U,
CUMMETPUYHAs Kpunrorpagus CO3/JaHHOT'0 TEKCTa KaK IpaBuIIo,
BC€CbMa BBICOKaA
Meron cokphITHs OcHoBaH Ha BcTaBke uH(popMaluu 3a | JIerko BeIABISCTCS Bricokwii
Ha OCHOBE CUeT W3MEHEHMs THIla  WWpU(Ta W | IpH NpeoOpa3oBaHUH KO3 PUIIEHT
HCTIONb30BaHUS pasmepa  OyKB, a TaKKe Ha Macmrada JJOKyMeHTa, UCTIOJIB30BaHUSA
ocoOeHHOCTEN BO3MOXKHOCTHU BCTpauBaHUs IIPU CTATUCTUYECKOM KOHTelHepa
mpudra nH(opManuy B 6JIOKH CHEN3BECTHBIMHU | CTEroaHasn3e
Uit Opay3epausieHTUPHUKATOpaMHU
Meton COKpBITHS OcHOBaH Ha pa3MelIeHUH Hwuskast CkpbITHOCTB IIpoct B
Ha OCHOBE nHpopmanuy B IIPU U3BECTHOM TIPUMEHEHUN
HCTIONB30BaHUs 3ape3epBUPOBAHHBIX U ¢dopmate daiina
KOJia IOKyMEHTa HENCIIOJIb3YEMBIX MOJISIX
u daiina TIEPEMEHHON JUTHHBI
MeTtoa COKpBITUS OcHOBaH Ha U3MEHEHUH Huskas nponyckHas IIpoct B
Ha OCHOBE 3HA4YEHU CJIOB CIOCOOHOCTD. ¥Y3KO NIPUMEHEHNN
UCTIONb30BaHMS CHELaIN3UPOBAH.
KaproHa Huzkas cKkpeITHOCTB
Mertoz COKpBITHS OcHOBaH Ha TeHepalyy TeKCTa - CnoxxHOCTb HocratouHo
Ha OCHOBE KOHTeHHepa ¢ (OpMHUPOBaHUEM CIIOB | GOPMHUPOBAHUA BBICOKAsI
HACIIONb30BaHUSA ONpEAEIECHHON AJINHBI KOHTEWHepa U CKPBITHOCTb IIPH
YyepenoBaHUs IO U3BECTHOMY coo0meHus aHalm3e
JUTMHBI CJIOB MIPaBUITy KOTUPOBAHUS YeJIOBEKOM
Merton COKpBITHS OcHOBaH Ha BHEJIpEHUU CnoXHOCTb Haet 6oibl11yt0
Ha OCHOBE COOOIIEHNS B TIEpBhIe COCTaBJICHUS cBoOoy BBIOOpa
HCTIONb30BaHUs OYKBBI CJIOB TEKCTa C coobmenus. Huskas oreparopy,
MIEPBBIX OYKB 1o100poM CIIOB CKPBITHOCTb MIPUIYMBIBAIOLIEMY
cooO11eHHs cooO1eHue

Mertonp! cOKpBITHS MH(GOPMALUK B TpaduuecKux KOHTeHHepax




Meton COKpBITHS
B HAaUMEHBIINX
3HavYaIMX OnTax

OcHOBaH Ha 3aIKCU
COOOIIEeHNS B
HaMMEHbIIIHNE 3HAYAIIHE
OWUTBI UCXOIHOTO

Hesricokas
CKPBITHOCTP TIepeaavn
coobmenuns. Huskast
YCTOMYHBOCTB K

Jocrarouno
BBICOKasI €MKOCTb
KOHTeliHepa (10
25%)

H300paskeHUS HCKa KSHHUSIM
Merton COKpBITHS OcHOBaH Ha peIyKIUH [pumensiercs CpaBHHUTEIBHO
Ha OCHOBE (3ameHe) 1BETOBOM NPEUMYIIECTBEHHO K BBICOKast eMKOCTb
MoAU(pUKAIUIH HaJUTPBI U CHKaThIM M300paKeHUSIM. KOHTeitHepa
HHIEKCHOTO YIOPSAAOYNBAHHUH L[BETOB Hesricokast
¢dopmata B TIHKCEJISX C CKPBITHOCTb IIepeiaunt
HpeCTaBICHHS COCEIHIMH HOMEpaMH cooOIIeHHs

Metoz coxpeITus

OcCHOBaH Ha ITOMCKE C TPUMECHCHUEM

CoXHOCTh PacyeToB

Y cTONYnBOCTh K

Ha OCHOBE
BEUBIIET-
npeoOpa3oBaHus

0COOCHHOCTSIX
BCHBJICT-
npeoOpa3oBaHuit

Ha OCHOBE ABTOKOPPEISIIIMOHHON  (PYHKIIMN OOJIBIIIMHCTBY
UCTIONTb30BAHMS obnacreif, copepKalux CXOIHbIE HEJTUHCHHBIX
ABTOKOPPEIISITH- JTAaHHBIC npeoOpa3oBaHUit
OHHOH (QyHKIUH KOHTelHepa
MeTom COKPBITHS OCHOBaH Ha MOJYJISAIIUU Hwuskas To4HOCTH Jocratouno
Ha OCHOBE TICEBIIOCITYIaiHOTO JICTEKTUPOBAHMUSL. BBICOKAs
HCTIOB30BaHUS CUTHAJIa CHTHAJIOM, Uckaxxenus CKPBITHOCTB
HEITMHEHHOMN COJICPIKAIIIM CKPBIBAEMYIO cooluIeHns
MOTYJISIIHA HHPOPMAIIIO

COOOIIIEHNS

MeTton COKpBITHS OCHOBaH Ha MOIYISIIIUU Huskast TouHOCTB Hocrarouno
Ha OCHOBE TICEBIIOCTYIaHOT O JIETeKTUPOBAHMSL. BBICOKAs
HCTIOTB30BaHU CUrHaJia OUTIOISIPHBIM UckaxeHus CKPBITHOCTD
3HAKOBOH CHUTHAJIOM, COJCPIKaIM cooOmeHus
MOIyJISAIHA CKpPBIBaEMYIO HH(OPMAIIHIO

co001IeHNsS

Meton COKpBITHS OcHOBaH Ha CoXHOCTh PacyeToB Bricokas

CKPBITHOCTb

Meton COKpBITHS
Ha OCHOBE
UCTIONIb30BaHMS
JIMCKPETHOT'O
KOCHHYCHOTO
npeoOpa3oBaHUs

OcHOBaH Ha
0COOEHHOCTSIX
JIACKPETHOTO
KOCHHYCHOTO
npeoOpa3oBaHusL

C10XHOCTh pacueToB

Bricokas
CKPBITHOCTD

B HETPpAAUIIUOHHBIX I/IH(I)OpMaLII/IOHHLIX KaHaJlaX, OCHOBAHHBIX Ha MAHUITYJIAIHUU PA3JIUIHBIX

xapakrepucTtuk pecypcos MCII/IH, ncnosp3yrorcs A nepefayu JaHHbIX HEKOTOPBIE pa3aeiseMble

PECYPCHI. HpI/I 9TOM B KaHaJIaX, UCIHOJIb3YIOIHUX BPEMCHHBIC XapaKTCPUCTUKU, OCYILHCCTBIISICTCA

MO TYJTSAIIHSI TI0 BPEMEHH 3aHSITOCTH pas3ziesiieMoro pecypca (Hampumep, MOIYJIUpPYsI BpeMs 3aHSITOCTH
IPOLIECCOPa, MPUIOKEHHUSI MOT'YT OOMCHHUBATHCS JTAHHBIMH).
B xaHanax mamsTH pecypc MCIOJb3yeTCs Kak MPOMEKYTOUHbIH Oydep (Hanmpumep, MPUI0KESHUS
MOTYT 0OMEHHMBATHCS JIAHHBIMU IIYTEM ITOMEIICHHUS UX B UMEHA CO3/1aBacMbIX (DaiJIOB U AUPEKTOPHIA).

B kananax 6a3 JaHHBIX U 3HAHUI HCTIOJIB3YIOT 3aBUCHMOCTU MCXKIY JaHHBIMU, BO3SHUKAIOIIUMHU B

PEIIOUOHHBIX Oazax JaHHBbIX U 3HAHUH.

Herpanuimonnsie ”HPOPMAIMOHHBIE KaHAIBI MOTYT OBITH C(OPMHUPOBAHBI HA PA3THYHBIX YPOBHSIX
¢ynkumonupoBanus MCI1/IH:

- Ha anmnapaTHOM ypOBHE;

- Ha YPOBHE MUKPOKOJOB U IPaiiBEPOB YCTPOUCTB;

- Ha YpOBHE OINEpPALUOHHON CUCTEMBI;

— Ha YpOBHC MMPHUKJIAAHOT'O0 POTpaMMHOT0 O6CCH€‘ICHI/IH;




- Ha ypoBHE ()YHKIIMOHUPOBAHUS KAHAJIOB MEpPEIayy JAHHBIX U JTUHUH CBSI3U.

DT KaHaIbl MOTYT UCTOJIL30BATHCS KaK IS CKPHITON TIepeaun CKOMUPOBAHHOW HH(OPMAIIUH, TaK U
JUIsl CKPBITHOM Tepefaund KOMaH 1 Ha BBIMIOJIHEHHUE JECTPYKTUBHBIX ACHCTBUM, 3alycKa MPUIT0KEHUH U
T.10.

st peanu3anyy KaHaloB, KaK MPaBUII0, HEOOXOUMO BHEIPUTH B aBTOMATU3UPOBAHHYIO CUCTEMY
MPOTrpaMMHYIO HJIH TIPOTPaMMHO-aIIapaTHYIO 3aKJIaJIKy, 00ecIeunBaroIyo GopMupoBaHue
HETPaJMIIMOHHOTO KaHaJa.

Herpaaumnumonnsiii ”HGOPMAIIMOHHBIA KaHAT MOXET CYIIECTBOBATh B CUCTEME HEMIPEPHIBHO HIIN
AKTUBU3UPOBATHCS OJHOPA30BO WIIM 10 3a/IaHHBIM yCIOBUSAM. [Ipr 3TOM BO3MOXKHO CYIIIECTBOBAaHUE
obpatHoii cBsi3u ¢ cyobekTom HC/I.

5.7. O0111ag XxapaKTEpUCTUKA PE3YALTATOB HECAHKIIMOHUPOBAHHOI'O MJIM CIAYYAHHOr0 JOCTYyNIa

Peammzanus yrpo3 HCJI k mHpOpManny MOKET MPHUBOIAUTH K CIEAYIONINM BUAM HapyIICHHS e

0€30MacHOCTH:

- HapylICHHIO KOH(DUICHIIMATBHOCTH (KOMPOBAHUE, HEPABOMEPHOE PACIIPOCTPAHCHUE);

- HapYIICHHIO IIEIOCTHOCTH (YHUYTOKCHUE, U3MEHEHHE);

- HapYIEHHIO JOCTYIHOCTH (OJOKHPOBAHUE).

Hapymenne KoHpHUAESHIINATEHOCTH MOXKET OBITh OCYIIECTBIICHO B CIIy4ae YTeUKH MH(DOpMAIUK:

- KONHMPOBAHUS €€ Ha OTUY>KAaeMble HOCUTEIN HHPOPMALUH;

- Iepeiayu ee Mo KaHajaM Mepeadyu JaHHbIX;

- IIpU IPOCMOTPE WM KOMTUPOBAHHUM €€ B XOJ€ PEMOHTA, MOAU(DUKALINY U YTUIM3ALUN
IPOrpaMMHO-AINapaTHBIX CPEACTB;

- mnpu "cbopke mycopa' HapymmTeneM B pouecce skcruryaranuu MCIT/IH.

Hapymenue neiaocTHoCcTH HHOPMALIUK OCYIIECTBIISIETCS 3a CUeT BO3ACHCTBUS (MOAM(HKAIMN) Ha

IPOrpaMMBbl | IaHHBIE MTOJIH30BATENS, @ TAKKE TEXHOJIOTHIECKYIO (CHCTEMHYI0) HH(OPMAIIHIO,

BKITIOYAOTYFO:

- MHUKpONPOTIPAMMBI, JaHHBIE U JpaiiBepa yCTPONUCTB BBIUUCIUTEIBHOW CHCTEMBI,

- TpOrpaMMbl, JaHHBIE U IpaliBepa yCTPOHUCTB, 00ECTICUNBAIOIINX 3arpy3Ky ONepallHOHHON
CHCTEMBI;

- TMPOrpamMMbI U IAaHHBIC (IECKPUIITOPBI, OTUCATENH, CTPYKTYPBI, TAOIHIIBI U T.J1.) OTIEPALUOHHO
CHCTEMBI;

- TIporpaMMbl U JaHHBIE IPUKIIAJIHOTO IPOrPAMMHOTO 00ECIICYeHHUS;

- IporpaMMbl U JaHHBIE CIELHUAIBHOTO MPOrPAMMHOTO 0OecreueH s,

- TIPOMEXYyTOYHbIE (ONepaTUBHBIC) 3HAUYEHHS TPOTPAMM U JTAHHBIX B MIPOIIECCce UX 00paboTKu
(4TeHHMs1/3aMUCH, TpUEMa/iepeiavn) CPEACTBAME U yCTPONUCTBAMU BHIYUCIUTEIBHON TEXHHUKH.

Hapymenue nenoctaoctu uHpopmanuu B MCII/IH MokeT Takxke ObITh BbI3BAaHO BHEJIPEHUEM B HEe

BPEIOHOCHOH MPOrpaMMbl IPOrpaMMHO-aNIapaTHOM 3aKJIaJJKU UM BO3EHCTBUEM Ha CUCTEMY

3alIUThI UHQOPMAIMU WIN €€ HJIEMEHTBHI.

Kpome storo, B UCIIJIH BO3MOKHO BO3JIEHCTBHE HA TEXHOJOTHUUYECKYIO CETEBYIO HH(POPMAIIHIO,

KOTOpast MOKET 0OecrieunBaTh (PYHKIIMOHUPOBAHHUE PA3ITMYHBIX CPEJICTB YIPABICHUS

BBIYUCIIUTEIIBHON CEThIO!

- KoH(uUrypauueu cetu;

aJgpecaMy U MapuIpyTU3alyen nepeaadyn T1aHHbIX B CETH;

(YHKIMOHATIBLHBIM KOHTPOJIEM CETH,;

0€301acHOCTbI0 HH(POPMALIUHU B CETH.

Hapymienue noctynnocta nHpopmanuu odecrieunBaercs myrem hopmupoBanus (Moau(pHKaum)
MCXOJIHBIX JAaHHBIX, KOTOPbIE IPU 00paOOTKE BBI3BIBAIOT HENIPABUIbHOE (PYHKIIMOHUPOBAHHE, OTKA3bI
anmapaTypbl WM 3axXBat (3arpy3Ky) BBIYUCIUTEIBHBIX PECYPCOB CHCTEMBI, KOTOPBIE HEOOXOJUMBI IS
BBITIOJTHEHUSI IPOTPaMM U pabOTHI armaparypel.



VYka3zaHHbIE 1EHCTBHS MOTYT MPUBECTH K HAPYIICHHUIO WM 0TKa3y (GyHKIMOHUPOBAHUS MPAKTHUECKU
mo0b1x TexHnueckux cpeacts UCII/x:

- cpeactB 06paboTKH HHPOpPMALUY,

- CpelCTB BBOJA/BbIBOJIa HH(POPMAINH,

- CpeACTB XpaHEHUs UHPOpMalny,

- anmaparypsl U KaHaJIOB Ilepeayn,

- CpEACTB 3alIUThI HH(OPMALIHH.

6. Tunossle MOAENN yrpo3 6€30MaCHOCTH NEPCOHANBHBIX IAHHBIX, 00padaThIBACMbIX B
MHGOPMALMOHHBIX CHUCTEMAaX N€PCOHAIBHBIX JAHHBIX

B 3aBucumoctu ot neneit u conepxanus oopadotku I1/Jx oneparop MoxkeT oCcyliecTBIsATE 00pabOTKY
[11a1 8 UCII/dH pa3nuuHbBIX TUIIOB.

[To cTpykType nHpOpMaIIMOHHBIE CUCTEMBI MIOPA3ACIISIOTCS HA aBTOMAaTU3UPOBAHHBIEC paboUne

MECTa, JIOKAJIbHbIE HH(POPMAIIMOHHBIC CUCTEMBI U pactpeielieHHbIe WH()OPMAIIMOHHBIC CUCTEMEI.

[To HaNMMYKIO MOAKITIOYCHUH K CETSM CBSI3U OOIIEro MOJIb30BaHUS U (MJIH) CETSIM MEXKTyHApOIHOTO

nH(OpPMAMOHHOTO 00MeHa MH(POPMAITMOHHBIE CUCTEMBI MTOIPA3EIIOTCS Ha CUCTEMBI, HMCIOIINE

MOAKJIOYEHUS], U CUCTEMbI, HE UMEIOIINE MOIKIIOUYEHUH.

ITo pexxumy 00pabOTKH EPCOHATBHBIX TAHHBIX B HMH(POPMALIMOHHON cucTeMe HH(pOpMaIMOHHbIE

CUCTEMBI MOIPA3AEISIIOTCSA Ha OJHOIOIb30BaTEIBCKUE U MHOTOIIOIb30BATEIbCKHE.

I[To pasrpaHuyeHUIO MpaB JOCTYIA MOJIb30BaTee HHHOPMALIMOHHBIE CUCTEMBI TOPA3ICISIFOTCS Ha

CUCTEeMBbI 0e3 pa3rpaHUyYeHUs MPaB AOCTYIA U CHCTEMBI C pa3rpaHUYCHHEM MIPaB JIOCTYIIA.

WNudopmalinoHHbIe CUCTEMBI B 3aBUCUMOCTH OT MECTOHAXOKJCHHS UX TEXHUYECKUX CPEJICTB

MOIPA3/EINAI0TCA HAa CUCTEMbI, BCE TEXHHUUECKUE CPEICTBA KOTOPBIX HAXOIATCS B Ipeaesiax

Poccuiickoit denepaiuiu, U CUCTEMbI, TEXHHYECKHE CPEICTBA KOTOPHIX YACTUYHO MJIU LIETUKOM

HaxoxasaTcA 3a npeaenamu Poccuiickoit @enepanmu.

B 3aBucuMocTH OT TEXHOJIOTUH, COCTaBa U XapakTepucTuk texundeckux cpencts UCII/IH, a Taxxke

onacHocTH peann3annu Y BIIJ[H 1 HacTyIuIeHHs IOCIEACTBUM B PE3yJIbTaTe HECAHKIIMOHUPOBAHHOTO

WJIM CIIy9aifHOTO JIOCTYIa MOKHO BbIenuT cienytomtue tumnbl MCIT/IH:

- aBTOMaTH3WPOBaHHBIC paboYKe MECTa, HE UMEIOIIHNE MOAKITFOUYEHUE K CETSIM CBSI3U 00IIET0o
M0JIb30BaHMsI U (MJIHM) CETSAM MEXAYHAPOTHOTO HH(POPMAIIMOHHOTO OOMEHa;

- aBTOMaTH3WPOBaHHBIC paboyre MECTa, UMEIOIINE TTOIKIIOYCHHUE K CETSAM CBSI3H OOIIETO
M0JIb30BaHMsI U (MJIM) CETSM MEXIYHAPOTHOrO HH(POPMAIIMOHHOTO OOMEHa;

- nokanbhbie UCII/IH, He UMeEroIIHe TOKITFOUEHHE K CETSIM CBSI3U OOIIEero MOJIb30BaHUs U (W)
CETSIM MEXIyHAPOTHOTO HH(POPMAIIMOHHOTO 0OMEHA,

- nokanbHbie UCIT/IH, ©MeroIre MoAKII0UCHNE K CETSIM CBSA3H 0OIIEro MOJIb30BaHus U (M) CETSIM
MEXAyHapOAHOTO HH(GOPMAIMOHHOTO OOMEHa,;

- pacnpeaenennsie UCII/IH, He uMerolue NOaKII0YEHNE K CETSIM CBSI3U OOIIEro MOIb30BaHUS U
(W) ceTsIM MEKIyHapOIHOTO HH(POPMAIIMOHHOTO 0OMEHa;

- pacnpeaencaubie UCII/IH, nMerorme moaKIFOUeHIE K CETSIM CBSI3H OOIIEro MOIb30BaHus U (HITH)
CEeTSIM MEXIyHapOIHOTO MH(OPMAIIMOHHOTO OOMEHa.

6.1. TunoBas MOJEIb YIrpo3 0€30MACHOCTH EPCOHATBHBIX JIAHHBIX, 00Pa0aThIBAEMEIX B

AaBTOMATH3UPOBAHHBIX PA00OYMX MECTaX, HE MMCIONINX IMOAKIIOYCHHUS K CETSIM CBS3H 00IIIero
[0JIb30BaHKs U (WJIK) CETSIM MEXKIYHAPOIHOT0 MHPOPMAIIMOHHOTO 0OMEHa
[Tpu o6paboTke [1/]H Ha aBTOMAaTH3UPOBAHHOM paboueM MeCTe, He IMEIOIIEM MOIKIIOUYEHUS K CETAM

CBSI3M OOIIIEro MOJIb30BaHUS U (MJIM) CETSIM MEXITYHAPOAHOTO MH(QOPMAIMOHHOTO 00MEHa, BO3MOKHA
peanusanus ciaenyromux Y BII/IH:

- yrpo3 yTeukd uHGOpMalHy 10 TEXHHYECKUM KaHajaM;

- yrpo3 HCJA k I1/11, oOpabaTbiBaeMbIM B aBTOMaTU3UPOBAHHOM pabodeM MecTe.

- Yrpo3bl yreuky HH(pOpMaIUH 10 TEXHUYECKUM KaHallaM BKJIIOYAloT B ceOsl:



- YIpo3bl yTEYKH aKyCTHUYECKOM (peyeBoit) nHpopmaruu;

- yrpo3bl yTeYKH BUIOBOU WH(OPMAIINY;

- yrpo3sl yreuku uHpopmaruu rno kanaxy [IDMHUH.

Bo3HUKHOBEHHE YIPO3 YTEUKH aKyCTHUECKOM (peueBoil) nH(popMaIliu, CoaepiKaliecs

HEMOCPEACTBEHHO B Mpou3HOoCcHUMOM peun nojb3oBatens UCII/IH, Bo3MOKHO mpu HanmumuueM QyHKIUI

rosiocoporo Beozaa [1/In B UCIIx nnm ¢pynkumii BoctipousBeaeHus [1/[H akycTudaeckumu cpecTBaMu

NCITH.

Peanusanus yrpo3sl yTeuky BUA0BOI HHPOpMAIK BO3MOYKHA 32 CUET MPOCMOTpa HHGOPMAIIUU C

MOMOIIBIO ONTHYECKHUX (ONMTHKOAICKTPOHHBIX) CPEIICTB C IKPAHOB THUCIUICEB U APYTUX CPEICTB

OTOOPaKEHHS CPEJICTB BHIYUCIUTEIILHON TEXHUKH, WH()OPMAITMOHHO-BHIYMCITUTEIIBHBIX KOMIUIEKCOB,

TEXHUYECKUX CPeICTBA 00paboTKU rpaduueckoi, BUieo- U OyKBeHHO-1IIU(GpoBOil nHpopMaiuy,

Bxoasmux B coctaB UCITJIH.

VYrpo3ssl yreuku uHbopmaruu no kanairy [IDMUH Bo3MOKHBI H3-32 HATUYHS 3JIEKTPOMATrHUTHBIX

W3ITyYeHUI, B OCHOBHOM, MOHHUTOPA M CHCTEMHOT0 0JIoKa KoMIibtoTepa. OCHOBHYIO OMTACHOCTh

MPEACTABIISIIOT YTPO3bl YTEUKU M3-3a HATUUUS SJICKTPOMArHUTHBIX U3JTy4EHUNH MOHUTOPA.

VYrpo3sl HCJI B aBToHOMHOM APM cBsi3aHbl ¢ AEUCTBUSAMU HAPYIIUTENIEH, UMEIOLIUX TOCTYI K

NCTI/H, Bxmrouas nons3oBareneit UCII/H, peanusyromux yrpo3sl HenocpeactseHHo B UCII/IH.

Kpowme 3toro, ncrounnkamu yrpo3 HCJI k undopmannu B APM mMoryT ObITh animapaTHbIe 3aKIa KA U

OTUYKJIa€MbIE€ HOCUTEIH BPEIOHOCHBIX IIPOIPAMM.

B UCII/Ix na 6a3e aBToHoMHOTO APM BO3MOKHBI Bce Buibl ysi3Bumocteit MCII/IH, 3a uckmoyeHrneM

YS3BUMOCTEH, CBSI3aHHBIX C peaiu3alleil MPOTOKOJIOB CETEBOI0 B3aUMOICHCTBHUS U KAHAJIOB IIepeIaun

nmaaabix. B takux UCIIJIH BO3MOKHBI:

- YIpO3Bbl, pEAIN3yEeMbIE B XOJI€ 3arpy3Ky ONIEPALIMOHHON CUCTEMBI M HAIPABJICHHBIE HA MIEPEXBAT
napoJieil uim uaeHTudukaTopos, MoauduKarmo 6a30Boi cucteMsl BBoa/BbiBoa (B1OS),
MepexBaT yIpaBJICHUS 3arpPy3KOH;

- yIpo3bl, peagu3yeMbl€ MMOCIIE 3arPy3KH ONEPALIMOHHON CUCTEMBI M HAIIPABJICHHBIE HA BBITTOJTHEHUE
HECAHKIIMOHMPOBAHHOTO JOCTYIA ¢ IPUMEHCHHEM CTaHAAPTHBIX GYHKIUH (YHHUTOXKCHHE,
KOIIMPOBaHHUE, IepeMelieHue, popMaTHpoBaHUEe HOCUTEICH HHPOPMAIIUH U T.I1.) OTICPAIlIHOHHOMN
CUCTEMbI WM KaKOH-THO0 MPHUKIIAIHOMN MporpaMmbl (HalpuMep, CUCTEMbI YITpaBIIeHHs Oa3amu
JTAHHBIX), C IPUMEHEHUEM CIICIIUAIbHO CO3MaHHbIX [is BeinosHeHust HCJI mporpamm (mporpamm
POCMOTpa U MOAU(DUKAIIUK PEeCTPa, TIOUCKA TEKCTOB B TEKCTOBBIX (paiijiax u T.11.);

- YIpO3bl BHEIPEHUSI BPEJOHOCHBIX IPOTPaAMM.

6.2. TunoBas MoJeNb yrpo3 0€30MaCHOCTU NePCOHATBHBIX IAHHBIX, 00pa0aThIBAEMBIX B

ABTOMAaTU3MPOBAHHBIX pa6oq1/1x MECTAax, UMCIOIHUX IMOAKJIIIOYCHUC K CCTAM CBA3HU OGH.[CF (6}

OOJb30BaHUA U (I/IHI/I) CCTAM MECKAYHAPOAHOT'O I/IHd)ODMaI_II/IOHHOFO obMeHa
HpI/I O6pa6OTKC HHH Ha aBTOMAaTU3MPOBAHHOM pa6oqu MECTC, UMCIOIICM IMOAKIIIOYCHHUA K CCTAM
CBiA3HU O6H.I€FO II0OJIb30BaHUA U (I/IJ'II/I) CCTAM MCKAYHAPOIHOT'O I/IH(l)OpMaI_II/IOHHOFO 06MeHa, BO3MO>XHa

peanuzanusa ciaenyromux Y BIIIH:

- Yrpo3bl yTe4KH UH(OPMAIMK [0 TEXHUYECKUM KaHaJIaM;

- yrpo3sl HCJ] x [1/11, 06pabaTbiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM paboueM MecTe.

- ¥Yrpo3sl yTeuku UH(pOpMAILIMK [0 TEXHUYECKUM KaHajlaM BKJIIOYAloT B ceOs:

- YIpo3bl yTEUKH aKyCTHYECKO# (pedeBoit) nHdopmanum;

- Yrpo3bI yTE€YKH BHIOBOM MH(OpMAINH;

- yrpo3ssl yreuku uHpopmanuu no kanary [IDMUH.

Bosnuknosenne YBII/In B paccmarpuBaembix UCIIJIH Mo TeXHHUECKUM KaHallaM XapaKTepu3yeTcs
TEMH e YCIOBHAMHU U (PaKTOpPaMH, UYTO U JJIsl aBBTOMAaTU3UPOBAHHOTO pabovero Mecra, He MMEOIIETo
HOJIKITFOYEHUS K CETSIM OOILEro NOIb30BaHMs U (MJIH) CETSIM MEXIYHapOAHOTO HH(POPMAIIMOHHOTO
oOMeHa.



VYrpo3st HCJI B UCII/IH cBsA3aHbI ¢ neficTBUAMU HapymuTenei, umeromux goctyn k UCIIIH,

BKitouas noJib3oBareneil MCII/IH, peanusyromux yrpo3sl HenocpeactseHHo B MCII/IH, a Takxke

Hapymurenei, He umeromux gocryna k UCIIJIH, peanu3yromux yrpo3sl U3 BHEIIHUX CETEH CBA3U

00I11ero Mojapb30BaHus U (MIK) ceTeil MeXTyHapOAHOTO HH(POPMAIIMOHHOTO 0OMEHa.

VYrpossl HCJI B UCII/IH, cBA3aHHBIE ¢ AeiicTBUSIMH HapymuTened, nMmeromux goctyn k UCII/IH,

aQHAJIOTUYHBI TEM, KOTOPbIE UMEIOT MECTO AJi OTAEIbHOro APM, He MOAKIIOYEHHOTO K CETSAM CBSI3U

o011ero noap30BaHus. YTPO3bl U3 BHEIIHUX CETEH BKIIOYAIOT B ceOsl:

- yrpo3ssl "AHaim3a ceTeBoro Tpaduka’ ¢ mepexBaToMm rnepeaaBaeMoil BO BHEIITHUE CETH H
MIPUHUMAEMOM W3 BHEIIHUX CeTel nHMOpMaIuy,

- YIpO3bl CKAHUPOBAHMS, HAIPABJICHHBIE HA BBISIBJICHUE TUIIA ONIEPAIMOHHOMN cuctembl APM,
OTKPBITBIX MIOPTOB U CIIY’KO, OTKPBITHIX COEAUHEHUH U JIp.;

- YI'pO3BI BBIABIICHUS [1APOJIEH;

- yrpo3sl nosydyenust HCJl myrem noMeHsl JOBEPEHHOTO 00BEKTA;

- yrpo3ssl Tuna "OTka3 B 00CITy>KUBaHUU |

- YI'pO3Bbl YIAJIEHHOI'O 3aIlyCKa IPUIIOKECHUH;

- YIpO3bl BHEAPEHUS 10 CETU BPEIOHOCHBIX IIPOIPAMM.

6.3. TunoBas MoJenb yrpo3 6€30MaCHOCTH NePCOHATBHBIX JIAHHBIX, 00Pa0aThIBAEMBIX B JTOKAIBHBIX

HHGOPMAIIMOHHBIX CUCTEMAX IMEPCOHATLHBIX JaHHBIX, HE MMEIOIINX

[IOJIKJIFOYEHUS K CETSIM CBA3M OOIIETO ITOAL30BaHNs U (M) CETSIM

MEXIYHAPOIHOr0 MHGOPMAIIMOHHOr0 00OMeHa

ITpu o6padotke I1/Ix B mokaneubix UCIIJIH, HE HMEFOIIHE TIOAKIFOYCHUS K CETSAM CBS3U OOIIETro
M0JIb30BaHMS U (MJIHM) CETSIM MEKIYHAPOIHOrO HHPOPMAIIMOHHOTO 0OMEHa, BO3MOYKHA PeaTH3arlHsl
caenyromux YbIIJIH:

- yrpo3bl yTeyku HHGOPMALIMU N0 TEXHUYECKUM KaHallaM;

- yrpo3sl HCJ] x [1/11, 06pabaTbiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM paboueM MecTe.

- ¥Yrpo3bl yTeuku UH(pOpMAILIMK [0 TEXHUUECKUM KaHajlaM BKJIIOYAlOT B ceOs:

- YIpO3bl yTEUKH aKyCTHUYECKO# (pedeBoit) nHdopmaum;

- Yrpo3bI yTE€YKH BHIOBOM MH(OpMAINH;

- yrpo3sl yreuku uHpopmanuu no kanary [IDMUH.

BosnukHoBenue YBII/IH B paccmarpuBaembix MCII/IH o TEXHUYECKMM KaHalaM XapaKTepU3yeTcs
TEMH K€ YCIOBHAMH U (akTopamu, uto U st JokaiabHbIX UCIT/IH, He MMEIOmUX MOIKIIOUYEHUS K
CETSIM CBSI3H OOIEro MOJIb30BaHMS U (MITH) CETSM MEXYHAPOIHOTO HHPOPMAIIMOHHOTO OOMEHa.
VYrpo3sl HCJI B nokaneubix UCII/IH cBsA3aHbI ¢ AEHCTBUSMH HApYIIUTENEH, UMEIOIIUX AOCTYII K
NCTI/n, Bxarogas nons3oBareneit UCII/H, peanusyromux yrpo3sl HenocpeactseHHo B UCII/IH.
VYrposst HCJI B UCII/IH, cBA3aHHbIE ¢ AeiicTBUAMH HapymuTened, nMeromux goctyn k UCII/IH,
AQHAJIOTUYHBI TEM, KOTOPbIE UMEIOT MECTO AJIA OTAEIbHOro APM, He MOAKIIOYEHHOTO K CETSAM CBSI3U
obmrero noas3oBanus. Kpome toro, B Takoir UCIIJIH MOTYyT UMETh MECTO:

- yrpo3ssl "AHaim3a ceTeBoro Tpaduka’ ¢ mepexBaToM repeaaBaeMoi 1Mo ceTu HHPOPMaIInH;

- yrpo3bl BBISBICHUS MMapoJieH;

- yrpo3bl yIAJIEHHOIO 3alycKa MpUI0oKEeHUH;

- yrpo3bl BHEPEHHUS IO CETU BPEIOHOCHBIX MPOrpamM.

6.4. TumoBas MOJeNb Yrpo3 6€301aCHOCTH ePCOHATBHBIX JIAHHBIX 00pa0aThIBACMBIX B JIOKATBHBIX

I/IHd)ODMaIlI/IOHHbIX CHUCTEMAX NEPCOHAJIbHBIX JAHHBIX, UMCIOIMMX IMOAKIIOYCHUEC K CCTAM CBA3U

O6IH€FO TI0JIb30BAHUSA U (I/IJII/I) CETAM MCXKAYHAPOAHOI'O I/IHd)ODMaLII/IOHHOFO oOMeHa

[Tpu o6padotke [1/1x B oxanbubix UCI/IH, nMEOmuUX MOIKIIOYEHUE K CETSM CBSI3U 0011eTo
NOJIb30BaHMS ¥ (MIJTH) CETSIM MEXIyHapOJHOTO HHPOPMAIIHOHHOTO 0OMEHA, BO3MOKHA PeaTH3alus
caenyromux YbIIJIH:

- Yrpo3bl yTeUYKH UH(OPMAIMK [0 TEXHUYECKUM KaHaJIaM;



- yrpo3st HC/I k I1/11, oOpabaTbiBaeMbIM Ha aBTOMaTH3MPOBAHHOM paboueM MecTe.

- Yrpo3bl yTeukd HH(POpPMAaIUH 110 TEXHUYECKUM KaHallaM BKJIIOYAlOT B ceOsl:

- YIpO3bl yTEUKH aKyCTHYECKO (pedeBoii) nHdopmanuu;

- Yrpo3bl yT€UYKH BHJIOBON MH(OpMAIUH;

- yrpo3sl yreuku uHdopmarmu o kanaiay [IDMHUH.

Bosuuknosenue YBII/H B paccmarpuBaembix MCII/IH 110 TEXHUYECKUM KaHajlaM XapaKTepu3yeTcs

TEMH K€ YCITOBUSIMH U (paKTOpaMH, 4To U s ipenbiaymx Tumo MCIT/IH.

VYrpo3el HCJ] cBsi3anbl ¢ aeicTBusAMH HapymuTenen, umeromux goctyn Kk UCI/IH, Bkirodast

noas3oBatenied UCI/IH, peanusyronux yrpo3sl HenocpeactseHHo B MUCIT/IH, a Takyke HapymuTenei,

He umeronux gocryna Kk UCII/IH, peanu3yromux yrpo3bl U3 BHEIIHUX CeTel CBSA3U 0011ero

M0JIb30BaHMs U (MJIM) CeTel MEXTyHAPOIHOTO HH()OPMAIIMOHHOTO OOMEHa.

VYrposet HCJI, cBsi3anHble ¢ neiicTBussMuU HapymuTenel, uMmeromux poctyn k UCII/IH, Bkitodaror B

ce0st yrpo3bl, aHaJIOTMUHbIE TEM, KOTOPbIE peajn3ytoTcs B oTaesibHoM APM, He nmeromem

MO JIKITIOYEHUSI K CETSIM CBSI3U OOIIETO MOJIb30BAHMS.

YTpo3bl U3 BHEIIHUX CETEH BKIIOYAIOT B CEOsI:

- yrpo3sl "AHanu3a ceTeBoro Tpaguka' ¢ mepexBaToM IepeaaBaeMoil BO BHEIIIHUE CETH U
NPUHUMAEMOI U3 BHEIIHUX ceTel nHpopManuy,

- YIpO3bl CKAHUPOBAHMsI, HAPABJICHHbIE HA BhIsIBICHUE TUNA onepannoHHoi cuctemsl UCIT/H,
CETEBBIX a/IPeCOB pabOYMX CTAHIIMNA, OTKPBHITHIX MMOPTOB U CIYXkO, OTKPBITHIX COSTMHEHHH U Jp.;

- YI'pO3bl BBIABIICHUS [1APOJIEH;

- yrpo3ssl nonydeHust HCJI myrem nmoaMeHsl JOBEpEHHOTO 00BEKTa;

- yrpo3ssl Tuna "OTka3 B 00CITy)KUBaHUU |

- YI'pO3Bbl YIAJEHHOI'O 3allyCKa MPUII0KEHUH;

- yrpo3bl BHEPEHHUS MO CETU BPEIOHOCHBIX MPOrpamM.

6.5. TumoBas Mosienb yrpo3 0e30MaCHOCTH MEPCOHANBHBIX IAHHBIX, 00padaTbIBaeMbIX B

pacopeacacHHbIX I/IHd)ODMaHI/IOHHI)IX cucreMax 1nepCoHaJIbHbIX JaHHBIX, HC UMCIOMMUX TTOAKJITIOYCHUA

K CETAM CBA3H 06HIGFO NOJIb30BaHUA U (I/IJ'H/I) CETAM MEKAYHAPOAHOT'O I/IHCbODMaHI/IOHHOFO obMeHa

ITpu o6padotke [1/11 B pacnpenenennbix UCII/IH, nMeromux noaxitoueHue K CETsIM CBsI3U OOLIETo

M0JIb30BaHMS U (M) CETSIM MEKIYHAPOTHOTO HHPOPMAIIMOHHOTO 0OMEHa, BO3MOXKHA PeaTH3ariHsl

caenyromux YbIIJIH:

- yrpo3sl yTeukd HHGOPMALIUU IO TEXHUYECKUM KaHaJIaM;

- yrpo3sl HC/I k I1/11, oOpabaTbiBaeMbIM Ha aBTOMaTH3MPOBAHHOM paboueM MecTe.

- Yrpo3bl yreukd HH(pOpMaIUK 110 TEXHUYECKUM KaHallaM BKJIIOYAloT B ceOsl:

- YIpO3bl yTEUKH aKyCTHYECKOI (pedeBoit) nHdopmanuu;

- yrpo3bl yTeYKU BUJIOBOU MH(MOPMALIUY;

- yrpo3ssl yreuku uHdopmarmu mo kanany [ID9MUH.

Boszuuknosenue YBII/n B paccmarpuBaembix UCII/{H Mo TeXHUYECKMM KaHajgaM XapaKTepUu3yeTcs

TEMH K€ YCITOBUSIMH U (paKTOpaMu, 4To U 1jist penbiaymx Tumo MCIT/IH.

Yrpo3er HCJ] cBsi3anbl ¢ neicTBusAMH Hapymutenen, nmeromux goctyn Kk UCIIH, Bkimrodast

nosib3oBareneit UCIIIH, peanusyromux yrpo3sl HenocpenctseHHo B UCIT/IH.

[Tpu 3TOM MOTYT OBITH YTPO3bl, aHAJIOTMUHBIE TEM, KOTOPbIE UIMEIOT MECTO B 0TAeIbHOM APM, He

MO IKJIFOYEHHOM K CEeTSIM OOIIETo MOJIb30BaHus, a TAKXKE YIPO3bl, Pean3yeMble BHYTPH

pacrpeeIeHHOM CeTH C MCIIOJIb30BAHUEM ITPOTOKOJIOB MEKCETEBOI0 B3aUMOJICHCTBUS, B TOM YHCJIE!

- yrpo3sl "AHanu3a ceTeBoro Tpaduka’ ¢ mepexBaToM rnepeaaBaeMoi mo ceTH HHPOpMaIlHH;

- yrpo3bl CKAHUPOBAHMS], HAIIPABJICHHBIE HA BBISIBJIEHUE OTKPBITHIX IOPTOB U CIIYXO, OTKPBITHIX
COEIMHEHUH U Jp.;

- Yrpo3bl BHEAPEHUS JIOKHOTO 0OBEKTa CETH,



- yrpo3bI HABSI3BIBAHMS JIOKHOTO MAPIIPYTa MyTEM HECAHKITMOHHUPOBAHHOTO U3MECHEHUS
MapuIpyTHO-aPECHBIX TaHHBIX;

- yrpo3blI BBISBIECHUS MapOJIeH;

- yrpo3ssl Tumna "OTka3 B 00CITy>KUBaHHH ',

- YIpO3bI yIAIEHHOTO 3aITyCKa MPHUIIOKCHHIA;

- yrpo3bl BHEJIPEHHUS 110 CETH BPEIOHOCHBIX MPOTrpamM.

6.6. TumoBas MozeNb yrpo3 0€30IaCHOCTHU MMEPCOHANLHBIX JAHHBIX, 00padaTLIBAEMEIX B

pacipe/ie/IeHHbIX HHGOPMAIIMOHHbBIX CUCTEMaX NePCOHANbHbIX IAHHBIX, UMEIOIINX MOIKIYEHUE K
CeTSIM CBSI3HM OOWLIETo MMOJIb30BaHUS U (MIIH) CETsIM MEXYHAPOIHOTO HHGOPMAIIMOHHOT0 0OMeHa
ITpu o6padotke [1/11 B pacnpenenennbix UCII/IH, nMeromux noaxitoueHue K CeTsIM CBsI3U 0OLIero
M0JIb30BaHMs U (MITH) CETSIM MEXIyHAPOTHOTO HHPOPMAIIMOHHOTO 0OMEHA, BO3MOYKHA PeaH3aius
caenyromux YBIIJIH:

- Yrpo3bl yT€UYKH HH()OPMAIMH M0 TEXHUYECKUM KaHaJaM;

- yrpo3st HC/I k I1/1H, oOpabaTbiBaeMbIM Ha aBTOMaTH3MPOBAHHOM paboueM MecTe.

- Yrpo3sl yreukd HH(pOpPMAIUH 10 TEXHUIECKUM KaHallaM BKJIIOYAIOT B ceO0sl:

- YIpO3bl yTEUKH aKyCTHYECKO (pedeBoit) nHdopmanum;

- Yrpo3bl yTE€UKH BHJIOBOM MH(OpMAINH;

- yrpo3sl yreuku uHpopmarmu rno kanaixy [IDMUH.

BosnukHoBenue YBII/IH B paccmarpuBaeMbix MCII/IH o TEXHUYECKUM KaHaJlaM XapaKTepU3yeTcs

TEMHU )K€ YCTIOBUSAMU U (aKkTOopamu, uTo U i npeasiayumx tunoB UCIT/Ix.

Yrpos3el HCJ] cBsi3anbl ¢ aeicTBUsAMH HapyuTenen, uMmeromux goctyn Kk UCI/IH, Bkitodast

noas3oBateneid UCI/H, peanusyronux yrpo3sl HenocpeactseHHo B UCII/IH, a Takyke HapymuTenei,

He umeromux gocryna k UCII/IH, peanu3yronumx yrpo3sl U3 BHEITHUX CETEH CBSI3U 00IIIEro

M0JIb30BaHMs U (MJIM) CeTeill MEXTyHAPOIHOTO HH()OPMAIIMOHHOTO OOMEHa.

Yrpo3et HCJI, cBsi3aHHbIE ¢ AeHCTBUAMH HapymuTenel, umeromux goctyn Kk UCI/H, aHanorndssl

TeM, KOTOpbIe UMEIOT MecTo B pactpeneneHHbix UCII/IH, He nMeroneit moIKIIF0UeHUS K CETSIM

oburero noap3zoBanus. Kpome toro, B Takoir UCII/IH uMeroT MecTo yrpo3bl, peanu3yemsble ¢

HCIIOJIb30BAaHUEM IIPOTOKOJIOB MEXCETEBOTO B3aMMOIEUCTBYS U3 BHEIIHUX CETEH, B TOM YHUCIIE!

- yrpo3sl "AHanu3a ceteBoro Tpaduka’ ¢ nmepexsarom nepeaasaemoit uz UCII/In n npuHMaemoi B
WCII/Ix 3 BHENTHUX ceTel nH(OpMaIuu,

- YIpO3bl CKAHUPOBAHMS, HAIPABJICHHBIC HA BBISIBJICHUE TUIIA WIIM TUIIOB UCIIOJIb3YEMbIX
OTIEPaLlMOHHBIX CHUCTEM, CEeTEeBBIX aapecoB padouunx craniuii UCII/IH, TOnosoruu ceTs, OTKPBHITHIX
HOPTOB U CIYX0, OTKPBITHIX COETUHEHUH U Jp.;

- yrpo3sl BHeIpeHus J0xkHoro o0bekTa kak B MICII/IH, Tak 1 BO BHEITHUX CETHX;

- yrpo3bl MOJIMEHBI JOBEPEHHOTO 00BEKTA;

- YI'pO3bl HAaBSA3bIBAHMS JIO)KHOT'O MapLIPyTa MyTeM HECAHKLIMOHUPOBAHHOTO U3MEHEHUS
MapUIpyTHO-3IpPECHBIX JAHHBIX KaK BHYTPU CETH, TaK U BO BHEIIHUX CETSIX;

- YI'pO3bI BBIABIICHUS [1APOJIEH;

- yrpo3ssl Tuna "OTka3 B 00CITy>KUBaHUH ',

- YI'pO3BbI YIAJEHHOTO 3aIlyCKa MPUII0KECHUH;

- yrpo3bl BHEIPEHHUS IO CETU BPEIOHOCHBIX MPOTrpamM.
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